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SMM:08-2 SendmailInstallation and Operation Guidebe safely tweaked. Sectionfivecontains the nitty-gritty information about the configuration file.This sec-tion is for masochists and people who must write their own configuration file.Section six describes config-uration that can be done at compile time.The appendixes give a brief but detailed explanation of a numberof features not described in the rest of the paper.



Sendmail Installation and Operation GuideSMM:08-71. BASIC INSTALLATIONThere are twobasic steps to installingsendmail.First, you have tocompile and install the binary.Ifsendmailhas already been ported to your operating system that should be simple.Second, you mustbuild a run-time configuration file.This is a file thatsendmailreads when it starts up that describes themailers it knows about, howtoparse addresses, howtorewrite the message header,and the settings ofvarious options.Although the configuration file can be quite complex, a configuration can usually bebuilt using an M4-based configuration language.Assuming you have the standardsendmaildistribu-tion, seecf/READMEfor further information.The remainder of this section will describe the installation ofsendmailassuming you can use oneof the existing configurations and that the standard installation parameters are acceptable.All path-names and examples are givenfrom the root of thesendmailsubtree, normally/usr/src/usr.sbin/send-mailon 4.4BSD-based systems.Continue with the next section if you need/want to compilesendmailyourself. Ifyou have a run-ning binary already on your system, you should probably skip to section 1.2.1.1. CompilingSendmailAllsendmailsource is in thesendmailsubdirectory.Tocompile sendmail, “cd” into thesend-maildirectory and type./BuildThis will leave the binary in an appropriately named subdirectory,e.g., obj.BSD-OS.2.1.i386.Itworks for multiple object versions compiled out of the same directory.1.1.1. Tweaking the Build InvocationYoucan give parameters on theBuildcommand. Inmost cases these are only used whentheobj.*directory is first created.To restart from scratch, use-c.These commands include:−LlibdirsAlist of directories to search for libraries.−IincdirsAlist of directories to search for include files.−Eenvar=valueSet an environment variable to an indicatedvaluebefore compiling.−c Createanewobj.*tree before running.−fsiteconfigRead the indicated site configuration file.If this parameter is not specified,Buildincludesallof the files$BUILDTOOLS/Site/site.$oscf.m4and$BUILD-TOOLS/Site/site.config.m4,where $BUILDTOOLS is normally../devtoolsand $oscf isthe same name as used on theobj.*directory.See belowfor a description of the siteconfiguration file.−S Skipauto-configuration.Buildwill avoid auto-detecting libraries if this is set.Alllibraries and map definitions must be specified in the site configuration file.Most other parameters are passed to themakeprogram; for details see$BUILD-TOOLS/README.1.1.2. Creating a Site Configuration File(This section is not yet complete.Fornow,see the file devtools/README for details.)See sendmail/README for various compilation flags that can be set.



SMM:08-8 SendmailInstallation and Operation Guide1.1.3. Tweaking the MakefileSendmailsupports twodifferent formats for the local (on disk) version of databases,notably thealiasesdatabase. Atleast one of these should be defined if at all possible.NDBM The‘‘newDBM’’format, available on nearly all systems around today.Thiswasthe preferred format prior to 4.4BSD.It allows such complexthings asmultiple databases and closing a currently open database.NEWDB TheBerkeleyDBpackage. Ifyou have this, use it.It allows long records,multiple open databases, real in-memory caching, and so forth.Youcandefine this in conjunction withNDBM;ifyou do, old alias databases are read,butwhen a newdatabase is created it will be in NEWDB format.As a nastyhack, if you have NEWDB, NDBM, and NIS defined, and if the alias filename includes the substring “/yp/”,sendmailwill create both newand old ver-sions of the alias file during anewaliascommand. Thisis required becausethe Sun NIS/YP system reads the DBM version of the alias file.It’sugly assin, but it works.If neither of these are defined,sendmailreads the alias file into memory on every invocation.This can be slowand should be avoided. Thereare also several methods for remote databaseaccess:LDAP LightweightDirectory Access Protocol.NIS Sun’sNetwork Information Services (formerly YP).NISPLUS Sun’sNIS+ services.NETINFO NeXT’sNetInfo service.HESIOD Hesiodservice (from Athena).Other compilation flags are set inconf.hand should be predefined for you unless you are portingto a newenvironment. For more options seesendmail/README.1.1.4. Compilationand installationAfter making the local system configuration described above,You should be able to com-pile and install the system.The script “Build” is the best approach on most systems:./BuildThis will useuname(1) to create a custom Makefile for your environment.If you are installing in the standard places, you should be able to install using./Build installThis should install the binary in /usr/sbin and create links from /usr/bin/newaliases and/usr/bin/mailq to /usr/sbin/sendmail.On most systems it will also format and install man pages.Notice: as of version 8.12sendmailwill no longer be installed set-user-ID root by default. Ifyou really want to use the old method, you can specify it as target:./Build install-set-user-id1.2. ConfigurationFilesSendmailcannot operate without a configuration file.The configuration defines the maildelivery mechanisms understood at this site, howtoaccess them, howtoforward email to remotemail systems, and a number of tuning parameters.This configuration file is detailed in the later por-tion of this document.Thesendmailconfiguration can be daunting at first.The world is complex, and the mail con-figuration reflects that.The distribution includes an m4-based configuration package that hides a lot



Sendmail Installation and Operation GuideSMM:08-9of the complexity.Seecf/READMEfor details.Our configuration files are processed bym4to facilitate local customization; the directorycfof thesendmaildistribution directory contains the source files.This directory contains several sub-directories:cf Bothsite-dependent and site-independent descriptions of hosts.These can be lit-eral host names (e.g., “ucbvax.mc”) when the hosts are gateways or more generaldescriptions (such as “generic-solaris2.mc” as a general description of an SMTP-connected host running Solaris 2.x.Files ending.mc(‘‘M4 Configuration’’) arethe input descriptions; the output is in the corresponding.cffile. Thegeneralstructure of these files is described below.domain Site-dependentsubdomain descriptions.These are tied to the way your organiza-tion wants to do addressing.Forexample,domain/CS.Berkeley.EDU.m4is ourdescription for hosts in the CS.Berkeley.EDU subdomain.These are referencedusing theDOMAINm4macro in the.mcfile.feature Definitionsof specific features that some particular host in your site might want.These are referenced using theFEATUREm4macro. Anexample feature isuse_cw_file (which tellssendmailto read an /etc/mail/local-host-names file onstartup to find the set of local names).hack Localhacks, referenced using theHACKm4macro. Try to avoid these.Thepoint of having them here is to makeitclear that theysmell.m4 Site-independentm4(1) include files that have information common to all configu-ration files.This can be thought of as a “#include” directory.mailer Definitionsof mailers, referenced using theMAILERm4macro. Themailer typesthat are known in this distribution are fax, local, smtp, uucp, and usenet.Forexample, to include support for the UUCP-based mailers, use “MAILER(uucp)”.ostype Definitionsdescribing various operating system environments (such as the loca-tion of support files).These are referenced using theOSTYPEm4macro.sh Shellfiles used by them4build process.Youshouldn’thav eto mess with these.siteconfig LocalUUCP connectivity information.This directory has been supplanted by themailertable feature; anynew configurations should use that feature to do UUCP(and other) routing.The use of this directory is deprecated.If you are in a newdomain (e.g., a company), you will probably want to create a cf/domainfile for your domain.This consists primarily of relay definitions and features you want enabled site-wide: for example, Berkeley’sdomain definition defines relays for BitNET and UUCP.These arespecific to Berkeley, and should be fully-qualified internet-style domain names.Please check tomakecertain theyare reasonable for your domain.Subdomains at Berkeleyare also represented in the cf/domain directory.For example, thedomain CS.Berkeley.EDU is the Computer Science subdomain, EECS.Berkeley.EDU is the Electri-cal Engineering and Computer Sciences subdomain, and S2K.Berkeley.EDU is the Sequoia 2000subdomain. You will probably have toadd an entry to this directory to be appropriate for yourdomain.Youwill have touse or create.mcfiles in thecf/cfsubdirectory for your hosts.This isdetailed in the cf/README file.1.3. Detailsof Installation FilesThis subsection describes the files that comprise thesendmailinstallation.



SMM:08-10 SendmailInstallation and Operation Guide1.3.1. /usr/sbin/sendmailThe binary forsendmailis located in /usr/sbin1.Itshould be set-group-ID smmsp asdescribed in sendmail/SECURITY.For security reasons, /, /usr,and /usr/sbin should be ownedby root, mode 07552.1.3.2. /etc/mail/sendmail.cfThis is the main configuration file forsendmail3.This is one of the twonon-library filenames compiled intosendmail4,the other is /etc/mail/submit.cf.The configuration file is normally created using the distribution files described above.Ifyou have a particularly unusual system configuration you may need to create a special version.The format of this file is detailed in later sections of this document.1.3.3. /etc/mail/submit.cfThis is the configuration file forsendmailwhen it is used for initial mail submission, inwhich case it is also called ‘‘Mail Submission Program’’(MSP) in contrast to ‘‘Mail TransferAgent’’(MTA). Startingwith version 8.12,sendmailuses one of twodifferent configurationfiles based on its operation mode (or the new−Aoption). For initial mail submission, i.e., if oneof the options−bm(default),−bs,or−tis specified, submit.cf is used (if available), for otheroperations sendmail.cf is used.Details can be found insendmail/SECURITY.submit.cf isshipped with sendmail (in cf/cf/) and is installed by default. Ifchanges to the configuration needto be made, start with cf/cf/submit.mc and followthe instruction in cf/README.1.3.4. /usr/bin/newaliasesThenewaliasescommand should just be a link tosendmail:rm −f /usr/bin/newaliasesln −s /usr/sbin/sendmail /usr/bin/newaliasesThis can be installed in whateversearch path you prefer for your system.1.3.5. /usr/bin/hoststatThehoststatcommand should just be a link tosendmail,inafashion similar tonewaliases.This command lists the status of the last mail transaction with all remote hosts.The−vflag will prevent the status display from being truncated.It functions only when theHostStatusDirectoryoption is set.1.3.6. /usr/bin/purgestatThis command is also a link tosendmail.Itflushes expired (Timeout.hoststatus) informa-tion that is stored in theHostStatusDirectorytree.1This is usually /usr/sbin on 4.4BSD and newer systems; manysystems install it in /usr/lib.Iunderstand it is in /usr/ucblib onSystem V Release 4.2Some vendors ship them owned by bin; this creates a security hole that is not actually related tosendmail.Other important di-rectories that should have restrictive ownerships and permissions are /bin, /usr/bin, /etc, /etc/mail, /usr/etc, /lib, and /usr/lib.3Actually,the pathname varies depending on the operating system; /etc/mail is the preferred directory.Some older systems in-stall it in/usr/lib/sendmail.cf,and I’ve also seen it in/usr/ucblib.Ifyou want to move this file, add -D_PATH_SENDMAIL-CF=\"/file/name\" to the flags passed to the C compiler.Moving this file is not recommended: other programs and scripts knowofthislocation.4The system libraries can reference other files; in particular,system library subroutines thatsendmailcalls probably reference/etc/passwdand/etc/resolv.conf.



Sendmail Installation and Operation GuideSMM:08-111.3.7. /var/spool/mqueueThe directory/var/spool/mqueueshould be created to hold the mail queue.This directoryshould be mode 0700 and owned by root.The actual path of this directory is defined by theQueueDirectoryoption of thesend-mail.cffile. Touse multiple queues, supply a value ending with an asterisk.Forexample,/var/spool/mqueue/qd*will use all of the directories or symbolic links to directories beginningwith ‘qd’ in/var/spool/mqueueas queue directories.Do not change the queue directory struc-ture while sendmail is running.If these directories have subdirectories or symbolic links to directories named ‘qf’, ‘df’,and ‘xf’, then these will be used for the different queue file types.That is, the data files arestored in the ‘df’subdirectory,the transcript files are stored in the ‘xf’subdirectory,and all oth-ers are stored in the ‘qf’subdirectory.If shared memory support is compiled in,sendmailstores the available diskspace in ashared memory segment to makethe values readily available to all children without incurringsystem overhead. Inthis case, only the daemon updates the data; i.e., the sendmail daemon cre-ates the shared memory segment and deletes it if it is terminated.To use this,sendmailmusthave been compiled with support for shared memory (-DSM_CONF_SHM) and the optionSharedMemoryKeymust be set.Notice: do not use the same key forsendmailinvocationswith different queue directories or different queue group declarations.Access to shared memoryis not controlled by locks, i.e., there is a race condition when data in the shared memory isupdated. However, since operation ofsendmaildoes not rely on the data in the shared memory,this does not negatively influence the behavior.1.3.8. /var/spool/clientmqueueThe directory/var/spool/clientmqueueshould be created to hold the mail queue.Thisdirectory should be mode 0770 and owned by user smmsp, group smmsp.The actual path of this directory is defined by theQueueDirectoryoption of thesubmit.cffile.1.3.9. /var/spool/mqueue/.hoststatThis is a typical value for theHostStatusDirectoryoption, containing one file per hostthat this sendmail has chatted with recently.Itisnormally a subdirectory ofmqueue.1.3.10. /etc/mail/aliases*The system aliases are held in “/etc/mail/aliases”.Asample is givenin“sendmail/aliases”which includes some aliases whichmustbe defined:cp sendmail/aliases /etc/mail/aliasesedit /etc/mail/aliasesYoushould extend this file with anyaliases that are apropos to your system.Normallysendmaillooks at a database version of the files, stored either in“/etc/mail/aliases.dir” and “/etc/mail/aliases.pag” or “/etc/mail/aliases.db” depending on whichdatabase package you are using.The actual path of this file is defined in theAliasFileoption ofthesendmail.cffile.The permissions of the alias file and the database versions should be 0640 to prevent localdenial of service attacks as explained in the top levelREADMEin the sendmail distribution. Ifthe permissions 0640 are used, be sure that only trusted users belong to the group assigned tothose files.Otherwise, files should not evenbegroup readable.



SMM:08-12 SendmailInstallation and Operation Guide1.3.11. /etc/rcor/etc/init.d/sendmailIt will be necessary to start up thesendmaildaemon when your system reboots.This dae-mon performs twofunctions: it listens on the SMTP socket for connections (to receive mailfrom a remote system) and it processes the queue periodically to insure that mail gets deliveredwhen hosts come up.If necessary,add the following lines to “/etc/rc” (or “/etc/rc.local” as appropriate) in thearea where it is starting up the daemons on a BSD-base system, or on a System-V-based systemin one of the startup files, typically “/etc/init.d/sendmail”:if [ −f /usr/sbin/sendmail −a −f /etc/mail/sendmail.cf ]; then(cd /var/spool/mqueue; rm −f xf*)/usr/sbin/sendmail −bd −q30m &echo −n ’ sendmail’ >/dev/consolefiThe “cd” and “rm” commands insure that all transcript files have been removed; extraneoustranscript files may be left around if the system goes down in the middle of processing a mes-sage. Theline that actually invokessendmailhas twoflags: “−bd” causes it to listen on theSMTP port, and “−q30m” causes it to run the queue every half hour.Some people use a more complexstartup script, removing zero length qf/hf/Qf files and dffiles for which there is no qf/hf/Qf file.Note this is not advisable.Forexample, see Figure 1 foran example of a complexscript which does this clean up.1.3.12. /etc/mail/helpfileThis is the help file used by the SMTPHELPcommand. Itshould be copied from “send-mail/helpfile”:cp sendmail/helpfile /etc/mail/helpfileThe actual path of this file is defined in theHelpFileoption of thesendmail.cffile.1.3.13. /etc/mail/statisticsIf you wish to collect statistics about your mail traffic, you should create the file“/etc/mail/statistics”:cp /dev/null /etc/mail/statisticschmod 0600 /etc/mail/statisticsThis file does not grow. Itisprinted with the program “mailstats/mailstats.c.”The actual pathof this file is defined in theSoption of thesendmail.cffile.1.3.14. /usr/bin/mailqIfsendmailis invokedas“mailq,”itwill simulate the−bpflag (i.e.,sendmailwill printthe contents of the mail queue; see below). Thisshould be a link to /usr/sbin/sendmail.1.3.15. sendmail.pidsendmailstores its current pid in the file specified by thePidFileoption (default is_PATH_SENDMAILPID).sendmailusesTempFileMode(which defaults to 0600) as the per-missions of that file to prevent local denial of service attacks as explained in the top levelREADMEin the sendmail distribution. Ifthe file already exists, then it might be necessary tochange the permissions accordingly,e.g.,chmod 0600 /var/run/sendmail.pidNote that as of version 8.13, this file is unlinked whensendmailexits. Asaresult of thischange, a script such as the following, which may have worked prior to 8.13, will no longer



Sendmail Installation and Operation GuideSMM:08-13#!/bin/sh#remove zero length qf/hf/Qf filesfor qffile in qf* hf* Qf*doif [ −r $qffile ]thenif [ ! −s $qffile ]thenecho −n " <zero: $qffile>" > /dev/consolerm −f $qffilefifidone#rename tf files to be qf if the qf does not existfor tffile in tf*doqffile=‘echo $tffile | sed ’s/t/q/’‘if [ −r $tffile −a ! −f $qffile ]thenecho −n " <recovering: $tffile>" > /dev/consolemv $tffile $qffileelseif [ −f $tffile ]thenecho −n " <extra: $tffile>" > /dev/consolerm −f $tffilefifidone#remove dffiles with no corresponding qf/hf/Qf filesfor dffile in df*doqffile=‘echo $dffile | sed ’s/d/q/’‘hffile=‘echo $dffile | sed ’s/d/h/’‘Qffile=‘echo $dffile | sed ’s/d/Q/’‘if [ −r $dffile −a ! −f $qffile −a ! −f $hffile −a ! −f $Qffile ]thenecho −n " <incomplete: $dffile>" > /dev/consolemv $dffile ‘echo $dffile | sed ’s/d/D/’‘fidone#announce files that have been savedduring disaster recoveryfor xffile in [A-Z]f*doif [ −f $xffile ]thenecho −n " <panic: $xffile>" > /dev/consolefidone



SMM:08-14 SendmailInstallation and Operation GuideFigure 1 — A complexstartup scriptwork:#stop & start sendmailPIDFILE=/var/run/sendmail.pidkill ‘head -1 $PIDFILE‘‘tail -1 $PIDFILE‘because it assumes that the pidfile will still exist evenafter killing the process to which it refers.Belowisascript which will work correctly on both newer and older versions:#stop & start sendmailPIDFILE=/var/run/sendmail.pidpid=‘head -1 $PIDFILE‘cmd=‘tail -1 $PIDFILE‘kill $pid$cmdThis is just an example script, it does not perform anyerror checks, e.g., whether the pidfileexists at all.1.3.16. MapFilesTo prevent local denial of service attacks as explained in the top levelREADMEin thesendmail distribution, the permissions of map files created bymakemapshould be 0640.Theuse of 0640 implies that only trusted users belong to the group assigned to those files.If thosefiles already exist, then it might be necessary to change the permissions accordingly,e.g.,cd /etc/mailchmod 0640 *.db *.pag *.dir2. NORMALOPERATIONS2.1. TheSystem LogThe system log is supported by thesyslogd(8) program.All messages fromsendmailarelogged under theLOG_MAILfacility5.2.1.1. FormatEach line in the system log consists of a timestamp, the name of the machine that gener-ated it (for logging from several machines overthe local area network), the word “sendmail:”,and a message6.Most messages are a sequence ofname=valuepairs.The twomost common lines are logged when a message is processed.The first logs thereceipt of a message; there will be exactly one of these per message.Some fields may be omit-ted if theydonot contain interesting information.Fields are:from Theenvelope sender address.size Thesize of the message in bytes.5Except on Ultrix, which does not support facilities in the syslog.6This format may vary slightly if your vendor has changed the syntax.



Sendmail Installation and Operation GuideSMM:08-15class Theclass (i.e., numeric precedence) of the message.pri Theinitial message priority (used for queue sorting).nrcpts Thenumber of envelope recipients for this message (after aliasing and for-warding).msgid Themessage id of the message (from the header).bodytype Themessage body type (7BIT or 8BITMIME), as determined from theenvelope.proto Theprotocol used to receive this message (e.g., ESMTP or UUCP)daemon Thedaemon name from theDaemonPortOptionssetting.relay Themachine from which it was received.There is also one line logged per delivery attempt (so there can be several per message if deliv-ery is deferred or there are multiple recipients).Fields are:to Acomma-separated list of the recipients to this mailer.ctladdr The‘‘controlling user’’, that is, the name of the user whose credentials we usefor delivery.delay Thetotal delay between the time this message was receivedand the currentdelivery attempt.xdelay Theamount of time needed in this delivery attempt (normally indicative ofthespeed of the connection).mailer Thename of the mailer used to delivertothis recipient.relay Thename of the host that actually accepted (or rejected) this recipient.dsn Theenhanced error code (RFC 2034) if available.stat Thedelivery status.Not all fields are present in all messages; for example, the relay is usually not listed for localdeliveries.2.1.2. LevelsIf you havesyslogd(8) or an equivalent installed, you will be able to do logging.There isalarge amount of information that can be logged.The log is arranged as a succession of levels.At the lowest levelonly extremely strange situations are logged.At the highest level, eventhemost mundane and uninteresting events are recorded for posterity.Asaconvention, log levelsunder ten are considered generally “useful;” log levels above 64are reserved for debugging pur-poses. Levels from 11−64 are reserved for verbose information that some sites might want.Acomplete description of the log levels is giveninsection ‘‘Log Level’’.2.2. DumpingStateYoucan asksendmailto log a dump of the open files and the connection cache by sending it aSIGUSR1signal. Theresults are logged atLOG_DEBUGpriority.2.3. TheMail QueuesMail messages may either be delivered immediately or be held for later delivery.Held mes-sages are placed into a holding directory called a mail queue.Amail message may be queued for these reasons:•Ifamail message is temporarily undeliverable, it is queued and delivery is attempted later.Ifthemessage is addressed to multiple recipients, it is queued only for those recipients to whom



SMM:08-16 SendmailInstallation and Operation Guidedelivery is not immediately possible.•Ifthe SuperSafe option is set to true, all mail messages are queued while delivery is attempted.•Ifthe DeliveryMode option is set to queue-only or defer,all mail is queued, and no immediatedelivery is attempted.•Ifthe load average becomes higher than the value of the QueueLA option and theQueueFactor(q)option divided by the difference in the current load average and theQueueLAoption plusone is less than the priority of the message, messages are queued rather than immediately deliv-ered.•One or more addresses are marked as expensive and delivery is postponed until the next queuerun or one or more address are marked as held via mailer which uses the hold mailer flag.•The mail message has been marked as quarantined via a mail filter or rulesets.•2.3.1. QueueGroups and Queue DirectoriesThere are one or more mail queues.Each mail queue belongs to a queue group.There isalways a default queue group that is called ‘‘mqueue’’(which is where messages go by defaultunless otherwise specified).The directory or directories which comprise the default queuegroup are specified by the QueueDirectory option.There are zero or more additional namedqueue groups declared using theQcommand in the configuration file.By default, a queued message is placed in the queue group associated with the first recipi-ent in the recipient list.Arecipient address is mapped to a queue group as follows. First,ifthere is a ruleset called ‘‘queuegroup’’, and if this ruleset maps the address to a queue groupname, then that queue group is chosen.That is, the argument for the ruleset is the recipientaddress and the result should be$#followed by the name of a queue group.Otherwise, if themailer associated with the address specifies a queue group, then that queue group is chosen.Otherwise, the default queue group is chosen.Amessage with multiple recipients will be split if different queue groups are chosen bythe mapping of recipients to queue groups.When a message is placed in a queue group, and the queue group has more than onequeue, a queue is selected randomly.If a message with multiple recipients is placed into a queue group with the ’r’ option(maximum number of recipients per message) set to a positive valueN,and if there are morethanNrecipients in the message, then the message will be split into multiple messages, each ofwhich have atmostNrecipients.Notice: if multiple queue groups are used, donotmove queue files around, e.g., into a dif-ferent queue directory.This may have weird effects and can cause mail not to be delivered.Queue files and directories should be treated as opaque and should not be manipulated directly.2.3.2. QueueRunssendmailhas twodifferent ways to process the queue(s).The first one is to start queuerunners after certain intervals (‘‘normal’’queue runners), the second one is to keep queue runnerprocesses around (‘‘persistent’’queue runners).Howtoselect either of these types is discussedin the appendix ‘‘COMMAND LINE FLAGS’’. Persistentqueue runners have the advantagethat no newprocesses need to be spawned at certain intervals; theyjust sleep for a specified timeafter theyfinished a queue run.Another advantage of persistent queue runners is that only oneprocess belonging to a workgroup (a workgroup is a set of queue groups) collects the data for aqueue run and then multiple queue runner may go ahead using that data.This can significantlyreduce the disk I/O necessary to read the queue files compared to starting multiple queue run-ners directly.Their disadvantage is that a newqueue run is only started after all queue runnersbelonging to a group finished their tasks.In case one of the queue runners tries delivery to aslowrecipient site at the end of a queue run, the next queue run may be substantially delayed.



Sendmail Installation and Operation GuideSMM:08-17In general this should be smoothed out due to the distribution of those slowjobs, however, forsites with small number of queue entries this might introduce noticable delays.In general, per-sistent queue runners are only useful for sites with big queues.2.3.3. ManualInterventionUnder normal conditions the mail queue will be processed transparently.Howev er, youmay find that manual intervention is sometimes necessary.For example, if a major host is downfor a period of time the queue may become clogged.Althoughsendmailought to recovergrace-fully when the host comes up, you may find performance unacceptably bad in the meantime.Inthat case you want to check the content of the queue and manipulate it as explained in the nexttwosections.2.3.4. Printingthe queueThe contents of the queue(s) can be printed using themailqcommand (or by specifyingthe−bpflag tosendmail):mailqThis will produce a listing of the queue id’s, the size of the message, the date the messageentered the queue, and the sender and recipients.If shared memory support is compiled in, theflag−bPcan be used to print the number of entries in the queue(s), provided a process updatesthe data.However, asexplained earlier,the output might be slightly wrong, since access to theshared memory is not locked. For example, ‘‘unknown number of entries’’might be shown.The internal counters are updated after each queue run to the correct value again.2.3.5. Forcing the queueSendmailshould run the queue automatically at intervals. Whenusing multiple queues, aseparate process will by default be created to run each of the queues unless the queue run is ini-tiated by a user with the verbose flag.The algorithm is to read and sort the queue, and then toattempt to process all jobs in order.When it attempts to run the job,sendmailfirst checks to seeif the job is locked. Ifso, it ignores the job.There is no attempt to insure that only one queue processor exists at anytime, since thereis no guarantee that a job cannot takeforevertoprocess (however,sendmaildoes include heuris-tics to try to abort jobs that are taking absurd amounts of time; technically,this violates RFC821, but is blessed by RFC 1123).Due to the locking algorithm, it is impossible for one job tofreeze the entire queue.However, anuncooperative recipient host or a program recipient thatneverreturns can accumulate manyprocesses in your system.Unfortunately,there is no com-pletely general way to solvethis.In some cases, you may find that a major host going down for a couple of days may createaprohibitively large queue.This will result insendmailspending an inordinate amount of timesorting the queue.This situation can be fixed by moving the queue to a temporary place andcreating a newqueue. Theold queue can be run later when the offending host returns to service.To dothis, it is acceptable to move the entire queue directory:cd /var/spoolmv mqueue omqueue; mkdir mqueue; chmod 0700 mqueueYoushould then kill the existing daemon (since it will still be processing in the old queue direc-tory) and create a newdaemon.To run the old mail queue, issue the following command:/usr/sbin/sendmail −C /etc/mail/queue.cf −qThe−Cflag specifies an alternate configuration filequeue.cfwhich should refer to the moved



SMM:08-18 SendmailInstallation and Operation Guidequeue directoryOQueueDirectory=/var/spool/omqueueand the−qflag says to just run every job in the queue.Youcan also specify the movedqueuedirectory on the command line/usr/sbin/sendmail −oQ/var/spool/omqueue −qbutthis requires that you do not have queue groups in the configuration file, because those arenot subdirectories of the moveddirectory.See the section about ‘‘Queue Group Declaration’’for details; you most likely need a different configuration file to correctly deal with this problem.However, a proper configuration of queue groups should avoid filling up queue directories, soyou shouldn’trun into this problem.If you have a tendencytow ard voyeurism, you can use the−vflag to watch what is going on.When the queue is finally emptied, you can remove the directory:rmdir /var/spool/omqueue2.3.6. QuarantinedQueue ItemsIt is possible to "quarantine" mail messages, otherwise known as envelopes. Envelopes(queue files) are stored but not considered for delivery or display unless the "quarantine" state ofthe envelope is undone or delivery or display of quarantined items is requested.Quarantinedmessages are tagged by using a different name for the queue file, ’hf’instead of ’qf’, and byadding the quarantine reason to the queue file.Delivery or display of quarantined items can be requested using the−qQflag tosendmailormailq.Additionally,messages already in the queue can be quarantined or unquarantinedusing the new−Qflag to sendmail.Forexample,sendmail -Qreason -q[!][I|R|S][matchstring]Quarantines the normal queue items matching the criteria specified by the-q[!][I|R|S][match-string]using the reason givenonthe−Qflag. Likewise,sendmail -qQ -Q[reason] -q[!][I|R|S|Q][matchstring]Change the quarantine reason for the quarantined items matching the criteria specified by the-q[!][I|R|S|Q][matchstring]using the reason givenonthe−Qflag. Ifthere is no reason,unquarantine the matching items and makethem normal queue items.Note that the−qQflagtells sendmail to operate on quarantined items instead of normal items.2.4. DiskBased Connection InformationSendmailstores a large amount of information about each remote system it has connected toin memory.Itispossible to preservesome of this information on disk as well, by using theHostSta-tusDirectoryoption, so that it may be shared between several invocations ofsendmail.This allowsmail to be queued immediately or skipped during a queue run if there has been a recent failure inconnecting to a remote machine.Note: information about a remote system is stored in a file whosepathname consists of the components of the hostname in reverse order.For example, the informa-tion forhost.example.comis stored incom./example./host.For top-leveldomains likecomthiscan create a large number of subdirectories which on some filesystems can exhaust some limits.Moreover, the performance of lookups in directory with thousands of entries can be fairly slowdepending on the filesystem implementation.Additionally enablingSingleThreadDeliveryhas the added effect of single-threading maildelivery to a destination.This can be quite helpful if the remote machine is running an SMTPserver that is easily overloaded or cannot accept more than a single connection at a time, but cancause some messages to be punted to a future queue run.It also applies toallhosts, so setting thisbecause you have one machine on site that runs some software that is easily overrun can cause mail



Sendmail Installation and Operation GuideSMM:08-19to other hosts to be slowed down. Ifthis option is set, you probably want to set theMinQueueAgeoption as well and run the queue fairly frequently; this way jobs that are skipped because anothersendmailis talking to the same host will be tried again quickly rather than being delayed for a longtime.The disk based host information is stored in a subdirectory of themqueuedirectory called.hoststat7.Removing this directory and its subdirectories has an effect similar to thepurgestatcommand and is completely safe.However,purgestatonly removesexpired (Timeout.hoststatus)data. Theinformation in these directories can be perused with thehoststatcommand, which willindicate the host name, the last access, and the status of that access.An asterisk in the left most col-umn indicates that asendmailprocess currently has the host locked for mail delivery.The disk based connection information is treated the same way as memory based connectioninformation for the purpose of timeouts.By default, information about host failures is valid for 30minutes. Thiscan be adjusted with theTimeout.hoststatusoption.The connection information stored on disk may be expired at anytime with thepurgestatcommand or by invoking sendmail with the−bHswitch. Theconnection information may beviewed with thehoststatcommand or by invoking sendmail with the−bhswitch.2.5. TheService SwitchThe implementation of certain system services such as host and user name lookup is con-trolled by the service switch.If the host operating system supports such a switch, and sendmailknows about it,sendmailwill use the native version. Ultrix,Solaris, and DEC OSF/1 are examplesof such systems8.If the underlying operating system does not support a service switch (e.g., SunOS 4.X, HP-UX, BSD) thensendmailwill provide a stub implementation.TheServiceSwitchFileoption pointsto the name of a file that has the service definitions.Each line has the name of a service and thepossible implementations of that service.Forexample, the file:hosts dnsfiles nisaliases filesniswill asksendmailto look for hosts in the Domain Name System first.If the requested host name isnot found, it tries local files, and if that fails it tries NIS.Similarly,when looking for aliases it willtry the local files first followed by NIS.Notice: sincesendmailmust access MX records for correct operation, it will use DNS if it isconfigured in theServiceSwitchFilefile. Hencean entry likehosts filesdnswill not avoid DNS lookups evenifahost can be found in /etc/hosts.Service switches are not completely integrated. For example, despite the fact that the hostentry listed in the above example specifies to look in NIS, on SunOS this won’thappen because thesystem implementation ofgethostbyname(3) doesn’tunderstand this.2.6. TheAlias DatabaseAfter recipient addresses are read from the SMTP connection or command line theyareparsed by ruleset 0, which must resolvetoa{mailer,host,address}triple. Ifthe flags selected bythemailerinclude theA(aliasable) flag, theaddresspart of the triple is looked up as the key (i.e.,7This is the usual value of theHostStatusDirectoryoption; it can, of course, go anywhere you likeinyour filesystem.8HP-UX 10 has service switch support, but since the APIs are apparently not available in the librariessendmaildoes not use thenative service switch in this release.



SMM:08-20 SendmailInstallation and Operation Guidethe left hand side) in the alias database.If there is a match, the address is deleted from the sendqueue and all addresses on the right hand side of the alias are added in place of the alias that wasfound. Thisis a recursive operation, so aliases found in the right hand side of the alias are similarlyexpanded.The alias database exists in twoforms. Oneis a text form, maintained in the file/etc/mail/aliases.The aliases are of the formname: name1, name2, ...Only local names may be aliased; e.g.,eric@prep.ai.MIT.EDU: eric@CS.Berkeley.EDUwill not have the desired effect (except on prep.ai.MIT.EDU, and theyprobably don’twant me)9.Aliases may be continued by starting anycontinuation lines with a space or a tab or by putting abackslash directly before the newline. Blanklines and lines beginning with a sharp sign (“#”) arecomments.The second form is processed by thendbm(3)10or the BerkeleyDBlibrary.This form is inthe file/etc/mail/aliases.db(if using NEWDB) or/etc/mail/aliases.dirand/etc/mail/aliases.pag(ifusing NDBM).This is the form thatsendmailactually uses to resolvealiases. Thistechnique isused to improve performance.The control of search order is actually set by the service switch.Essentially,the entryOAliasFile=switch:aliasesis always added as the first alias entry; also, the first alias file name without a class (e.g., without“nis:” on the front) will be used as the name of the file for a ‘‘files’’entry in the aliases switch.Forexample, if the configuration file containsOAliasFile=/etc/mail/aliasesand the service switch containsaliases nisfiles nisplusthen aliases will first be searched in the NIS database, then in /etc/mail/aliases, then in the NIS+database.Youcan also useNIS-based alias files.Forexample, the specification:OAliasFile=/etc/mail/aliasesOAliasFile=nis:mail.aliases@my.nis.domainwill first search the /etc/mail/aliases file and then the map named “mail.aliases” in “my.nis.domain”.Warning: if you build your ownNIS-based alias files, be sure to provide the−lflag tomakedbm(8)to map upper case letters in the keystolower case; otherwise, aliases with upper case letters in theirnames won’tmatch incoming addresses.Additional flags can be added after the colon exactly likeaKline — for example:OAliasFile=nis:−N mail.aliases@my.nis.domainwill search the appropriate NIS map and always include null bytes in the key.Also:OAliasFile=nis:−f mail.aliases@my.nis.domainwill prevent sendmail from downcasing the key before the alias lookup.9Actually,any mailer that has the ‘A’ mailer flag set will permit aliasing; this is normally limited to the local mailer.10Thegdbmpackage does not work.



Sendmail Installation and Operation GuideSMM:08-212.6.1. Rebuilding the alias databaseThehashordbmversion of the database may be rebuilt explicitly by executing the com-mandnewaliasesThis is equivalent to givingsendmailthe−biflag:/usr/sbin/sendmail −biIf you have multiple aliases databases specified, the−biflag rebuilds all the databasetypes it understands (for example, it can rebuild NDBM databases but not NIS databases).2.6.2. Potential problemsThere are a number of problems that can occur with the alias database.Theyall resultfrom asendmailprocess accessing the DBM version while it is only partially built. Thiscanhappen under twocircumstances: One process accesses the database while another process isrebuilding it, or the process rebuilding the database dies (due to being killed or a system crash)before completing the rebuild.Sendmail has three techniques to try to relieve these problems.First, it ignores interruptswhile rebuilding the database; this avoids the problem of someone aborting the process leaving apartially rebuilt database.Second, it locks the database source file during the rebuild — but thatmay not work overNFS or if the file is unwritable.Third, at the end of the rebuild it adds analias of the form@: @(which is not normally legal). Beforesendmailwill access the database, it checks to insure thatthis entry exists11.2.6.3. ListownersIf an error occurs on sending to a certain address, say “x”,sendmailwill look for an aliasof the form “owner-x”toreceive the errors.This is typically useful for a mailing list where thesubmitter of the list has no control overthe maintenance of the list itself; in this case the listmaintainer would be the owner of the list.Forexample:unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser,sam@matisseowner-unix-wizards: unix-wizards-requestunix-wizards-request: eric@ucbarpawould cause “eric@ucbarpa” to get the error that will occur when someone sends to unix-wiz-ards due to the inclusion of “nosuchuser” on the list.List owners also cause the envelope sender address to be modified.The contents of theowner alias are used if theypoint to a single user,otherwise the name of the alias itself is used.Forthis reason, and to obeyInternet conventions, the “owner-” address normally points at the“-request” address; this causes messages to go out with the typical Internet convention of using‘‘list-request’’asthe return address.2.7. UserInformation DatabaseThis option is deprecated, use virtusertable and genericstable instead as explained incf/README.Ifyou have a version ofsendmailwith the user information database compiled in, and11TheAliasWaitoption is required in the configuration for this action to occur.This should normally be specified.



SMM:08-22 SendmailInstallation and Operation Guideyou have specified one or more databases using theUoption, the databases will be searched for auser:maildrop entry.Iffound, the mail will be sent to the specified address.2.8. Per-User Forwarding (.forward Files)As an alternative tothe alias database, anyuser may put a file with the name “.forward” in hisor her home directory.Ifthis file exists,sendmailredirects mail for that user to the list of addresseslisted in the .forward file.Note that aliases are fully expanded before forward files are referenced.Forexample, if the home directory for user “mckusick” has a .forward file with contents:mckusick@erniekirk@calderthen anymail arriving for “mckusick” will be redirected to the specified accounts.Actually,the configuration file defines a sequence of filenames to check.By default, this isthe user’s.forward file, but can be defined to be more generally using theForwardPathoption. Ifyou change this, you will have toinform your user base of the change; .forward is pretty well incor-porated into the collective subconscious.2.9. SpecialHeader LinesSeveral header lines have special interpretations defined by the configuration file.Othershave interpretations built intosendmailthat cannot be changed without changing the code.Thesebuilt-ins are described here.2.9.1. Errors-To:If errors occur anywhere during processing, this header will cause error messages to go tothe listed addresses.This is intended for mailing lists.The Errors-To: header was created in the bad old days when UUCP didn’tunderstand thedistinction between an envelope and a header; this was a hack to provide what should nowbepassed as the envelope sender address.It should go away. Itisonly used if theUseErrorsTooption is set.The Errors-To: header is officially deprecated and will go awayinafuture release.2.9.2. Apparently-To:RFC 822 requires at least one recipient field (To:, Cc:, or Bcc: line) in every message.If amessage comes in with no recipients listed in the message thensendmailwill adjust the headerbased on the “NoRecipientAction” option.One of the possible actions is to add an “Apparently-To:” header line for anyrecipients it is aware of.The Apparently-To: header is non-standard and is both deprecated and strongly discour-aged.2.9.3. PrecedenceThe Precedence: header can be used as a crude control of message priority.Ittweaks thesort order in the queue and can be configured to change the message timeout values. Theprece-dence of a message also controls howdelivery status notifications (DSNs) are processed for thatmessage.2.10. IDENTProtocol SupportSendmailsupports the IDENT protocol as defined in RFC 1413.Note that the RFC states aclient should wait at least 30 seconds for a response.The default Timeout.ident is 5 seconds asmanysites have adopted the practice of dropping IDENT queries.This has lead to delays process-ing mail.Although this enhances identification of the author of an email message by doing a ‘‘call



Sendmail Installation and Operation GuideSMM:08-23back’’tothe originating system to include the owner of a particular TCP connection in the audittrail it is in no sense perfect; a determined forger can easily spoof the IDENT protocol.The follow-ing description is excerpted from RFC 1413:6. SecurityConsiderationsThe information returned by this protocol is at most as trustworthyasthe host providing it ORthe organization operating the host.Forexample, a PC in an open lab has fewifany controlson it to prevent a user from having this protocol return anyidentifier the user wants. Like-wise, if the host has been compromised the information returned may be completely erro-neous and misleading.The Identification Protocol is not intended as an authorization or access control protocol.Atbest, it provides some additional auditing information with respect to TCP connections.Atworst, it can provide misleading, incorrect, or maliciously incorrect information.The use of the information returned by this protocol for other than auditing is strongly dis-couraged. Specifically,using Identification Protocol information to makeaccess control deci-sions - either as the primary method (i.e., no other checks) or as an adjunct to other methodsmay result in a weakening of normal host security.An Identification server may reveal information about users, entities, objects or processeswhich might normally be considered private. AnIdentification server provides service whichis a rough analog of the CallerID services provided by some phone companies and manyofthe same privacy considerations and arguments that apply to the CallerID service apply toIdentification. Ifyou wouldn’trun a "finger" server due to privacy considerations you maynot want to run this protocol.In some cases your system may not work properly with IDENT support due to a bug in the TCP/IPimplementation. Thesymptoms will be that for some hosts the SMTP connection will be closedalmost immediately.Ifthis is true or if you do not want to use IDENT,you should set the IDENTtimeout to zero; this will disable the IDENT protocol.3. ARGUMENTSThe complete list of arguments tosendmailis described in detail in Appendix A.Some importantarguments are described here.3.1. QueueIntervalThe amount of time between forking a process to run through the queue is defined by the−qflag. Ifyou run with delivery mode set toiorbthis can be relatively large, since it will only be rel-evant when a host that was down comes back up.If you run inqmode it should be relatively short,since it defines the maximum amount of time that a message may sit in the queue.(See also theMinQueueAge option.)RFC 1123 section 5.3.1.1 says that this value should be at least 30 minutes (although thatprobably doesn’tmakesense if you use ‘‘queue-only’’mode).Notice: the meaning of the interval time depends on whether normal queue runners or persis-tent queue runners are used.Forthe former,itisthe time between subsequent starts of a queue run.Forthe latter,itisthe time sendmail waits after a persistent queue runner has finished its work tostart the next one.Hence for persistent queue runners this interval should be very low, typically nomore than twominutes.3.2. DaemonModeIf you allowincoming mail overanIPC connection, you should have a daemon running.Thisshould be set by your/etc/rcfile using the−bdflag. The−bdflag and the−qflag may be combinedin one call:



SMM:08-24 SendmailInstallation and Operation Guide/usr/sbin/sendmail −bd −q30mAn alternative approach is to invoke sendmail frominetd(8) (use the−bs−Am flags to asksendmail to speak SMTP on its standard input and output and to run as MTA). Thisworks andallows you to wrapsendmailin a TCP wrapper program, but may be a bit slower since the configu-ration file has to be re-read on every message that comes in.If you do this, you still need to have asendmailrunning to flush the queue:/usr/sbin/sendmail −q30m3.3. Forcing the QueueIn some cases you may find that the queue has gotten clogged for some reason.Youcan forceaqueue run using the−qflag (with no value). Itis entertaining to use the−vflag (verbose) whenthis is done to watch what happens:/usr/sbin/sendmail −q −vYoucan also limit the jobs to those with a particular queue identifier,recipient, sender,quar-antine reason, or queue group using one of the queue modifiers.Forexample, “−qRberkeley”restricts the queue run to jobs that have the string “berkeley” somewhere in one of the recipientaddresses. Similarly,“−qSstring” limits the run to particular senders, “−qIstring” limits it to partic-ular queue identifiers, and “−qQstring” limits it to particular quarantined reasons and only operatedon quarantined queue items, and “−qGstring” limits it to a particular queue group.The namedqueue group will be run evenifitisset to have 0 runners. You may also place an!before theIorRorSorQto indicate that jobs are limited to not including a particular queue identifier,recipientor sender.For example, “−q!Rseattle” limits the queue run to jobs that do not have the string “seat-tle” somewhere in one of the recipient addresses.Should you need to terminate the queue jobs cur-rently active then a SIGTERM to the parent of the process (or processes) will cleanly stop the jobs.3.4. DebuggingThere are a fairly large number of debug flags built intosendmail.Each debug flag has a cat-egory and a level. Higherlevels increase the levelofdebugging activity; in most cases, this meansto print out more information.The convention is that levels greater than nine are “absurd,”i.e., theyprint out so much information that you wouldn’tnormally want to see them except for debuggingthat particular piece of code.Youshouldneverrun a production sendmail server in debug mode.Manyofthe debug flagswill result in debug output being sent overthe SMTP channel unless the option−Dis used.Thiswill confuse manymail programs.However, for testing purposes, it can be useful when sendingmail manually via telnet to the port you are using while debugging.Adebug category is either an integer,like42, or a name, likeANSI. You can specify a rangeof numeric debug categories using the syntax 17-42.Youcan specify a set of named debug cate-gories using a glob pattern like“sm_trace_*”. Atpresent, only “*” and “?”are supported in theseglob patterns.Debug flags are set using the−doption; the syntax is:debug-flag:−ddebug-listdebug-list: debug-option [ , debug-option ]*debug-option: debug-categories [ . debug-level]debug-categories: integer | integer − integer | category-patterncategory-pattern: [a-zA-Z_*?][a-zA-Z0-9_*?]*debug-level: integerwhere spaces are for reading ease only.For example,



Sendmail Installation and Operation GuideSMM:08-25−d12 Setcategory 12 to level1−d12.3 Setcategory 12 to level3−d3−17 Setcategories 3 through 17 to level1−d3−17.4 Setcategories 3 through 17 to level4−dANSI Setcategory ANSI to level1−dsm_trace_*.3 Setall named categories matching sm_trace_* to level3Foracomplete list of the available debug flags you will have tolook at the code and theTRACE-FLAGSfile in the sendmail distribution (theyare too dynamic to keep this document up to date).Foralist of named debug categories in the sendmail binary,useident /usr/sbin/sendmail | grep Debug3.5. Changingthe Values of OptionsOptions can be overridden using the−oor−Ocommand line flags.Forexample,/usr/sbin/sendmail −oT2msets theT(timeout) option to twominutes for this run only; the equivalent line using the long optionname is/usr/sbin/sendmail -OTimeout.queuereturn=2mSome options have security implications.Sendmail allows you to set these, but relinquishesits set-user-ID or set-group-ID permissions thereafter12.3.6. Trying a Different Configuration FileAn alternative configuration file can be specified using the−Cflag; for example,/usr/sbin/sendmail −Ctest.cf −oQ/tmp/mqueueuses the configuration filetest.cfinstead of the default/etc/mail/sendmail.cf.If the−Cflag has novalue it defaults tosendmail.cfin the current directory.Sendmailgivesupset-user-ID root permissions (if it has been installed set-user-ID root) whenyou use this flag, so it is common to use a publicly writable directory (such as /tmp) as the queuedirectory (QueueDirectory or Q option) while testing.3.7. LoggingTrafficManySMTP implementations do not fully implement the protocol.Forexample, some per-sonal computer based SMTPs do not understand continuation lines in reply codes.These can bevery hard to trace.If you suspect such a problem, you can set traffic logging using the−Xflag. Forexample,/usr/sbin/sendmail −X /tmp/traffic −bdwill log all traffic in the file/tmp/traffic.This logs a lot of data very quickly and shouldNEVERbe used during normal operations.After starting up such a daemon, force the errant implementation to send a message to your host.All message traffic in and out ofsendmail,including the incoming SMTP traffic, will be logged inthis file.12That is, it sets its effective uid to the real uid; thus, if you are executing as root, as from root’scrontab file or during systemstartup the root permissions will still be honored.



SMM:08-26 SendmailInstallation and Operation Guide3.8. Testing Configuration FilesWhen you build a configuration table, you can do a certain amount of testing using the “testmode” ofsendmail.For example, you could invokesendmailas:sendmail −bt −Ctest.cfwhich would read the configuration file “test.cf” and enter test mode.In this mode, you enter linesof the form:rwset addresswhererwsetis the rewriting set you want to use andaddressis an address to apply the set to.Testmode shows you the steps it takes as it proceeds, finally showing you the address it ends up with.Youmay use a comma separated list of rwsets for sequential application of rules to an input.Forexample:3,1,21,4 monet:bollardfirst applies ruleset three to the input “monet:bollard.”Ruleset one is then applied to the output ofruleset three, followed similarly by rulesets twenty-one and four.If you need more detail, you can also use the “−d21” flag to turn on more debugging. Forexample,sendmail −bt −d21.99turns on an incredible amount of information; a single word address is probably going to print outseveral pages worth of information.Youshould be warned that internally,sendmailapplies ruleset 3 to all addresses.In test modeyou will have todothat manually.For example, older versions allowed you to use0bruce@broadcast.sony.comThis version requires that you use:3,0 bruce@broadcast.sony.comAs of version 8.7, some other syntaxes are available in test mode:.D x value definesmacroxto have the indicatedvalue.This is useful when debugging rulesthat use the$&xsyntax..C c value addsthe indicatedvalueto classc.=S rulesetdumps the contents of the indicated ruleset.−d debug-spec isequivalent to the command-line flag.Version 8.9 introduced more features:?shows a help message.=M displaythe known mailers.$m printthe value of macro m.$=c printthe contents of class c./mx hostreturns the MX records for ‘host’./parse addressparse address, returning the value ofcrackaddr,and the parsed address./try mailer addrrewrite address into the form it will have when presented to the indicated mailer./tryflags flagsset flags used by parsing.The flags can be ‘H’ for Header or ‘E’ for Envelope,and ‘S’ for Sender or ‘R’ for Recipient.These can be combined, ‘HR’ sets flagsfor header recipients.



Sendmail Installation and Operation GuideSMM:08-27/canon hostnametry to canonify hostname./map mapname keylook up ‘key’inthe indicated ‘mapname’./quit quitaddress test mode.3.9. Persistent Host Status InformationWhenHostStatusDirectoryis enabled, information about the status of hosts is maintained ondisk and can thus be shared between different instantiations ofsendmail.The status of the last con-nection with each remote host may be viewed with the command:sendmail −bhThis information may be flushed with the command:sendmail −bHFlushing the information prevents newsendmailprocesses from loading it, but does not preventexisting processes from using the status information that theyalready have.4. TUNINGThere are a number of configuration parameters you may want to change, depending on therequirements of your site.Most of these are set using an option in the configuration file.Forexample,the line “O Timeout.queuereturn=5d” sets option “Timeout.queuereturn” to the value “5d” (fivedays).Most of these options have appropriate defaults for most sites.However, sites having very highmail loads may find theyneed to tune them as appropriate for their mail load.In particular,sites experi-encing a large number of small messages, manyofwhich are delivered to manyrecipients, may findthat theyneed to adjust the parameters dealing with queue priorities.All versions ofsendmailprior to 8.7 had single character option names.As of 8.7, options havelong (multi-character names).Although old short names are still accepted, most newoptions do nothave short equivalents.This section only describes the options you are most likely to want to tweak; read section 5 formore details.4.1. TimeoutsAll time intervals are set using a scaled syntax.Forexample, “10m” represents ten minutes,whereas “2h30m” represents twoand a half hours.The full set of scales is:ssecondsmminuteshhoursddayswweeks4.1.1. QueueintervalThe argument to the−qflag specifies howoften a sub-daemon will run the queue.This istypically set to between fifteen minutes and one hour.Ifnot set, or set to zero, the queue willnot be run automatically.RFC 1123 section 5.3.1.1 recommends that this be at least 30 minutes.Should you need to terminate the queue jobs currently active then a SIGTERM to the parent ofthe process (or processes) will cleanly stop the jobs.4.1.2. ReadtimeoutsTimeouts all have option names “Timeout.suboption”. Mostof these control SMTP oper-ations. Therecognizedsuboptions, their default values, and the minimum values allowed by



SMM:08-28 SendmailInstallation and Operation GuideRFC 2821 section 4.5.3.2 (or RFC 1123 section 5.3.2) are:connect Thetime to wait for an SMTP connection to open (theconnect(2) system call)[0, unspecified].If zero, uses the kernel default. Inno case can this optionextend the timeout longer than the kernel provides, but it can shorten it.Thisis to get around kernels that provide an absurdly long connection timeout (90minutes in one case).iconnect Thesame asconnect,except it applies only to the initial attempt to connect toahost for a givenmessage [0, unspecified].The concept is that this should bevery short (a fewseconds); hosts that are well connected and responsive willthus be serviced immediately.Hosts that are slowwill not hold up other deliv-eries in the initial delivery attempt.aconnect [0,unspecified] The overall timeout waiting for all connection for a singledelivery attempt to succeed.If 0, no overall limit is applied.This can be usedto restrict the total amount of time trying to connect to a long list of host thatcould accept an e-mail for the recipient.This timeout does not apply toFall-backMXhost,i.e., if the time is exhausted, theFallbackMXhostis tried next.initial Thewait for the initial 220 greeting message [5m, 5m].helo Thewait for a reply from a HELO or EHLO command [5m, unspecified].This may require a host name lookup, so fiveminutes is probably a reasonableminimum.mail† Thewait for a reply from a MAIL command [10m, 5m].rcpt† Thewait for a reply from a RCPT command [1h, 5m].This should be longbecause it could be pointing at a list that takes a long time to expand (seebelow).datainit† Thewait for a reply from a DAT Acommand [5m, 2m].datablock†‡ Thewait for reading a data block (that is, the body of the message).[1h, 3m].This should be long because it also applies to programs piping input tosend-mailwhich have noguarantee of promptness.datafinal† Thewait for a reply from the dot terminating a message.[1h, 10m].If this isshorter than the time actually needed for the receivertodeliverthe message,duplicates will be generated.This is discussed in RFC 1047.rset Thewait for a reply from a RSET command [5m, unspecified].quit Thewait for a reply from a QUIT command [2m, unspecified].misc Thewait for a reply from miscellaneous (but short) commands such as NOOP(no-operation) and VERB (go into verbose mode).[2m, unspecified].command†‡ Inserver SMTP,the time to wait for another command.[1h, 5m].ident‡ Thetimeout waiting for a reply to an IDENT query [5s13,unspecified].lhlo Thewait for a reply to an LMTP LHLO command [2m, unspecified].auth Thetimeout for a reply in an SMTP AUTH dialogue [10m, unspecified].starttls Thetimeout for a reply to an SMTP STARTTLS command and the TLS hand-shake[1h, unspecified].13On some systems the default is zero to turn the protocol offentirely.



Sendmail Installation and Operation GuideSMM:08-29fileopen‡ Thetimeout for opening .forward and :include: files [60s, none].control‡ Thetimeout for a complete control socket transaction to complete [2m, none].hoststatus‡ Howlong status information about a host (e.g., host down) will be cachedbefore it is considered stale [30m, unspecified].resolver.retrans‡ Theresolver’sretransmission time interval (in seconds) [varies]. SetsbothTimeout.resolver.retrans.firstandTimeout.resolver.retrans.normal.resolver.retrans.first‡The resolver’sretransmission time interval (in seconds) for the first attempt todeliveramessage [varies].resolver.retrans.normal‡The resolver’sretransmission time interval (in seconds) for all resolverlookups except the first delivery attempt [varies].resolver.retry‡ Thenumber of times to retransmit a resolver query.Sets bothTime-out.resolver.retry.firstandTimeout.resolver.retry.normal[varies].resolver.retry.first‡The number of times to retransmit a resolver query for the first attempt todeliveramessage [varies].resolver.retry.normal‡The number of times to retransmit a resolver query for all resolver lookupsexcept the first delivery attempt [varies].Forcompatibility with old configuration files, if nosuboptionis specified, all the timeoutsmarked with a dagger (†) are set to the indicated value. Allbutthose marked with a double dag-ger (‡) apply to client SMTP.Forexample, the lines:OTimeout.command=25mOTimeout.datablock=3hsets the server SMTP command timeout to 25 minutes and the input data block timeout to threehours.4.1.3. MessagetimeoutsAfter sitting in the queue for a fewdays, an undeliverable message will time out.This isto insure that at least the sender is aware of the inability to send a message.The timeout is typi-cally set to fivedays. Itis sometimes considered convenient to also send a warning message ifthe message is in the queue longer than a fewhours (assuming you normally have good connec-tivity; if your messages normally took several hours to send you wouldn’twant to do thisbecause it wouldn’tbeanunusual event). Thesetimeouts are set using theTimeout.queuere-turnandTimeout.queuewarnoptions in the configuration file (previously both were set usingtheToption).If the message is submitted using theNOTIFY SMTPextension, warning messages willonly be sent ifNOTIFY=DELAYis specified.The queuereturn and queuewarn timeouts can befurther qualified with a tag based on the Precedence: field in the message; theymust be one of“urgent” (indicating a positive non-zero precedence), “normal” (indicating a zero precedence),or “non-urgent” (indicating negative precedences). For example, setting “Timeout.queue-warn.urgent=1h” sets the warning timeout for urgent messages only to one hour.The default ifno precedence is indicated is to set the timeout for all precedences.If the message has a normal(default) precedence and it is a delivery status notification (DSN),Timeout.queuereturn.dsnandTimeout.queuewarn.dsncan be used to give analternative warn and return time for DSNs.The value "now" can be used for -O Timeout.queuereturn to return entries immediately during a



SMM:08-30 SendmailInstallation and Operation Guidequeue run, e.g., to bounce messages independent of their time in the queue.Since these options are global, and since you cannot knowapriorihowlong another hostoutside your domain will be down, a fiveday timeout is recommended.This allows a recipientto fix the problem evenifitoccurs at the beginning of a long weekend. RFC1123 section5.3.1.1 says that this parameter should be ‘‘at least 4−5 days’’.TheTimeout.queuewarnvalue can be piggybacked on theToption by indicating a timeafter which a warning message should be sent; the twotimeouts are separated by a slash.Forexample, the lineOT5d/4hcauses email to fail after fivedays, but a warning message will be sent after four hours.Thisshould be large enough that the message will have been tried several times.4.2. Forking During Queue RunsBy setting theForkEachJob(Y)option,sendmailwill fork before each individual messagewhile running the queue.This option was used with earlier releases to preventsendmailfrom con-suming large amounts of memory.Itshould no longer be necessary withsendmail8.12. IftheForkEachJoboption is not set,sendmailwill keep track of hosts that are down during a queue run,which can improve performance dramatically.If theForkEachJoboption is set,sendmailcannot use connection caching.4.3. QueuePrioritiesEvery message is assigned a priority when it is first instantiated, consisting of the messagesize (in bytes) offset by the message class (which is determined from the Precedence: header) timesthe “work class factor” and the number of recipients times the “work recipient factor.” The priorityis used to order the queue.Higher numbers for the priority mean that the message will be processedlater when running the queue.The message size is included so that large messages are penalized relative tosmall messages.The message class allows users to send “high priority” messages by including a “Precedence:” fieldin their message; the value of this field is looked up in thePlines of the configuration file.Since thenumber of recipients affects the amount of load a message presents to the system, this is alsoincluded into the priority.The recipient and class factors can be set in the configuration file using theRecipientFactor(y)andClassFactor(z)options respectively.Theydefault to 30000 (for the recipient factor) and1800 (for the class factor). Theinitial priority is:pri=msgsize−(class×ClassFactor)+(nrcpt×RecipientFactor)(Remember,higher values for this parameter actually mean that the job will be treated with lowerpriority.)The priority of a job can also be adjusted each time it is processed (that is, each time anattempt is made to deliverit) using the “work time factor,” set by theRetryFactor(Z)option. Thisis added to the priority,soitnormally decreases the precedence of the job, on the grounds that jobsthat have failed manytimes will tend to fail again in the future.TheRetryFactoroption defaults to90000.4.4. LoadLimitingSendmailcan be asked to queue (but not deliver) mail if the system load average gets too highusing theQueueLA(x)option. Whenthe load average exceeds the value of theQueueLAoption,the delivery mode is set toq(queue only) if theQueueFactor(q)option divided by the differencein the current load average and theQueueLAoption plus one is less than the priority of the message



Sendmail Installation and Operation GuideSMM:08-31—that is, the message is queued iff:pri>QueueFactorLA−QueueLA+1TheQueueFactoroption defaults to 600000, so each point of load average is worth 600000 prioritypoints (as described above).Fordrastic cases, theRefuseLA(X)option defines a load average at whichsendmailwillrefuse to accept network connections.Locally generated mail, i.e., mail which is not submitted viaSMTP (including incoming UUCP mail), is still accepted.Notice that the MSP submits mail to theMTAvia SMTP,and hence mail will be queued in the client queue in such a case.Therefore it isnecessary to run the client mail queue periodically.4.5. Resource LimitsSendmailhas several parameters to control resource usage.Besides those mentionted in theprevious section, there are at leastMaxDaemonChildren,ConnectionRateThrottle,MaxQueueChildren,andMaxRunnersPerQueue.The latter twolimit the number ofsendmailprocesses that operate on the queue.These are discussed in the section ‘‘Queue Group Declara-tion’’. Theformer twocan be used to limit the number of incoming connections.Their appropriatevalues depend on the host operating system and the hardware, e.g., amount of memory.Inmanysit-uations it might be useful to set limits to prevent to have too manysendmailprocesses, however,these limits can be abused to mount a denial of service attack.Forexample, ifMaxDaemonChil-dren=10then an attacker needs to open only 10 SMTP sessions to the server,leave them idle formost of the time, and no more connections will be accepted.If this option is set then the timeoutsused in a SMTP session should be lowered from their default values to their minimum values asspecified in RFC 2821 and listed in section 4.1.2.4.6. Measures against Denial of Service AttacksSendmailhas some built-in measures against simple denial of service (DoS) attacks.TheSMTP server by default slows down if too manybad commands are issued or if some commandsare repeated too often within a session.Details can be found in the source filesendmail/srvrsmtp.cby looking for the macro definitions ofMAXBADCOMMANDS,MAXNOOPCOMMANDS,MAXHELOCOMMANDS,MAXVRFYCOMMANDS,andMAXETRNCOMMANDS.IfanSMTP command is issued more often than the correspondingMAXcmdCOMMANDSvalue, thenthe response is delayed exponentially,starting with a sleep time of one second, up to a maximum offour minutes (as defined byMAXTIMEOUT). Ifthe optionMaxDaemonChildrenis set to avalue greater than zero, then this could makeaDoS attack evenworse since it keeps a connectionopen longer than necessary.Therefore a connection is terminated with a 421 SMTP reply code ifthe number of commands exceeds the limit by a factor of twoandMAXBADCOMMANDSis setto a value greater than zero (the default is 25).4.7. Delivery ModeThere are a number of delivery modes thatsendmailcan operate in, set by theDeliveryMode(d)configuration option.These modes specify howquickly mail will be delivered. Legalmodesare:ideliverinteractively (synchronously)bdeliverinbackground (asynchronously)qqueue only (don’tdeliver)ddefer delivery attempts (don’tdeliver)There are tradeoffs. Mode“i” givesthe sender the quickest feedback, but may slowdownsomemailers and is hardly evernecessary.Mode “b” delivers promptly but can cause large numbers ofprocesses if you have a mailer that takes a long time to deliveramessage. Mode“q” minimizes the



SMM:08-32 SendmailInstallation and Operation Guideload on your machine, but means that delivery may be delayed for up to the queue interval. Mode“d” is identical to mode “q” except that it also prevents lookups in maps including the-Dflag fromworking during the initial queue phase; it is intended for ‘‘dial on demand’’sites where DNSlookups might cost real money. Some simple error messages (e.g., host unknown during the SMTPprotocol) will be delayed using this mode.Mode “b” is the usual default.If you run in mode “q” (queue only), “d” (defer), or “b” (deliverinbackground)sendmailwillnot expand aliases and follow.forward files upon initial receipt of the mail.This speeds up theresponse to RCPT commands.Mode “i” should not be used by the SMTP server.4.8. LogLevelThe leveloflogging can be set forsendmail.The default using a standard configuration tableis level9.The levels are as follows:0Minimal logging.1Serious system failures and potential security problems.2Lost communications (network problems) and protocol failures.3Other serious failures, malformed addresses, transient forward/include errors, connectiontimeouts.4Minor failures, out of date alias databases, connection rejections via check_ rulesets.5Message collection statistics.6Creation of error messages, VRFY and EXPN commands.7Delivery failures (host or user unknown, etc.).8Successful deliveries and alias database rebuilds.9Messages being deferred (due to a host being down, etc.).10 Databaseexpansion (alias, forward, and userdb lookups) and authentication information.11 NISerrors and end of job processing.12 Logsall SMTP connections.13 Logbad user shells, files with improper permissions, and other questionable situations.14 Logsrefused connections.15 Logall incoming and outgoing SMTP commands.20 Logsattempts to run locked queue files.These are not errors, but can be useful to note ifyour queue appears to be clogged.30 Lostlocks (only if using lockf instead of flock).Additionally,values above 64are reserved for extremely verbose debugging output.No normal sitewould everset these.4.9. FileModesThe modes used for files depend on what functionality you want and the levelofsecurity yourequire. Inmanycasessendmaildoes careful checking of the modes of files and directories to avoidaccidental compromise; if you want to makeitpossible to have group-writable support files youmay need to use theDontBlameSendmailoption to turn offsome of these checks.4.9.1. Tosuid or not to suid?Sendmailis no longer installed set-user-ID to root.sendmail/SECURITY explains howtoconfigure and installsendmailwithout set-user-ID to root but set-group-ID which is the defaultconfiguration starting with 8.12.



Sendmail Installation and Operation GuideSMM:08-33The daemon usually runs as root, unless other measures are taken. Atthe point wheresendmailis about toexec(2) a mailer,itchecks to see if the userid is zero (root); if so, it resetsthe userid and groupid to a default (set by theU=equate in the mailer line; if that is not set, theDefaultUseroption is used).This can be overridden by setting theSflag to the mailer for mail-ers that are trusted and must be called as root.However, this will cause mail processing to beaccounted (usingsa(8)) to root rather than to the user sending the mail.Amiddle ground is to set theRunAsUseroption. Thiscausessendmailto become theindicated user as soon as it has done the startup that requires root privileges (primarily,openingtheSMTPsocket). Ifyou useRunAsUser,the queue directory (normally/var/spool/mqueue)should be owned by that user,and all files and databases (including user.forwardfiles, aliasfiles, :include: files, and external databases) must be readable by that user.Also, since sendmailwill not be able to change its uid, delivery to programs or files will be marked as unsafe, e.g.,undeliverable, in.forward,aliases, and :include: files.Administrators can override this by set-ting theDontBlameSendmailoption to the settingNonRootSafeAddr.RunAsUseris proba-bly best suited for firewall configurations that don’thav eregular user logins.If the option isused on a system which performs local delivery,then the local delivery agent must have theproper permissions (i.e., usually set-user-ID root) since it will be invokedbytheRunAsUser,not by root.4.9.2. Turning off security checksSendmailis very particular about the modes of files that it reads or writes.Forexample,by default it will refuse to read most files that are group writable on the grounds that theymighthave been tampered with by someone other than the owner; it will evenrefuse to read files ingroup writable directories.Also, sendmail will refuse to create a newaliases database in anunsafe directory.You can get around this by manually creating the database file as a trusted userahead of time and then rebuilding the aliases database withnewaliases.If you arequitesure that your configuration is safe and you wantsendmailto avoid thesesecurity checks, you can turn offcertain checks using theDontBlameSendmailoption. Thisoption takes one or more names that disable checks.In the descriptions that follow, “unsafedirectory” means a directory that is writable by anyone other than the owner.The values are:Safe Nospecial handling.AssumeSafeChownAssume that thechownsystem call is restricted to root.Since some versions of UNIXpermit regular users to give away their files to other users on some filesystems,send-mailoften cannot assume that a givenfile was created by the owner,particularly whenit is in a writable directory.You can set this flag if you knowthat file giveaw ayisrestricted on your system.ClassFileInUnsafeDirPathWhen reading class files (using theFline in the configuration file), allowfiles that arein unsafe directories.DontWarnForwardFileInUnsafeDirPathPrevent logging of unsafe directory path warnings for non-existent forward files.ErrorHeaderInUnsafeDirPathAllowthe file named in theErrorHeaderoption to be in an unsafe directory.FileDeliveryToHardLinkAllowdelivery to files that are hard links.FileDeliveryToSymLinkAllowdelivery to files that are symbolic links.



SMM:08-34 SendmailInstallation and Operation GuideForwardFileInGroupWritableDirPathAllow.forwardfiles in group writable directories.ForwardFileInUnsafeDirPathAllow.forwardfiles in unsafe directories.ForwardFileInUnsafeDirPathSafeAllowa.forwardfile that is in an unsafe directory to include references to program andfiles.GroupReadableKeyFileAccept a group-readable key file for STARTTLS.GroupReadableSASLDBFileAccept a group-readable Cyrus SASL password file.GroupWritableAliasFileAllowgroup-writable alias files.GroupWritableDirPathSafeChange the definition of “unsafe directory” to consider group-writable directories to besafe. World-writable directories are always unsafe.GroupWritableForwardFileAllowgroup writable.forwardfiles.GroupWritableForwardFileSafeAccept group-writable.forwardfiles as safe for program and file delivery.GroupWritableIncludeFileAllowgroup wriable:include:files.GroupWritableIncludeFileSafeAccept group-writable:include:files as safe for program and file delivery.GroupWritableSASLDBFileAccept a group-writable Cyrus SASL password file.HelpFileInUnsafeDirPathAllowthe file named in theHelpFileoption to be in an unsafe directory.IncludeFileInGroupWritableDirPathAllow:include:files in group writable directories.IncludeFileInUnsafeDirPathAllow:include:files in unsafe directories.IncludeFileInUnsafeDirPathSafeAllowa:include:file that is in an unsafe directory to include references to programand files.InsufficientEntropyTrytouse STARTTLS evenifthe PRNG for OpenSSL is not properly seeded despitethe security problems.LinkedAliasFileInWritableDirAllowanalias file that is a link in a writable directory.LinkedClassFileInWritableDirAllowclass files that are links in writable directories.LinkedForwardFileInWritableDirAllow.forwardfiles that are links in writable directories.LinkedIncludeFileInWritableDirAllow:include:files that are links in writable directories.



Sendmail Installation and Operation GuideSMM:08-35LinkedMapInWritableDirAllowmap files that are links in writable directories.This includes alias database files.LinkedServiceSwitchFileInWritableDirAllowthe service switch file to be a link evenifthe directory is writable.MapInUnsafeDirPathAllowmaps (e.g.,hash,btree,anddbmfiles) in unsafe directories.This includes aliasdatabase files.NonRootSafeAddrDo not mark file and program deliveries as unsafe if sendmail is not running with rootprivileges.RunProgramInUnsafeDirPathRun programs that are in writable directories without logging a warning.RunWritableProgramRun programs that are group- or world-writable without logging a warning.TrustStickyBitAllowgroup or world writable directories if the stickybit is set on the directory.Donot set this on systems which do not honor the stickybit on directories.WorldWritableAliasFileAccept world-writable alias files.WorldWritableForwardfileAllowworld writable.forwardfiles.WorldWritableIncludefileAllowworld wriable:include:files.WriteMapToHardLinkAllowwrites to maps that are hard links.WriteMapToSymLinkAllowwrites to maps that are symbolic links.WriteStatsToHardLinkAllowthe status file to be a hard link.WriteStatsToSymLinkAllowthe status file to be a symbolic link.4.10. ConnectionCachingWhen processing the queue,sendmailwill try to keep the last fewopen connections open toavoid startup and shutdown costs.This only applies to IPC and LPC connections.When trying to open a connection the cache is first searched.If an open connection is found,it is probed to see if it is still active bysending aRSETcommand. Itis not an error if this fails;instead, the connection is closed and reopened.Tw oparameters control the connection cache.TheConnectionCacheSize(k)option definesthe number of simultaneous open connections that will be permitted.If it is set to zero, connectionswill be closed as quickly as possible.The default is one.This should be set as appropriate for yoursystem size; it will limit the amount of system resources thatsendmailwill use during queue runs.Neverset this higher than 4.TheConnectionCacheTimeout(K)option specifies the maximum time that anycached con-nection will be permitted to idle.When the idle time exceeds this value the connection is closed.This number should be small (under ten minutes) to prevent you from grabbing too manyresourcesfrom other hosts.The default is fiveminutes.



SMM:08-36 SendmailInstallation and Operation Guide4.11. NameServerAccessControl of host address lookups is set by thehostsservice entry in your service switch file.Ifyou are on a system that has built-in service switch support (e.g., Ultrix, Solaris, or DEC OSF/1)then your system is probably configured properly already.Otherwise,sendmailwill consult the file/etc/mail/service.switch,which should be created.Sendmailonly uses twoentries:hostsandaliases,although system routines may use other services (notably thepasswdservice for user namelookups bygetpwname).However, some systems (such as SunOS 4.X) will do DNS lookups regardless of the settingof the service switch entry.Inparticular,the system routinegethostbyname(3) is used to look uphost names, and manyvendor versions try some combination of DNS, NIS, and file lookup in/etc/hosts without consulting a service switch.Sendmailmakes no attempt to work around thisproblem, and the DNS lookup will be done anyway.Ifyou do not have a nameserver configured atall, such as at a UUCP-only site,sendmailwill get a “connection refused” message when it tries toconnect to the name server.Ifthehostsswitch entry has the service “dns” listed somewhere in thelist,sendmailwill interpret this to mean a temporary failure and will queue the mail for later pro-cessing; otherwise, it ignores the name server data.The same technique is used to decide whether to do MX lookups.If you want MX support,youmusthave “dns” listed as a service in thehostsswitch entry.TheResolverOptions(I)option allows you to tweak name server options.The commandline takes a series of flags as documented inresolver(3) (with the leading “RES_” deleted).Eachcan be preceded by an optional ‘+’ or ‘−’. For example, the lineOResolverOptions=+AAONLY−DNSRCHturns on the AAONLY(accept authoritative answers only) and turns offthe DNSRCH (search thedomain path) options.Most resolver libraries default DNSRCH, DEFNAMES, and RECURSEflags on and all others off. IfNETINET6 is enabled, most libraries default to USE_INET6 as well.Youcan also include “HasWildcardMX” to specify that there is a wildcard MX record matchingyour domain; this turns offMXmatching when canonifying names, which can lead to inappropriatecanonifications. Use“WorkAroundBrokenAAAA” when faced with a broken nameserver thatreturns SERVFAIL (a temporary failure) on T_AAAA (IPv6) lookups during hostname canonifica-tion. Notice:it might be necessary to apply the same (or similar) options tosubmit.cftoo.Version level1configurations (see the section about ‘‘Configuration Version Level’’) turnDNSRCH and DEFNAMES offwhen doing delivery lookups, but leave them on everywhere else.Version 8 ofsendmailignores them when doing canonification lookups (that is, when using $[ ...$]), and always does the search.If you don’twant to do automatic name extension, don’tcall $[ ...$].The search rules for $[ ... $] are somewhat different than usual.If the name being looked uphas at least one dot, it always tries the unmodified name first.If that fails, it tries the reduced searchpath, and lastly tries the unmodified name (but only for names without a dot, since names with a dothave already been tried).This allows names such as ‘‘utc.CS’’tomatch the site in Czechoslovakiarather than the site in your local Computer Science department.It also prefers A and CNAMErecords overMXrecords — that is, if it finds an MX record it makes note of it, but keeps looking.This way,ifyou have a wildcard MX record matching your domain, it will not assume that allnames match.To completely turn offall name server access on systems without service switch support(such as SunOS 4.X) you will have torecompile with −DNAMED_BIND=0 and remove −lresolvfrom the list of libraries to be searched when linking.



Sendmail Installation and Operation GuideSMM:08-374.12. Moving the Per-User Forward FilesSome sites mount each user’shome directory from a local disk on their workstation, so thatlocal access is fast. However, the result is that .forward file lookups from a central mail server areslow. Insome cases, mail can evenbedelivered on machines inappropriately because of a fileserver being down. Theperformance can be especially bad if you run the automounter.TheForwardPath(J)option allows you to set a path of forward files.Forexample, the con-fig file lineOForwardPath=/var/forward/$u:$z/.forward.$wwould first look for a file with the same name as the user’slogin in /var/forward; if that is not found(or is inaccessible) the file ‘‘.forward.machinename’’ inthe user’shome directory is searched.Atruly perverse site could also search by sender by using $r,$s, or $f.If you create a directory such as /var/forward, it should be mode 1777 (that is, the stickybitshould be set).Users should create the files mode 0644.Note that you must use the ForwardFileIn-UnsafeDirPath and ForwardFileInUnsafeDirPathSafe flags with theDontBlameSendmailoption toallowforward files in a world writable directory.This might also be used as a denial of serviceattack (users could create forward files for other users); a better approach might be to create/var/forward mode 0755 and create empty files for each user,owned by that user,mode 0644.Ifyou do this, you don’thav eto set the DontBlameSendmail options indicated above.4.13. Free SpaceOn systems that have one of the system calls in thestatfs(2) family (includingstatvfsandustat), you can specify a minimum number of free blocks on the queue filesystem using theMin-FreeBlocks(b)option. Ifthere are fewer than the indicated number of blocks free on the filesystemon which the queue is mounted the SMTP server will reject mail with the 452 error code.Thisinvites the SMTP client to try again later.Beware of setting this option too high; it can cause rejection of email when that mail wouldbe processed without difficulty.4.14. MaximumMessage SizeTo avoid overflowing your system with a large message, theMaxMessageSizeoption can beset to set an absolute limit on the size of anyone message.This will be advertised in the ESMTPdialogue and checked during message collection.4.15. Privacy FlagsThePrivacyOptions(p)option allows you to set certain ‘‘privacy’’ flags. Actually,manyofthem don’tgiv eyou anyextra privacy,rather just insisting that client SMTP servers use the HELOcommand before using certain commands or adding extra headers to indicate possible spoofattempts.The option takes a series of flag names; the final privacy isthe inclusive orofthose flags.Forexample:OPrivacyOptions=needmailhelo, noexpninsists that the HELO or EHLO command be used before a MAIL command is accepted and dis-ables the EXPN command.The flags are detailed in section 5.6.4.16. Sendto Me TooBeginning with version 8.10,sendmailincludes by default the (envelope) sender in anylistexpansions. For example, if “matt” sends to a list that contains “matt” as one of the members he



SMM:08-38 SendmailInstallation and Operation Guidewill get a copyofthe message.If theMeToooption is set toFALSE(in the configuration file or viathe command line), this behavior is changed, i.e., the (envelope) sender is excluded in list expan-sions.5. THEWHOLE SCOOP ON THE CONFIGURATION FILEThis section describes the configuration file in detail.There is one point that should be made clear immediately: the syntax of the configuration file isdesigned to be reasonably easy to parse, since this is done every timesendmailstarts up, rather thaneasy for a human to read or write.The configuration file should be generated via the method describedincf/README,itshould not be edited directly unless someone is familiar with the internals of thesyntax described here and it is not possible to achieve the desired result via the default method.The configuration file is organized as a series of lines, each of which begins with a single charac-ter defining the semantics for the rest of the line.Lines beginning with a space or a tab are continuationlines (although the semantics are not well defined in manyplaces). Blanklines and lines beginningwith a sharp symbol (‘#’) are comments.5.1. Rand S — Rewriting RulesThe core of address parsing are the rewriting rules.These are an ordered production system.Sendmailscans through the set of rewriting rules looking for a match on the left hand side (LHS) ofthe rule.When a rule matches, the address is replaced by the right hand side (RHS) of the rule.There are several sets of rewriting rules.Some of the rewriting sets are used internally andmust have specific semantics.Other rewriting sets do not have specifically assigned semantics, andmay be referenced by the mailer definitions or by other rewriting sets.The syntax of these twocommands are:SnSets the current ruleset being collected ton.Ifyou begin a ruleset more than once it appends to theold definition.Rlhs rhs commentsThe fields must be separated by at least one tab character; there may be embedded spaces in thefields. Thelhsis a pattern that is applied to the input.If it matches, the input is rewritten to therhs.Thecommentsare ignored.Macro expansions of the form$xare performed when the configuration file is read.Aliteral$can be included using$$.Expansions of the form$&xare performed at run time using a some-what less general algorithm.This is intended only for referencing internally defined macros such as$hthat are changed at runtime.5.1.1. Theleft hand sideThe left hand side of rewriting rules contains a pattern.Normal words are simplymatched directly.Metasyntax is introduced using a dollar sign.The metasymbols are:$*Match zero or more tokens$+Match one or more tokens$−Match exactly one token$=xMatch anyphrase in classx$˜xMatch anyword not in classxIf anyofthese match, theyare assigned to the symbol$nfor replacement on the right hand side,wherenis the indexinthe LHS.Forexample, if the LHS:$−:$+



Sendmail Installation and Operation GuideSMM:08-39is applied to the input:UCBARPA:ericthe rule will match, and the values passed to the RHS will be:$1 UCBARPA$2 ericAdditionally,the LHS can include$@to match zero tokens. Thisisnotbound to a$nonthe RHS, and is normally only used when it stands alone in order to match the null input.5.1.2. Theright hand sideWhen the left hand side of a rewriting rule matches, the input is deleted and replaced bythe right hand side.Tokens are copied directly from the RHS unless theybegin with a dollarsign. Metasymbolsare:$nSubstitute indefinite tokennfrom LHS$[name$]Canonicalizename$(map key$@arguments$:default$)Generalized keyed mapping function$>n“Call” rulesetn$#mailerResolvetomailer$@hostSpecifyhost$:userSpecifyuserThe$nsyntax substitutes the corresponding value from a$+,$−,$*,$=,or$˜match onthe LHS.It may be used anywhere.Ahost name enclosed between$[and$]is looked up in the host database(s) and replacedby the canonical name14.For example, “$[ftp$]” might become “ftp.CS.Berkeley.EDU” and“$[[128.32.130.2]$]” would become “vangogh.CS.Berkeley.EDU.”Sendmailrecognizes itsnumeric IP address without calling the name server and replaces it with its canonical name.The$(...$)syntax is a more general form of lookup; it uses a named map instead of animplicit map.If no lookup is found, the indicateddefaultis inserted; if no default is specifiedand no lookup matches, the value is left unchanged.Theargumentsare passed to the map forpossible use.The$>nsyntax causes the remainder of the line to be substituted as usual and then passedas the argument to rulesetn.The final value of rulesetnthen becomes the substitution for thisrule. The$>syntax expands everything after the ruleset name to the end of the replacementstring and then passes that as the initial input to the ruleset.Recursive calls are allowed. Forexample,$>0 $>3 $1expands $1, passes that to ruleset 3, and then passes the result of ruleset 3 to ruleset 0.The$#syntax shouldonlybe used in ruleset zero, a subroutine of ruleset zero, or rulesetsthat return decisions (e.g., check_rcpt).It causes evaluation of the ruleset to terminate immedi-ately,and signals tosendmailthat the address has completely resolved. Thecomplete syntax forruleset 0 is:$#mailer$@host$:userThis specifies the {mailer,host, user} 3-tuple necessary to direct the mailer.Note: the third14This is actually completely equivalent to $(hosthostname$). Inparticular,a$:default can be used.



SMM:08-40 SendmailInstallation and Operation Guideelement (user)isoften also calledaddresspart. Ifthe mailer is local the host part may beomitted15.Themailermust be a single word, but thehostandusermay be multi-part.If themaileris the built-in IPC mailer,thehostmay be a colon-separated list of hosts that are searchedin order for the first working address (exactly likeMXrecords). Theuseris later rewritten bythe mailer-specific envelope rewriting set and assigned to the$umacro. Asaspecial case, if themailer specified has theF=@flag specified and the first character of the$:value is “@”, the“@” is stripped off, and a flag is set in the address descriptor that causes sendmail to not do rule-set 5 processing.Normally,arule that matches is retried, that is, the rule loops until it fails. ARHS mayalso be preceded by a$@or a$:to change this behavior.A$@prefix causes the ruleset toreturn with the remainder of the RHS as the value. A$:prefix causes the rule to terminateimmediately,but the ruleset to continue; this can be used to avoid continued application of arule. Theprefix is stripped before continuing.The$@and$:prefixes may precede a$>spec; for example:R$+ $:$>7 $1matches anything, passes that to ruleset seven, and continues; the$:is necessary to avoid aninfinite loop.Substitution occurs in the order described, that is, parameters from the LHS are substi-tuted, hostnames are canonicalized, “subroutines” are called, and finally$#,$@,and$:are pro-cessed.5.1.3. Semanticsof rewriting rule setsThere are six rewriting sets that have specific semantics.Five ofthese are related asdepicted by figure 1.Ruleset three should turn the address into “canonical form.”This form should have thebasic syntax:addr3D1S2R4msg0resolved addressFigure 1 — Rewriting set semanticsD—sender domain additionS—mailer-specific sender rewritingR—mailer-specific recipient rewriting15Youmay want to use it for special “per user” extensions. For example, in the address “jgm+foo@CMU.EDU”; the “+foo”part is not part of the user name, and is passed to the local mailer for local use.



Sendmail Installation and Operation GuideSMM:08-41local-part@host-domain-specRuleset three is applied bysendmailbefore doing anything with anyaddress.If no “@” sign is specified, then the host-domain-specmaybe appended (box “D” in Fig-ure 1) from the sender address (if theCflag is set in the mailer definition corresponding to thesendingmailer).Ruleset zero is applied after ruleset three to addresses that are going to actually specifyrecipients. Itmust resolvetoa{mailer,host, address}triple. Themailermust be defined in themailer definitions from the configuration file.Thehostis defined into the$hmacro for use inthe argv expansion of the specified mailer.Notice: since the envelope sender address will beused if a delivery status notification must be send, i.e., is may specify a recipient, it is also runthrough ruleset zero.If ruleset zero returns a temporary error4xythen delivery is deferred.This can be used to temporarily disable delivery,e.g., based on the time of the day or other vary-ing parameters.It should not be used to quarantine e-mails.Rulesets one and twoare applied to all sender and recipient addresses respectively.Theyare applied before anyspecification in the mailer definition.Theymust neverresolve.Ruleset four is applied to all addresses in the message.It is typically used to translateinternal to external form.In addition, ruleset 5 is applied to all local addresses (specifically,those that resolvetoamailer with the ‘F=5’ flag set) that do not have aliases. Thisallows a last minute hook for localnames.5.1.4. RulesethooksAfew extra rulesets are defined as “hooks” that can be defined to get special features.Theyare all named rulesets.The “check_*” forms all give accept/reject status; falling offtheend or returning normally is an accept, and resolving to$#erroris a reject or quarantine.Quar-antining is chosen by specifyingquarantinein the second part of the mailer triplet:$#error $@ quarantine $: Reason for quarantineManyofthese can also resolvetothe special mailer name$#discard;this accepts the messageas though it were successful but then discards it without delivery.Note, this mailer cannot bechosen as a mailer in ruleset 0.Note also that all “check_*” rulesets have todeal with tempo-rary failures, especially for map lookups, themselves, i.e., theyshould return a temporary errorcode or at least theyshould makeaproper decision in those cases.5.1.4.1. check_relayThecheck_relayruleset is called after a connection is accepted by the daemon.It isnot called when sendmail is started using the−bsoption. Itis passedclient.host.name $| client.host.addresswhere$|is a metacharacter separating the twoparts. Thisruleset can reject connectionsfrom various locations.Note that it only checks the connecting SMTP client IP address andhostname. Itdoes not check for third party message relaying.Thecheck_rcptruleset dis-cussed belowusually does third party message relay checking.5.1.4.2. check_mailThecheck_mailruleset is passed the user name parameter of theSMTP MAILcom-mand. Itcan accept or reject the address.



SMM:08-42 SendmailInstallation and Operation Guide5.1.4.3. check_rcptThecheck_rcptruleset is passed the user name parameter of theSMTP RCPTcom-mand. Itcan accept or reject the address.5.1.4.4. check_dataThecheck_dataruleset is called after theSMTP DAT Acommand, its parameter is thenumber of recipients.It can accept or reject the command.5.1.4.5. check_compatThecheck_compatruleset is passedsender-address $| recipient-addresswhere$|is a metacharacter separating the addresses.It can accept or reject mail transferbetween these twoaddresses much likethecheckcompat()function. Note:while othercheck_*rulesets are invokedduring the SMTP mail receiption stage (i.e., in the SMTPserver),check_compatis invokedduring the mail delivery stage.5.1.4.6. check_eohThecheck_eohruleset is passednumber-of-headers $| size-of-headerswhere$|is a metacharacter separating the numbers.These numbers can be used for sizecomparisons with thearithmap. Theruleset is triggered after all of the headers have beenread. Itcan be used to correlate information gathered from those headers using themacrostorage map.One possible use is to check for a missing header.For example:Kstorage macroHMessage-Id: $>CheckMessageIdSCheckMessageId#Record the presence of the headerR$* $:$(storage {MessageIdCheck} $@ OK $) $1R< $+ @ $+ >$@ OKR$* $#error$: 553 Header ErrorScheck_eoh#Check the macroR$* $:<$&{MessageIdCheck} >#Clear the macro for the next messageR$* $:$(storage {MessageIdCheck} $) $1#Has a Message-Id: headerR< $+ >$@ OK#Allowmissing Message-Id: from local mailR$* $:<$&{client_name} >R< >$@ OKR< $=w >$@ OK#Otherwise, reject the mailR$* $#error$: 553 Header ErrorKeep in mind the Message-Id: header is not a required header and is not a guaranteed spamindicator.This ruleset is an example and should probably not be used in production.



Sendmail Installation and Operation GuideSMM:08-435.1.4.7. check_eomThecheck_eomruleset is called after the end of a message, its parameter is the mes-sage size.It can accept or reject the message.5.1.4.8. check_etrnThecheck_etrnruleset is passed the parameter of theSMTP ETRNcommand. Itcanaccept or reject the command.5.1.4.9. check_expnThecheck_expnruleset is passed the user name parameter of theSMTP EXPNcom-mand. Itcan accept or reject the address.5.1.4.10. check_vrfyThecheck_vrfyruleset is passed the user name parameter of theSMTP VRFYcom-mand. Itcan accept or reject the command.5.1.4.11. trust_authThetrust_authruleset is passed the AUTH= parameter of theSMTP MAILcommand.It is used to determine whether this value should be trusted. In order to makethis decision,the ruleset may makeuse of the various${auth_*}macros. Ifthe ruleset does resolvetothe“error” mailer the AUTH= parameter is not trusted and hence not passed on to the next relay.5.1.4.12. tls_clientThetls_clientruleset is called when sendmail acts as server,after a STARTTLS com-mand has been issued, and fromcheck_mail.The parameter is the value of${verify}andSTARTTLS or MAIL, respectively.Ifthe ruleset does resolvetothe “error” mailer,theappropriate error code is returned to the client.5.1.4.13. tls_serverThetls_serverruleset is called when sendmail acts as client after a STARTTLS com-mand (should) have been issued.The parameter is the value of${verify}.Ifthe ruleset doesresolvetothe “error” mailer,the connection is aborted (treated as non-deliverable with a per-manent or temporary error).5.1.4.14. tls_rcptThetls_rcptruleset is called each time before a RCPT TOcommand is sent.Theparameter is the current recipient.If the ruleset does resolvetothe “error” mailer,the RCPTTO command is suppressed (treated as non-deliverable with a permanent or temporaryerror). Thisruleset allows to require encryption or verification of the recipient’sMTA evenif the mail is somehowredirected to another host.Forexample, sending mail toluke@end-mail.orgmay get redirected to a host nameddeath.starand hence the tls_server rulesetwon’tapply.Byintroducing per recipient restrictions such attacks (e.g., via DNS spoofing)can be made impossible.Seecf/READMEhowthis ruleset can be used.5.1.4.15. srv_featuresThesrv_featuresruleset is called with the connecting client’shost name when a clientconnects to sendmail.This ruleset should return$#followed by a list of options (singlecharacters delimited by white space).If the return value starts with anything else it issilently ignored.Generally upper case characters turn offafeature while lower case charac-ters turn it on.Option ‘S’ causes the server not to offer STARTTLS, which is useful to



SMM:08-44 SendmailInstallation and Operation Guideinteract with MTAs/MUAs that have broken STARTTLS implementations by simply notoffering it.‘V’ turns offthe request for a client certificate during the TLS handshake.Options ‘A’ and ‘P’ suppress SMTP AUTH and PIPELINING, respectively.‘c’ is the equiv-alent to AuthOptions=p, i.e., it doesn’tpermit mechanisms susceptible to simple passiveattack (e.g., PLAIN, LOGIN), unless a security layer is active.Option ‘l’ requires SMTPAUTH for a connection.Options ’B’, ’D’, ’E’, and ’X’ suppress SMTP VERB, DSN,ETRN, and EXPN, respectively.ADonot offer AUTHaOffer AUTH (default)BDonot offer VERBbOffer VERB (default)CDonot require security layer forplaintext AUTH (default)cRequire security layer for plaintext AUTHDDonot offer DSNdOffer DSN (default)EDonot offer ETRNeOffer ETRN (default)LDonot require AUTH (default)lRequire AUTHPDonot offer PIPELININGpOffer PIPELINING (default)SDonot offer STARTTLSsOffer STARTTLS (default)VDonot request a client certificatevRequest a client certificate (default)XDonot offer EXPNxOffer EXPN (default)Note: the entries marked as ‘‘(default)’’may require that some configuration has been made,e.g., SMTP AUTH is only available if properly configured.Moreover, manyoptions can bechanged on a global basis via other settings as explained in this document, e.g., via Daemon-PortOptions.The ruleset may return ‘$#temp’ to indicate that there is a temporary problem deter-mining the correct features, e.g., if a map is unavailable. Inthat case, the SMTP serverissues a temporary failure and does not accept email.5.1.4.16. try_tlsThetry_tlsruleset is called when sendmail connects to another MTA. Ifthe rulesetdoes resolvetothe “error” mailer,sendmail does not try STARTTLS evenifitisoffered.This is useful to interact with MTAs that have broken STARTTLS implementations by sim-ply not using it.5.1.4.17. authinfoTheauthinforuleset is called when sendmail tries to authenticate to another MTA. Itshould return$#followed by a list of tokens that are used for SMTP AUTH. Ifthe returnvalue starts with anything else it is silently ignored.Each token is a tagged string of theform: "TDstring" (including the quotes), where



Sendmail Installation and Operation GuideSMM:08-45TTag which describes the itemDDelimiter: ’:’ simple text follows’=’ string is base64 encodedstring Value of the itemValid values for the tag are:Uuser (authorization) idIauthentication idPpasswordRrealmMlist of mechanisms delimited by spacesIf this ruleset is defined, the optionDefaultAuthInfois ignored (evenifthe ruleset does notreturn a ‘‘useful’’result).5.1.4.18. queuegroupThequeuegroupruleset is used to map a recipient address to a queue group name.The input for the ruleset is a recipient address as specified by theSMTP RCPTcommand.The ruleset should return$#followed by the name of a queue group.If the return valuestarts with anything else it is silently ignored.See the section about ‘‘Queue Groups andQueue Directories’’for further information.5.1.4.19. greet_pauseThegreet_pauseruleset is used to specify the amount of time to pause before sendingthe initial SMTP 220 greeting.If anytraffic is receivedduring that pause, an SMTP 554rejection response is giveninstead of the 220 greeting and all SMTP commands are rejectedduring that connection.This helps protect sites from open proxies and SMTP slammers.The ruleset should return$#followed by the number of milliseconds (thousandths of a sec-ond) to pause.If the return value starts with anything else or is not a number,itissilentlyignored. Note:this ruleset is not invoked(and hence the feature is disabled) when the smtps(SMTP overSSL) is used, i.e., thesmodifier is set for the daemon viaDaemonPortOp-tions,because in this case the SSL handshakeisperformed before the greeting is sent.5.1.5. IPCmailersSome special processing occurs if the ruleset zero resolves to an IPC mailer (that is, amailer that has “[IPC]” listed as the Path in theMconfiguration line.The host name passedafter “$@” has MX expansion performed if not delivering via a named socket; this looks thename up in DNS to find alternate delivery sites.The host name can also be provided as a dotted quad or an IPv6 address in square brack-ets; for example:[128.32.149.78]or[IPv6:2002:c0a8:51d2::23f4]This causes direct conversion of the numeric value to an IP host address.The host name passed in after the “$@” may also be a colon-separated list of hosts.Eachis separately MX expanded and the results are concatenated to make(essentially) one long MXlist. Theintent here is to create “fake” MX records that are not published in DNS for privateinternal networks.As a final special case, the host name can be passed in as a text string in square brackets:



SMM:08-46 SendmailInstallation and Operation Guide[ucbvax.berkeley.edu]This form avoids the MX mapping.N.B.:This is intended only for situations whereyou have anetwork firewall or other host that will do special processing for all your mail, so that your MXrecordpoints to a gateway machine; this machine could then do direct delivery to machineswithin your local domain.Use of this featuredirectly violates RFC 1123 section 5.3.5: it shouldnot be used lightly.5.2. D—Define MacroMacros are named with a single character or with a word in {braces}.The names ‘‘x’’and‘‘{x}’’denote the same macro for every single character ‘‘x’’. Singlecharacter names may beselected from the entire ASCII set, but user-defined macros should be selected from the set of uppercase letters only.Lower case letters and special symbols are used internally.Long names beginningwith a lower case letter or a punctuation character are reserved for use by sendmail, so user-definedlong macro names should begin with an upper case letter.The syntax for macro definitions is:Dxvalwherexis the name of the macro (which may be a single character or a word in braces) andvalisthe value it should have.There should be no spaces giventhat do not actually belong in the macrovalue.Macros are interpolated using the construct$x,wherexis the name of the macro to be inter-polated. Thisinterpolation is done when the configuration file is read, except inMlines. Thespe-cial construct$&xcan be used inRlines to get deferred interpolation.Conditionals can be specified using the syntax:$?x text1 $| text2 $.This interpolatestext1if the macro$xis set and non-null, andtext2otherwise. The“else” ($|)clause may be omitted.The following macros are defined and/or used internally bysendmailfor interpolation intoargv’sfor mailers or for other contexts. Theones marked † are information passed into sendmail16,the ones marked ‡ are information passed both in and out of sendmail, and the unmarked macros arepassed out of sendmail but are not otherwise used internally.These macros are:$a Theorigination date in RFC 822 format.This is extracted from the Date: line.$b Thecurrent date in RFC 822 format.$c Thehop count.This is a count of the number of Received: lines plus the value of the−hcom-mand line flag.$d Thecurrent date in UNIX (ctime) format.$e† (Obsolete;use SmtpGreetingMessage option instead.)The SMTP entry message.This isprinted out when SMTP starts up.The first word must be the$jmacro as specified by RFC821. Defaults to “$j Sendmail $v ready at $b”.Commonly redefined to include the configu-ration version number,e.g., “$j Sendmail $v/$Z ready at $b”$f Theenvelope sender (from) address.$g Thesender address relative tothe recipient.Forexample, if$fis “foo”,$gwill be “host!foo”,“foo@host.domain”, or whateverisappropriate for the receiving mailer.16As of version 8.6, all of these macros have reasonable defaults. Previous versions required that theybedefined.



Sendmail Installation and Operation GuideSMM:08-47$h Therecipient host.This is set in ruleset 0 from the $@ field of a parsed address.$i Thequeue id, e.g., “f344MXxp018717”.$j‡ The“official” domain name for this site.This is fully qualified if the full qualification can befound. Itmustbe redefined to be the fully qualified domain name if your system is not con-figured so that information can find it automatically.$k TheUUCP node name (from the uname system call).$l† (Obsolete;use UnixFromLine option instead.)The format of the UNIX from line.Unlessyou have changed the UNIX mailbox format, you should not change the default, which is“From $g $d”.$m Thedomain part of thegethostnamereturn value. Undernormal circumstances,$jis equiv-alent to$w.$m.$n† Thename of the daemon (for error messages).Defaults to “MAILER-DAEMON”.$o† (Obsolete:use OperatorChars option instead.)The set of “operators” in addresses.Alist ofcharacters which will be considered tokens and which will separate tokens when doing pars-ing. For example, if “@” were in the$omacro, then the input “a@b” would be scanned asthree tokens: “a,”“@,”and “b.” Defaults to “.:@[]”, which is the minimum set necessary todo RFC 822 parsing; a richer set of operators is “.:%@!/[]”, which adds support for UUCP,the %-hack, and X.400 addresses.$p Sendmail’sprocess id.$q† Default format of sender address.The$qmacro specifies howanaddress should appear in amessage when it is defaulted. Defaults to “<$g>”.It is commonly redefined to be “$?x$x<$g>$|$g$.”or“$g$?x ($x)$.”, corresponding to the following twoformats:Eric Allman <eric@CS.Berkeley.EDU>eric@CS.Berkeley.EDU (Eric Allman)Sendmailproperly quotes names that have special characters if the first form is used.$r Protocolused to receive the message.Set from the−pcommand line flag or by the SMTPserver code.$s Sender’shost name.Set from the−pcommand line flag or by the SMTP server code (inwhich case it is set to the EHLO/HELO parameter).$t Anumeric representation of the current time in the format YYYYMMDDHHmm (4 digityear 1900-9999, 2 digit month 01-12, 2 digit day 01-31, 2 digit hours 00-23, 2 digit minutes00-59).$u Therecipient user.$v Theversion number of thesendmailbinary.$w‡ Thehostname of this site.This is the root name of this host (but see belowfor caveats).$x Thefull name of the sender.$z Thehome directory of the recipient.$_ Thevalidated sender address.See also${client_resolve}.${addr_type}The type of the address which is currently being rewritten. Thismacro contains up to threecharacters, the first is either ‘e’ or ‘h’ for envelope/header address, the second is a space, andthe third is either ‘s’ or ‘r’ for sender/recipient address.${alg_bits}The maximum keylength (in bits) of the symmetric encryption algorithm used for a TLS con-nection. Thismay be less than the effective keylength, which is stored in${cipher_bits},for



SMM:08-48 SendmailInstallation and Operation Guide‘‘export controlled’’algorithms.${auth_authen}The client’sauthentication credentials as determined by authentication (only set if success-ful). Theformat depends on the mechanism used, it might be just ‘user’, or ‘user@realm’, orsomething similar (SMTP AUTH only).${auth_author}The authorization identity,i.e. the AUTH= parameter of theSMTP MAILcommand if sup-plied.${auth_type}The mechanism used for SMTP authentication (only set if successful).${auth_ssf}The keylength (in bits) of the symmetric encryption algorithm used for the security layer of aSASL mechanism.${bodytype}The message body type (7BIT or 8BITMIME), as determined from the envelope.${cert_issuer}The DN (distinguished name) of the CA (certificate authority) that signed the presented cer-tificate (the cert issuer) (STARTTLS only).${cert_md5}The MD5 hash of the presented certificate (STARTTLS only).${cert_subject}The DN of the presented certificate (called the cert subject) (STARTTLS only).${cipher}The cipher suite used for the connection, e.g., EDH-DSS-DES-CBC3-SHA, EDH-RSA-DES-CBC-SHA, DES-CBC-MD5, DES-CBC3-SHA (STARTTLS only).${cipher_bits}The effective keylength (in bits) of the symmetric encryption algorithm used for a TLS con-nection.${client_addr}The IP address of the SMTP client.IPv6 addresses are tagged with "IPv6:" before theaddress. Definedin the SMTP server only.${client_connections}The number of open connections in the SMTP server for the client IP address.${client_flags}The flags specified by the Modifier= part ofClientPortOptionswhere flags are separatedfrom each other by spaces and upper case flags are doubled.That is, Modifier=hA will berepresented as "h AA" in${client_flags},which is required for testing the flags in rulesets.${client_name}The host name of the SMTP client.This may be the client’sbracketed IP address in the form[nnn.nnn.nnn.nnn ] for IPv4 and [ IPv6:nnnn:...:nnnn ] for IPv6 if the client’sIPaddress isnot resolvable, or if it is resolvable but the IP address of the resolved hostname doesn’tmatchthe original IP address.Defined in the SMTP server only.See also${client_resolve}.${client_port}The port number of the SMTP client.Defined in the SMTP server only.${client_ptr}The result of the PTR lookup for the client IP address.Note: this is the same as${client_name}if and only if${client_resolve}is OK.Defined in the SMTP server only.



Sendmail Installation and Operation GuideSMM:08-49${client_rate}The number of incoming connections for the client IP address overthe time interval specifiedby ConnectionRateWindowSize.${client_resolve}Holds the result of the resolvecall for${client_name}.Possible values are:OK resolved successfullyFAIL permanentlookup failureFORGED forward lookup doesn’tmatch reverse lookupTEMP temporarylookup failureDefined in the SMTP server only.sendmailperforms a hostname lookup on the IP address ofthe connecting client.Next the IP addresses of that hostname are looked up.If the client IPaddress does not appear in that list, then the hostname is maybe forged. Thisis reflected asthe value FORGED for${client_resolve}and it also shows up in$_as "(may be forged)".${cn_issuer}The CN (common name) of the CA that signed the presented certificate (STARTTLS only).Note: if the CN cannot be extracted properly it will be replaced by one of these strings basedon the encountered error:BadCertificateContainsNUL CNcontains a NUL characterBadCertificateTooLong CNis too longBadCertificateUnknown CNcould not be extractedIn the last case, some other (unspecific) error occurred.${cn_subject}The CN (common name) of the presented certificate (STARTTLS only).See${cn_issuer}for possible replacements.${currHeader}Header value as quoted string (possibly truncated toMAXNAME). Thismacro is only avail-able in header check rulesets.${daemon_addr}The IP address the daemon is listening on for connections.${daemon_family}The network family if the daemon is accepting network connections.Possible values include“inet”, “inet6”, “iso”, “ns”, “x.25”${daemon_flags}The flags for the daemon as specified by the Modifier= part ofDaemonPortOptionswherebythe flags are separated from each other by spaces, and upper case flags are doubled.That is,Modifier=Ea will be represented as "EE a" in${daemon_flags},which is required for testingthe flags in rulesets.${daemon_info}Some information about a daemon as a text string.Forexample, “SMTP+queue-ing@00:30:00”.${daemon_name}The name of the daemon fromDaemonPortOptionsName= suboption.If this suboption isnot set, "Daemon#", where # is the daemon number,isused.${daemon_port}The port the daemon is accepting connection on.UnlessDaemonPortOptionsis set, thiswill most likely be “25”.${deliveryMode}The current delivery mode sendmail is using.It is initially set to the value of the



SMM:08-50 SendmailInstallation and Operation GuideDeliveryModeoption.${envid}The envelope id parameter (ENVID=) passed to sendmail as part of the envelope.${hdrlen}The length of the header value which is stored in ${currHeader} (before possible truncation).If this value is greater than or equal toMAXNAMEthe header has been truncated.${hdr_name}The name of the header field for which the current header check ruleset has been called.Thisis useful for a default header check ruleset to get the name of the header; the macro is onlyavailable in header check rulesets.${if_addr}The IP address of the interface of an incoming connection unless it is in the loopback net.IPv6 addresses are tagged with "IPv6:" before the address.${if_addr_out}The IP address of the interface of an outgoing connection unless it is in the loopback net.IPv6 addresses are tagged with "IPv6:" before the address.${if_family}The IP family of the interface of an incoming connection unless it is in the loopback net.${if_family_out}The IP family of the interface of an outgoing connection unless it is in the loopback net.${if_name}The hostname associated with the interface of an incoming connection.This macro can beused for SmtpGreetingMessage and HReceivedfor virtual hosting.Forexample:OSmtpGreetingMessage=$?{if_name}${if_name}$|$j$. MTA${if_name_out}The name of the interface of an outgoing connection.${load_avg}The current load average.${mail_addr}The address part of the resolved triple of the address givenfor theSMTP MAILcommand.Defined in the SMTP server only.${mail_host}The host from the resolved triple of the address givenfor theSMTP MAILcommand. Definedin the SMTP server only.${mail_mailer}The mailer from the resolved triple of the address givenfor theSMTP MAILcommand.Defined in the SMTP server only.${msg_id}The value of the Message-Id: header.${msg_size}The value of the SIZE= parameter,i.e., usually the size of the message (in an ESMTP dia-logue), before the message has been collected, thereafter the message size as computed bysendmail(and can be used in check_compat).${nbadrcpts}The number of bad recipients for a single message.



Sendmail Installation and Operation GuideSMM:08-51${nrcpts}The number of validated recipients for a single message.Note: since recipient validation hap-pens aftercheck_rcpthas been called, the value in this ruleset is one less than what might beexpected.${ntries}The number of delivery attempts.${opMode}The current operation mode (from the−bflag).${quarantine}The quarantine reason for the envelope, if it is quarantined.${queue_interval}The queue run interval givenbythe−qflag. For example,−q30mwould set${queue_inter-val}to “00:30:00”.${rcpt_addr}The address part of the resolved triple of the address givenfor theSMTP RCPTcommand.Defined in the SMTP server only after a RCPT command.${rcpt_host}The host from the resolved triple of the address givenfor theSMTP RCPTcommand. Definedin the SMTP server only after a RCPT command.${rcpt_mailer}The mailer from the resolved triple of the address givenfor theSMTP RCPTcommand.Defined in the SMTP server only after a RCPT command.${server_addr}The address of the server of the current outgoing SMTP connection.ForLMTP delivery themacro is set to the name of the mailer.${server_name}The name of the server of the current outgoing SMTP or LMTP connection.${time}The output of thetime(3) function, i.e., the number of seconds since 0 hours, 0 minutes, 0 sec-onds, January 1, 1970, Coordinated Universal Time (UTC).${tls_version}The TLS/SSL version used for the connection, e.g., TLSv1, SSLv3, SSLv2; defined afterSTARTTLS has been used.${total_rate}The total number of incoming connections overthe time interval specified by Connection-RateWindowSize.${verify}The result of the verification of the presented cert; only defined after STARTTLS has beenused (or attempted).Possible values are:



SMM:08-52 SendmailInstallation and Operation GuideOK verification succeeded.NO nocert presented.NOTnocert requested.FAIL certpresented but could not be verified,e.g., the signing CA is missing.NONE STARTTLS has not been performed.TEMP temporaryerror occurred.PROT OCOL someprotocol error occurredat the ESMTP level(not TLS).SOFTWARE STARTTLS handshakefailed,which is a fatal error for this session,the e-mail will be queued.There are three types of dates that can be used.The$aand$bmacros are in RFC 822 for-mat;$ais the time as extracted from the “Date:” line of the message (if there was one), and$bisthe current date and time (used for postmarks).If no “Date:” line is found in the incoming message,$ais set to the current time also.The$dmacro is equivalent to the$bmacro in UNIX (ctime) for-mat.The macros$w,$j,and$mare set to the identity of this host.Sendmailtries to find the fullyqualified name of the host if at all possible; it does this by callinggethostname(2) to get the currenthostname and then passing that togethostbyname(3) which is supposed to return the canonical ver-sion of that host name.17Assuming this is successful,$jis set to the fully qualified name and$misset to the domain part of the name (everything after the first dot).The$wmacro is set to the firstword (everything before the first dot) if you have a lev el5orhigher configuration file; otherwise, itis set to the same value as$j.Ifthe canonification is not successful, it is imperative that the configfile set$jto the fully qualified domain name18.The$fmacro is the id of the sender as originally determined; when mailing to a specific hostthe$gmacro is set to the address of the senderrelative to the recipient.Forexample, if I send to“bollard@matisse.CS.Berkeley.EDU” from the machine “vangogh.CS.Berkeley.EDU” the$fmacrowill be “eric” and the$gmacro will be “eric@vangogh.CS.Berkeley.EDU.”The$xmacro is set to the full name of the sender.This can be determined in several ways. Itcan be passed as flag tosendmail.Itcan be defined in theNAMEenvironment variable. Thethirdchoice is the value of the “Full-Name:” line in the header if it exists, and the fourth choice is thecomment field of a “From:” line.If all of these fail, and if the message is being originated locally,the full name is looked up in the/etc/passwdfile.When sending, the$h,$u,and$zmacros get set to the host, user,and home directory (iflocal) of the recipient.The first twoare set from the$@and$:part of the rewriting rules, respec-tively.The$pand$tmacros are used to create unique strings (e.g., for the “Message-Id:” field).The$imacro is set to the queue id on this host; if put into the timestamp line it can be extremelyuseful for tracking messages.The$vmacro is set to be the version number ofsendmail;this is nor-mally put in timestamps and has been provenextremely useful for debugging.The$cfield is set to the “hop count,”i.e., the number of times this message has been pro-cessed. Thiscan be determined by the−hflag on the command line or by counting the timestampsin the message.17Forexample, on some systemsgethostnamemight return “foo” which would be mapped to “foo.bar.com” bygethostbyname.18Older versions of sendmail didn’tpre-define$jat all, so up until 8.6, config filesalwayshad to define$j.



Sendmail Installation and Operation GuideSMM:08-53The$rand$sfields are set to the protocol used to communicate withsendmailand the send-ing hostname.Theycan be set together using the−pcommand line flag or separately using the−Mor−oMflags.The$_is set to a validated sender host name.If the sender is running an RFC 1413 compli-ant IDENT server and the receiverhas the IDENT protocol turned on, it will include the user nameon that host.The${client_name},${client_addr},and${client_port}macros are set to the name,address, and port number of the SMTP client who is invokingsendmailas a server.These can beused in thecheck_*rulesets (using the$&deferred evaluation form, of course!).5.3. Cand F — Define ClassesClasses of phrases may be defined to match on the left hand side of rewriting rules, where a“phrase” is a sequence of characters that does not contain space characters.Forexample a class ofall local names for this site might be created so that attempts to send to oneself can be eliminated.These can either be defined directly in the configuration file or read in from another file.Classes arenamed as a single letter or a word in {braces}.Class names beginning with lower case letters andspecial characters are reserved for system use.Classes defined in config files may be givennamesfrom the set of upper case letters for short names or beginning with an upper case letter for longnames.The syntax is:Ccphrase1 phrase2...FcfileFc|programFc[mapkey]@mapclass:mapspecThe first form defines the classcto match anyofthe named words. Ifphrase1orphrase2is anotherclass, e.g.,$=S,the contents of classSare added to classc.Itispermissible to split them amongmultiple lines; for example, the twoforms:CHmonet ucbmonetandCHmonetCHucbmonetare equivalent. The‘‘F’’forms read the elements of the classcfrom the namedfile,program,ormap specification.Each element should be listed on a separate line.To specify an optional file, use‘‘−o’’between the class name and the file name, e.g.,Fc −o /path/to/fileIf the file can’tbeused,sendmailwill not complain but silently ignore it.The map form should bean optional map key,anatsign, and a map class followed by the specification for that map.Exam-ples include:F{VirtHosts}@ldap:−k (&(objectClass=virtHosts)(host=*)) −v hostF{MyClass}foo@hash:/etc/mail/classeswill fill the class$={VirtHosts}from an LDAP map lookup and$={MyClass}from a hash data-base map lookup of thefoo.There is also a built-in schema that can be accessed by only specifying:F{ClassName}@LDAPThis will tell sendmail to use the default schema:



SMM:08-54 SendmailInstallation and Operation Guide−k (&(objectClass=sendmailMTAClass)(sendmailMTAClassName=ClassName)(|(sendmailMTACluster=${sendmailMTACluster})(sendmailMTAHost=$j)))−v sendmailMTAClassValueNote that the lookup is only done when sendmail is initially started.Elements of classes can be accessed in rules using$=or$˜.The$˜(match entries not inclass) only matches a single word; multi-word entries in the class are ignored in this context.Some classes have internal meaning tosendmail:$=e containsthe Content-Transfer-Encodings that can be 8→7bit encoded.It is predefined tocontain “7bit”, “8bit”, and “binary”.$=k setto be the same as$k,that is, the UUCP node name.$=m setto the set of domains by which this host is known, initially just$m.$=n canbe set to the set of MIME body types that can neverbeeight to sevenbit encoded.Itdefaults to “multipart/signed”.Message types “message/*” and “multipart/*” are neverencoded directly.Multipart messages are always handled recursively.The handling ofmessage/* messages are controlled by class$=s.$=q Aset of Content-Types that will neverbeencoded as base64 (if theyhav eto be encoded,theywill be encoded as quoted-printable).It can have primary types (e.g., “text”) or fulltypes (such as “text/plain”).$=s containsthe set of subtypes of message that can be treated recursively.Bydefault it con-tains only “rfc822”.Other “message/*” types cannot be 8→7bit encoded.If a messagecontaining eight bit data is sent to a sevenbit host, and that message cannot be encodedinto sevenbits, it will be stripped to 7 bits.$=t setto the set of trusted users by theTconfiguration line.If you want to read trusted usersfrom a file, useFt/file/name.$=w setto be the set of all names this host is known by.This can be used to match local host-names.$={persistentMacros}set to the macros that should be savedacross queue runs.Care should be taken whenadding macro names to this class.Sendmailcan be compiled to allowascanf(3) string on theFline. Thislets you do simplisticparsing of text files.Forexample, to read all the user names in your system/etc/passwdfile into aclass, useFL/etc/passwd %[ˆ:]which reads every line up to the first colon.5.4. M—Define MailerPrograms and interfaces to mailers are defined in this line.The format is:Mname,{field=value}*wherenameis the name of the mailer (used internally only) and the “field=name” pairs defineattributes of the mailer.Fields are:



Sendmail Installation and Operation GuideSMM:08-55Path Thepathname of the mailerFlags Specialflags for this mailerSender Rewriting set(s) for sender addressesRecipient Rewriting set(s) for recipient addressesrecipients Maximumnumber of recipients per connectionArgv Anargument vector to pass to this mailerEol Theend-of-line string for this mailerMaxsize Themaximum message length to this mailermaxmessages Themaximum message deliveries per connectionLinelimit Themaximum line length in the message bodyDirectory Theworking directory for the mailerUserid Thedefault user and group id to run asNice Thenice(2) increment for the mailerCharset Thedefault character set for 8-bit charactersType Type information for DSN diagnosticsWait Themaximum time to wait for the mailerQueuegroup Thedefault queue group for the mailer/The root directory for the mailerOnly the first character of the field name is checked (it’scase-sensitive).The following flags may be set in the mailer description.Anyother flags may be used freelyto conditionally assign headers to messages destined for particular mailers.Flags marked with † arenot interpreted by thesendmailbinary; these are the conventionally used to correlate to the flagsportion of theHline. Flagsmarked with ‡ apply to the mailers for the sender address rather thanthe usual recipient mailers.aRun Extended SMTP (ESMTP) protocol (defined in RFCs 1869, 1652, and 1870).This flagdefaults on if the SMTP greeting message includes the word “ESMTP”.ALook up the user (address) part of the resolved mailer triple, in the alias database.Normallythis is only set for local mailers.bForce a blank line on the end of a message.This is intended to work around some stupid ver-sions of /bin/mail that require a blank line, but do not provide it themselves. Itwould not nor-mally be used on network mail.BStrip leading backslashes (\) offofthe address; this is a subset of the functionality of thesflag.cDonot include comments in addresses.This should only be used if you have towork around aremote mailer that gets confused by comments.This strips addresses of the form “Phrase<address>” or “address (Comment)” down to just “address”.C‡ Ifmail isreceivedfrom a mailer with this flag set, anyaddresses in the header that do not havean at sign (“@”) after being rewritten by ruleset three will have the “@domain” clause fromthe sender envelope address tacked on.This allows mail with headers of the form:From: usera@hostaTo:userb@hostb, usercto be rewritten as:From: usera@hostaTo:userb@hostb, userc@hostaautomatically.Howev er, itdoesn’treally work reliably.dDonot include angle brackets around route-address syntax addresses.This is useful on mailersthat are going to pass addresses to a shell that might interpret angle brackets as I/O redirection.However, itdoes not protect against other shell metacharacters.Therefore, passing addressesto a shell should not be considered secure.



SMM:08-56 SendmailInstallation and Operation GuideD† Thismailer wants a “Date:” header line.eThis mailer is expensive toconnect to, so try to avoid connecting normally; anynecessary con-nection will occur during a queue run.See also optionHoldExpensive.EEscape lines beginning with “From”inthe message with a ‘>’ sign.fThe mailer wants a−ffromflag, but only if this is a network forward operation (i.e., the mailerwill give anerror if the executing user does not have special permissions).F† Thismailer wants a “From:” header line.gNormally,sendmailsends internally generated email (e.g., error messages) using the nullreturn address as required by RFC 1123.However, some mailers don’taccept a null returnaddress. Ifnecessary,you can set thegflag to preventsendmailfrom obeying the standards;error messages will be sent as from the MAILER-DAEMON (actually,the value of the$nmacro).hUpper case should be preserved in host names (the $@ portion of the mailer triplet resolvedfrom ruleset 0) for this mailer.iDoUser Database rewriting on envelope sender address.IThis mailer will be speaking SMTP to anothersendmail—assuch it can use special protocolfeatures. Thisflag should not be used except for debugging purposes because it usesVERBasSMTP command.jDoUser Database rewriting on recipients as well as senders.kNormally whensendmailconnects to a host via SMTP,itchecks to makesure that this isn’taccidently the same host name as might happen ifsendmailis misconfigured or if a long-haulnetwork interface is set in loopback mode.This flag disables the loopback check.It shouldonly be used under very unusual circumstances.KCurrently unimplemented.Reserved for chunking.lThis mailer is local (i.e., final delivery will be performed).LLimit the line lengths as specified in RFC 821.This deprecated option should be replaced bytheL=mail declaration.Forhistoric reasons, theLflag also sets the7flag.mThis mailer can send to multiple users on the same host in one transaction.When a$umacrooccurs in theargvpart of the mailer definition, that field will be repeated as necessary for allqualifying users.Removing this flag can defeat duplicate supression on a remote site as eachrecipient is sent in a separate transaction.M† Thismailer wants a “Message-Id:” header line.nDonot insert a UNIX-style “From” line on the front of the message.oAlways run as the owner of the recipient mailbox.Normallysendmailruns as the sender forlocally generated mail or as “daemon” (actually,the user specified in theuoption) when deliv-ering network mail.The normal behavior is required by most local mailers, which will notallowthe envelope sender address to be set unless the mailer is running as daemon.This flag isignored if theSflag is set.pUse the route-addr style reverse-path in the SMTP “MAIL FROM:” command rather than justthe return address; although this is required in RFC 821 section 3.1, manyhosts do not processreverse-paths properly.Rev erse-paths are officially discouraged by RFC 1123.P† Thismailer wants a “Return-Path:” line.qWhen an address that resolves to this mailer is verified (SMTP VRFY command), generate 250responses instead of 252 responses.This will imply that the address is local.rSame asf,but sends a−rflag.



Sendmail Installation and Operation GuideSMM:08-57ROpen SMTP connections from a “secure” port.Secure ports aren’t(secure, that is) except onUNIX machines, so it is unclear that this adds anything.sendmailmust be running as root tobe able to use this flag.sStrip quote characters (" and \) offofthe address before calling the mailer.SDon’treset the userid before calling the mailer.This would be used in a secure environmentwheresendmailran as root.This could be used to avoid forged addresses.If theU=field isalso specified, this flag causes the effective user id to be set to that user.uUpper case should be preserved in user names for this mailer.Standards require preservationof case in the local part of addresses, except for those address for which your system acceptsresponsibility.RFC 2142 provides a long list of addresses which should be case insensitive.Ifyou use this flag, you may be violating RFC 2142.Note that postmaster is always treated as acase insensitive address regardless of this flag.UThis mailer wants UUCP-style “From” lines with the ugly “remote from <host>” on the end.wThe user must have a valid account on this machine, i.e.,getpwnammust succeed.If not, themail is bounced.See also theMailBoxDatabaseoption. Thisis required to get “.forward”capability.WIgnore long term host status information (see Section "Persistent Host Status Information").x† Thismailer wants a “Full-Name:” header line.XThis mailer wants to use the hidden dot algorithm as specified in RFC 821; basically,any linebeginning with a dot will have anextra dot prepended (to be stripped at the other end).Thisinsures that lines in the message containing a dot will not terminate the message prematurely.zRun Local Mail Transfer Protocol (LMTP) betweensendmailand the local mailer.This is avariant on SMTP defined in RFC 2033 that is specifically designed for delivery to a local mail-box.ZApply DialDelay (if set) to this mailer.0Don’tlook up MX records for hosts sent via SMTP/LMTP.Donot applyFallbackMXhosteither.1Don’tsend null characters (’\0’) to this mailer.2Don’tuse ESMTP evenifoffered; this is useful for broken systems that offer ESMTP but failon EHLO (without recovering when HELO is tried next).3Extend the list of characters converted to =XX notation when converting to Quoted-Printable toinclude those that don’tmap cleanly between ASCII and EBCDIC.Useful if you have IBMmainframes on site.5Ifnoaliases are found for this address, pass the address through ruleset 5 for possible alternateresolution. Thisis intended to forward the mail to an alternate delivery spot.6Strip headers to sevenbits.7Strip all output to sevenbits. Thisis the default if theLflag is set.Note that clearing thisoption is not sufficient to get full eight bit data passed throughsendmail.Ifthe7option is set,this is essentially always set, since the eighth bit was stripped on input.Note that this optionwill only impact messages that didn’thav e8→7bit MIME conversions performed.8Ifset, it is acceptable to send eight bit data to this mailer; the usual attempt to do 8→7bitMIME conversions will be bypassed.9Ifset, dolimited7→8bit MIME conversions. Theseconversions are limited to text/plain data.:Check addresses to see if theybegin “:include:”; if theydo, convert them to the “*include*”mailer.



SMM:08-58 SendmailInstallation and Operation Guide|Check addresses to see if theybegin with a ‘|’; if theydo, convert them to the “prog” mailer./Check addresses to see if theybegin with a ‘/’; if theydo, convert them to the “*file*” mailer.@Look up addresses in the user database.%Donot attempt delivery on initial receipt of a message or on queue runs unless the queuedmessage is selected using one of the -qI/-qR/-qS queue run modifiers or an ETRN request.Configuration files prior to level6assume the ‘A’,‘w’, ‘5’, ‘:’, ‘|’, ‘/’, and ‘@’ options on themailer named “local”.The mailer with the special name “error” can be used to generate a user error.The (optional)host field is an exit status to be returned, and the user field is a message to be printed.The exit sta-tus may be numeric or one of the values USAGE, NOUSER, NOHOST,UNAVAILABLE, SOFT-WARE, TEMPFAIL, PROT OCOL, or CONFIG to return the corresponding EX_ exit code, or anenhanced error code as described in RFC 1893,Enhanced Mail System Status Codes.Forexample,the entry:$#error $@ NOHOST $: Host unknown in this domainon the RHS of a rule will cause the specified error to be generated and the “Host unknown” exit sta-tus to be returned if the LHS matches.This mailer is only functional in rulesets 0, 5, or one of thecheck_* rulesets.The host field can also contain the special tokenquarantinewhich instructssendmail to quarantine the current message.The mailer with the special name “discard” causes anymail sent to it to be discarded but oth-erwise treated as though it were successfully delivered. Thismailer cannot be used in ruleset 0,only in the various address checking rulesets.The mailer named “local”mustbe defined in every configuration file.This is used to deliverlocal mail, and is treated specially in several ways. Additionally,three other mailers named “prog”,“*file*”, and “*include*” may be defined to tune the delivery of messages to programs, files, and:include: lists respectively.Theydefault to:Mprog, P=/bin/sh, F=lsoDq9, T=DNS/RFC822/X-Unix, A=sh −c $uM*file*, P=[FILE], F=lsDFMPEouq9, T=DNS/RFC822/X-Unix, A=FILE $uM*include*, P=/dev/null, F=su, A=INCLUDE $uBuiltin pathnames are [FILE] and [IPC], the former is used for delivery to files, the latter fordelivery via interprocess communication.Formailers that use [IPC] as pathname the argument vec-tor (A=) must start with TCP or FILE for delivery via a TCP or a Unix domain socket. IfTCP isused, the second argument must be the name of the host to contact.Optionally a third argument canbe used to specify a port, the default is smtp (port 25).If FILE is used, the second argument mustbe the name of the Unix domain socket.If the argument vector does not contain $u thensendmailwill speak SMTP (or LMTP if themailer flag z is specified) to the mailer.If no Eol field is defined, then the default is "\r\n" for SMTP mailers and "\n" of others.The Sender and Recipient rewriting sets may either be a simple ruleset id or may be twoidsseparated by a slash; if so, the first rewriting set is applied to envelope addresses and the second isapplied to headers.Setting anyvalue to zero disables corresponding mailer-specific rewriting.The Directory is actually a colon-separated path of directories to try.For example, the defini-tion “D=$z:/” first tries to execute in the recipient’shome directory; if that is not available, it tries toexecute in the root of the filesystem.This is intended to be used only on the “prog” mailer,sincesome shells (such ascsh)refuse to execute if theycannot read the current directory.Since the queuedirectory is not normally readable by unprivileged userscshscripts as recipients can fail.The Userid specifies the default user and group id to run as, overriding theDefaultUseroption (q.v.). IftheSmailer flag is also specified, this user and group will be set as the effective uid



Sendmail Installation and Operation GuideSMM:08-59and gid for the process.This may be givenasuser:groupto set both the user and group id; eithermay be an integer or a symbolic name to be looked up in thepasswdandgroupfiles respectively.Ifonly a symbolic user name is specified, the group id in thepasswdfile for that user is used as thegroup id.The Charset field is used when converting a message to MIME; this is the character set usedin the Content-Type: header.Ifthis is not set, theDefaultCharsetoption is used, and if that is notset, the value “unknown-8bit” is used.WARNING:this field applies to the sender’smailer,not therecipient’smailer.For example, if the envelope sender address lists an address on the local networkand the recipient is on an external network, the character set will be set from the Charset= field forthe local network mailer,not that of the external network mailer.The Type= field sets the type information used in MIME error messages as defined by RFC1894. Itis actually three values separated by slashes: the MTA-type (that is, the description of howhosts are named), the address type (the description of e-mail addresses), and the diagnostic type (thedescription of error diagnostic codes).Each of these must be a registered value or begin with “X−”.The default is “dns/rfc822/smtp”.The m= field specifies the maximum number of messages to attempt to deliveronasingleSMTP or LMTP connection.The default is infinite.The r= field specifies the maximum number of recipients to attempt to deliverinasingleenvelope. Itdefaults to 100.The /= field specifies a newroot directory for the mailer.The path is macro expanded andthen passed to the “chroot” system call.The root directory is changed before the Directory field isconsulted or the uid is changed.The Wait= field specifies the maximum time to wait for the mailer to return after sending alldata to it.This applies to mailers that have been forked bysendmail.The Queuegroup= field specifies the default queue group in which receivedmail should bequeued. Thiscan be overridden by other means as explained in section ‘‘Queue Groups and QueueDirectories’’.5.5. H—Define HeaderThe format of the header lines thatsendmailinserts into the message are defined by theHline. Thesyntax of this line is one of the following:Hhname:htemplateH[?mflags?]hname:htemplateH[?${macro}?]hname:htemplateContinuation lines in this spec are reflected directly into the outgoing message.Thehtemplateismacro-expanded before insertion into the message.If themflags(surrounded by question marks)are specified, at least one of the specified flags must be stated in the mailer definition for this headerto be automatically output.If a${macro}(surrounded by question marks) is specified, the headerwill be automatically output if the macro is set.The macro may be set using anyofthe normalmethods, including using themacrostorage map in a ruleset.If one of these headers is in the inputit is reflected to the output regardless of these flags or macros.Notice: If a${macro}is used to set aheader,then it is useful to add that macro to class$={persistentMacros}which consists of themacros that should be savedacross queue runs.Some headers have special semantics that will be described later.Asecondary syntax allows validation of headers as theyare being read.To enable validation,use:



SMM:08-60 SendmailInstallation and Operation GuideHHeader:$>RulesetHHeader:$>+RulesetThe indicatedRulesetis called for the specifiedHeader,and can return$#errorto reject or quaran-tine the message or$#discardto discard the message (as with the othercheck_*rulesets). Theruleset receivesthe header field-body as argument, i.e., not the header field-name; see also${hdr_name} and ${currHeader}.The header is treated as a structured field, that is, text in paren-theses is deleted before processing, unless the second form$>+is used.Note: only one ruleset canbe associated with a header;sendmailwill silently ignore multiple entries.Forexample, the configuration lines:HMessage-Id: $>CheckMessageIdSCheckMessageIdR< $+ @ $+>$@OKR$* $#error$: IllegalMessage-Id headerwould refuse anymessage that had a Message-Id: header of anyofthe following forms:Message-Id: <>Message-Id: some textMessage-Id: <legaltext@domain> extra crudAdefault ruleset that is called for headers which don’thav easpecific ruleset defined for them canbe specified by:H*:$>RulesetorH*:$>+Ruleset5.6. O—Set OptionThere are a number of global options that can be set from a configuration file.Options arerepresented by full words; some are also representable as single characters for back compatibility.The syntax of this line is:Ooption=valueThis sets optionoptionto bevalue.Note that theremustbe a space between the letter ‘O’ and thename of the option.An older version is:Oovaluewhere the optionois a single character.Depending on the option,valuemay be a string, an integer,aboolean (with legalvalues “t”, “T”, “f”, or “F”; the default is TRUE), or a time interval.All filenames used in options should be absolute paths, i.e., starting with ’/’.Relative file-names most likely cause surprises during operation (unless otherwise noted).The options supported (with the old, one character names in brackets) are:AliasFile=spec, spec, ...[A] Specify possible alias file(s).Eachspecshould be in the format ‘‘class:info’’whereclass:is optional and defaults to ‘‘implicit’’. Notethatinfois required forallclasses except “ldap”.Forthe “ldap” class, ifinfois not specified, a defaultinfovalue is used as follows:



Sendmail Installation and Operation GuideSMM:08-61−k (&(objectClass=sendmailMTAAliasObject)(sendmailMTAAliasName=aliases)(|(sendmailMTACluster=${sendmailMTACluster})(sendmailMTAHost=$j))(sendmailMTAKey=%0))−v sendmailMTAAliasValueDepending on howsendmailis compiled, valid classes are “implicit” (searchthrough a compiled-in list of alias file types, for back compatibility), “hash” (ifNEWDBis specified), “btree” (ifNEWDBis specified), “dbm” (ifNDBMis speci-fied), “stab” (internal symbol table — not normally used unless you have nootherdatabase lookup), “sequence” (use a sequence of maps previously declared),“ldap” (ifLDAPMAPis specified), or “nis” (ifNISis specified).If a list ofspecsare provided,sendmailsearches them in order.AliasWait=timeout[a] If set, wait up totimeout(units default to minutes) for an “@:@” entry to existin the alias database before starting up.If it does not appear in thetimeoutinter-valissue a warning.AllowBogusHELO[no short name] If set, allowHELO SMTP commands that don’tinclude a hostname. Settingthis violates RFC 1123 section 5.2.5, but is necessary to interoper-ate with several SMTP clients.If there is a value, it is still checked for legitimacy.AuthMaxBits=N[no short name] Limit the maximum encryption strength for the security layer inSMTP AUTH (SASL). Default is essentially unlimited.This allows to turn offadditional encryption in SASL if STARTTLS is already encrypting the communi-cation, because the existing encryption strength is taken into account when choos-ing an algorithm for the security layer.For example, if STARTTLS is used andthe symmetric cipher is 3DES, then the the keylength (in bits) is 168.Hence set-tingAuthMaxBitsto 168 will disable anyencryption in SASL.AuthMechanisms [noshort name] List of authentication mechanisms for AUTH (separated by spa-ces). Theadvertised list of authentication mechanisms will be the intersection ofthis list and the list of available mechanisms as determined by the Cyrus SASLlibrary.IfSTARTTLS is active,EXTERNAL will be added to this list.In thatcase, the value of {cert_subject} is used as authentication id.AuthOptions [noshort name] List of options for SMTP AUTH consisting of single characterswith intervening white space or commas.



SMM:08-62 SendmailInstallation and Operation GuideAUse the AUTH= parameter for the MAIL FROMcommand only when authentication succeeded.This can be used as a workaround for brokenMTAs that do not implement RFC 2554 correctly.aprotection from active (non-dictionary) attacksduring authentication exchange.crequire mechanisms which pass client credentials,and allowmechanisms which can pass credentialsto do so.ddon’tpermit mechanisms susceptible to passivedictionary attack.frequire forward secrecybetween sessions(breaking one won’thelp break next).mrequire mechanisms which provide mutual authentication(only available if using Cyrus SASL v2 or later).pdon’tpermit mechanisms susceptible to simplepassive attack (e.g., PLAIN, LOGIN), unless asecurity layer is active.ydon’tpermit mechanisms that allowanonymous login.The first option applies to sendmail as a client, the others to a server.Example:OAuthOptions=p,ywould disallowANONYMOUS as AUTH mechanism and would allowPLAINand LOGIN only if a security layer (e.g., provided by STARTTLS) is alreadyactive.The options ’a’, ’c’, ’d’, ’f’, ’p’, and ’y’ refer to properties of the selectedSASL mechanisms.Explanations of these properties can be found in the CyrusSASL documentation.AuthRealm [noshort name] The authentication realm that is passed to the Cyrus SASLlibrary.Ifnorealm is specified,$jis used.BadRcptThrottle=N[no short name] If set and the specified number of recipients in a single SMTPtransaction have been rejected, sleep for one second after each subsequent RCPTcommand in that transaction.BlankSub=c[B] Set the blank substitution character toc.Unquoted spaces in addresses arereplaced by this character.Defaults to space (i.e., no change is made).CACertPath [noshort name] Path to directory with certificates of CAs.This directory direc-tory must contain the hashes of each CA certificate as filenames (or as links tothem).CACertFile [noshort name] File containing one or more CA certificates; see section aboutSTARTTLS for more information.CheckAliases [n]Validate the RHS of aliases when rebuilding the alias database.CheckpointInterval=N[C] Checkpoints the queue everyN(default 10) addresses sent.If your systemcrashes during delivery to a large list, this prevents retransmission to anybut thelastNrecipients.ClassFactor=fact[z] The indicatedfactor is multiplied by the message class (determined by thePrecedence: field in the user header and thePlines in the configuration file) andsubtracted from the priority.Thus, messages with a higher Priority: will befavored. Defaults to 1800.



Sendmail Installation and Operation GuideSMM:08-63ClientCertFile [noshort name] File containing the certificate of the client, i.e., this certificate isused whensendmailacts as client (for STARTTLS).ClientKeyFile [noshort name] File containing the private key belonging to the client certificate(for STARTTLS ifsendmailruns as client).ClientPortOptions=options[O] Set client SMTP options.The options arekey=valuepairs separated by com-mas. Known keysare:Port Name/numberof source port for connection (defaults to anyfree port)Addr Addressmask (defaults INADDR_ANY)Family Addressfamily (defaults to INET)SndBufSize Sizeof TCP send bufferRcvBufSize Sizeof TCP receive bufferModifier Options(flags) for the clientTheAddress mask may be a numeric address in IPv4 dot notation or IPv6 colonnotation or a network name.Note that if a network name is specified, only thefirst IP address returned for it will be used.This may cause indeterminate behav-ior for network names that resolvetomultiple addresses.Therefore, use of anaddress is recommended.Modifiercan be the following character:huse name of interface for HELO commandAdon’tuse AUTH when sending e-mailSdon’tuse STARTTLS when sending e-mailIf ‘‘h’’isset, the name corresponding to the outgoing interface address (whetherchosen via the Connection parameter or the default) is used for the HELO/EHLOcommand. However, the name must not start with a square bracket and it mustcontain at least one dot.This is a simple test whether the name is not an IPaddress (in square brackets) but a qualified hostname.Note that multiple Client-PortOptions settings are allowed in order to give settings for each protocol family(e.g., one for Family=inet and one for Family=inet6). Arestriction placed on onefamily only affects outgoing connections on that particular family.ColonOkInAddr [noshort name] If set, colons are acceptable in e-mail addresses (e.g.,“host:user”). Ifnot set, colons indicate the beginning of a RFC 822 group con-struct (“groupname: member1, member2, ... memberN;”).Doubled colons arealways acceptable (“nodename::user”) and proper route-addr nesting is under-stood (“<@relay:user@host>”).Furthermore, this option defaults on if the con-figuration version levelisless than 6 (for back compatibility).However, itmustbe offfor full compatibility with RFC 822.ConnectionCacheSize=N[k] The maximum number of open connections that will be cached at a time.Thedefault is one.This delays closing the current connection until either this invoca-tion ofsendmailneeds to connect to another host or it terminates.Setting it tozero defaults to the old behavior,that is, connections are closed immediately.Since this consumes file descriptors, the connection cache should be kept small: 4is probably a practical maximum.ConnectionCacheTimeout=timeout[K] The maximum amount of time a cached connection will be permitted to idlewithout activity.Ifthis time is exceeded, the connection is immediately closed.This value should be small (on the order of ten minutes).Beforesendmailuses acached connection, it always sends a RSET command to check the connection; ifthis fails, it reopens the connection.This keeps your end from failing if the otherend times out.The point of this option is to be a good network neighbor and



SMM:08-64 SendmailInstallation and Operation Guideavoid using up excessive resources on the other end.The default is fiveminutes.ConnectOnlyTo=address[no short name] This can be used to override the connection address (for testingpurposes).ConnectionRateThrottle=N[no short name] If set to a positive value, allownomore thanNincoming connec-tions in a one second period per daemon.This is intended to flatten out peaks andallowthe load average checking to cut in.Defaults to zero (no limits).ConnectionRateWindowSize=N[no short name] Define the length of the interval for which the number of incom-ing connections is maintained.The default is 60 seconds.ControlSocketName=name[no short name] Name of the control socket for daemon management.Arunningsendmaildaemon can be controlled through this named socket. Available com-mands are:help, mstat, restart, shutdown,andstatus.Thestatuscommandreturns the current number of daemon children, the maximum number of daemonchildren, the free disk space (in blocks) of the queue directory,and the load aver-age of the machine expressed as an integer.Ifnot set, no control socket will beavailable. Solarisand pre-4.4BSD kernel users should see the note in send-mail/README .CRLFile=name[no short name] Name of file that contains certificate revocation status, useful forX.509v3 authentication.CRL checking requires at least OpenSSL version 0.9.7.Note: if a CRLFile is specified but the file is unusable, STARTTLS is disabled.DHParameters Possiblevalues are:5use 512 bit prime1use 1024 bit primenone donot use Diffie-HellmanNAME loadprime from fileThis is only required if a ciphersuite containing DSA/DH is used.If ‘‘5’’isselected, then precomputed, fixed primes are used.This is the default for theclient side.If ‘‘1’’isselected, then prime values are computed during startup.This is the default for the server side.Note: this operation can takeasignificantamount of time on a slowmachine (several seconds), but it is only done once atstartup. If‘‘none’’isselected, then TLS ciphersuites containing DSA/DH cannotbe used.If a file name is specified (which must be an absolute path), then theprimes are read from it.DaemonPortOptions=options[O] Set server SMTP options.Each instance ofDaemonPortOptionsleads to anadditional incoming socket. Theoptions arekey=valuepairs. Known keysare:



Sendmail Installation and Operation GuideSMM:08-65Name User-definable name for the daemon (defaults to "Daemon#")Port Name/numberof listening port (defaults to "smtp")Addr Addressmask (defaults INADDR_ANY)Family Addressfamily (defaults to INET)InputMailFilters Listof input mail filters for the daemonListen Sizeof listen queue (defaults to 10)Modifier Options(flags) for the daemonSndBufSize Sizeof TCP send bufferRcvBufSize Sizeof TCP receive bufferchildren maximumnumber of children per daemon, seeMaxDaemonChildren.DeliveryMode Delivery mode per daemon, seeDeliveryMode.refuseLA RefuseLAper daemondelayLA DelayLAper daemonqueueLA QueueLAper daemonTheNamekeyisused for error messages and logging.TheAddress mask may beanumeric address in IPv4 dot notation or IPv6 colon notation or a network name.Note that if a network name is specified, only the first IP address returned for itwill be used.This may cause indeterminate behavior for network names thatresolvetomultiple addresses.Therefore, use of an address is recommended.TheFamilykeydefaults to INET (IPv4).IPv6 users who wish to also accept IPv6connections should add additional Family=inet6DaemonPortOptionslines. TheInputMailFilterskeyoverrides the default list of input mail filters listed in theInputMailFiltersoption. Ifmultiple input mail filters are required, theymust beseparated by semicolons (not commas).Modifiercan be a sequence (without anydelimiters) of the following characters:aalways require authenticationbbind to interface through which mail has been receivedcperform hostname canonification (.cf)frequire fully qualified hostname (.cf)sRun smtps (SMTP overSSL) instead of smtpuallowunqualified addresses (.cf)Adisable AUTH (overrides ’a’ modifier)Cdon’tperform hostname canonificationEdisallowETRN (see RFC 2476)Ooptional; if opening the socket fails ignore itSdon’toffer STARTTLSThat is, one way to specify a message submission agent (MSA) that alwaysrequires authentication is:ODaemonPortOptions=Name=MSA, Port=587, M=EaThe modifiers that are marked with "(.cf)" have only effect in the standard config-uration file, in which theyare available via${daemon_flags}.Notice: Donotusethe ‘‘a’’modifier on a public accessible MTA! Itshould only be used for a MSAthat is accessed by authorized users for initial mail submission.Users mustauthenticate to use a MSA which has this option turned on.The flags ‘‘c’’and‘‘C’’can change the default for hostname canonification in thesendmail.cffile.See the relevant documentation forFEATURE(nocanonify).The modifier ‘‘f ’’dis-allows addresses of the formuser@hostunless theyare submitted directly.Theflag ‘‘u’’allows unqualified sender addresses, i.e., those without @host.‘‘b’’forces sendmail to bind to the interface through which the e-mail has beenreceivedfor the outgoing connection.WARNING:Use ‘‘b’’only if outgoingmail can be routed through the incoming connection’sinterface to its destination.



SMM:08-66 SendmailInstallation and Operation GuideNo attempt is made to catch problems due to a misconfiguration of this parameter,use it only for virtual hosting where each virtual interface can connect to everypossible location.This will also override possible settings viaClientPortOp-tions.Note,sendmailwill listen on a newsocket for each occurence of theDae-monPortOptionsoption in a configuration file.The modifier ‘‘O’’causes send-mail to ignore a socket if it can’tbeopened. Thisapplies to failures from thesocket(2) and bind(2) calls.DefaultAuthInfo [noshort name] Filename that contains default authentication information for out-going connections. This file must contain the user id, the authorization id, thepassword (plain text), the realm and the list of mechanisms to use on separatelines and must be readable by root (or the trusted user) only.Ifnorealm is speci-fied,$jis used.If no mechanisms are specified, the list givenbyAuthMecha-nismsis used.Notice: this option is deprecated and will be removedinfutureversions. Moreover, itdoesn’twork for the MSP since it can’tread the file (thefile must not be group/world-readable otherwisesendmailwill complain).Use theauthinfo ruleset instead which provides more control overthe usage of the dataanyway.DefaultCharSet=charset[no short name] When a message that has 8-bit characters but is not in MIME for-mat is converted to MIME (see the EightBitMode option) a character set must beincluded in the Content-Type: header.This character set is normally set from theCharset= field of the mailer descriptor.Ifthat is not set, the value of this option isused. Ifthis option is not set, the value “unknown-8bit” is used.DataFileBufferSize=threshold[no short name] Set thethreshold,inbytes, before a memory-based queue data filebecomes disk-based.The default is 4096 bytes.DeadLetterDrop=file[no short name] Defines the location of the system-wide dead.letter file, formerlyhardcoded to /usr/tmp/dead.letter.Ifthis option is not set (the default), sendmailwill not attempt to save toasystem-wide dead.letter file in the event it cannotbounce the mail to the user or postmaster.Instead, it will rename the qf file as ithas in the past when the dead.letter file could not be opened.DefaultUser=user:group[u] Set the default userid for mailers touser:group.Ifgroupis omitted anduserisauser name (as opposed to a numeric user id) the default group listed in the/etc/passwd file for that user is used as the default group.Bothuserandgroupmay be numeric.Mailers without theSflag in the mailer definition will run asthis user.Defaults to 1:1.The value can also be givenasasymbolic user name.19DelayLA=LA[no short name] When the system load average exceedsLA,sendmailwill sleepfor one second on most SMTP commands and before accepting connections.DeliverByMin=time[0] Set minimum time for DeliverBySMTP Service Extension (RFC 2852).If 0,no time is listed, if less than 0, the extension is not offered, if greater than 0, it islisted as minimum time for the EHLO keyword DELIVERBY.DeliveryMode=x[d] Deliverinmodex.Leg almodes are:19The oldgoption has been combined into theDefaultUseroption.



Sendmail Installation and Operation GuideSMM:08-67iDeliverinteractively (synchronously)bDeliverinbackground (asynchronously)qJust queue the message (deliverduring queue run)dDefer delivery and all map lookups (deliverduring queue run)Defaults to ‘‘b’’ifnooption is specified, ‘‘i’’ifitisspecified but givennoargu-ment (i.e., ‘‘Od’’isequivalent to ‘‘Odi’’). The−vcommand line flag sets this toi.Note: for internal reasons, ‘‘i’’does not work if a milter is enabled which canreject or delete recipients.In that case the mode will be changed to ‘‘b’’.DialDelay=sleeptime[no short name] Dial-on-demand network connections can see timeouts if a con-nection is opened before the call is set up.If this is set to an interval and a con-nection times out on the first connection being attemptedsendmailwill sleep forthis amount of time and try again. Thisshould give your system time to establishthe connection to your service provider.Units default to seconds, so “DialDe-lay=5” uses a fivesecond delay.Defaults to zero (no retry).This delay onlyapplies to mailers which have the Z flag set.DirectSubmissionModifiers=modifiersDefines${daemon_flags}for direct (command line) submissions.If not set,${daemon_flags}is either "CC f" if the option−Gis used or "c u" otherwise.Note that only the the "CC", "c", "f", and "u" flags are checked.DontBlameSendmail=option,option,...[no short name] In order to avoid possible cracking attempts caused by world- andgroup-writable files and directories,sendmaildoes paranoid checking when open-ing most of its support files.If for some reason you absolutely must run with, forexample, a group-writable/etcdirectory,then you will have toturn offthis check-ing (at the cost of making your system more vulnerable to attack).The possiblearguments have been described earlier.The details of these flags are describedabove.Use of this option is not recommended.DontExpandCnames[no short name] The standards say that all host addresses used in a mail messagemust be fully canonical.Forexample, if your host is named “Cruft.Foo.ORG”and also has an alias of “FTP.Foo.ORG”, the former name must be used at alltimes. Thisis enforced during host name canonification ($[ ... $] lookups).If thisoption is set, the protocols are ignored and the “wrong” thing is done.However,the IETF is moving toward changing this standard, so the behavior may becomeacceptable. Pleasenote that hosts downstream may still rewrite the address to bethe true canonical name however.DontInitGroups [noshort name] If set,sendmailwill avoid using the initgroups(3) call.If you arerunning NIS, this causes a sequential scan of the groups.byname map, which cancause your NIS server to be badly overloaded in a large domain.The cost of thisis that the only group found for users will be their primary group (the one in thepassword file), which will makefile access permissions somewhat more restric-tive.Has no effect on systems that don’thav egroup lists.DontProbeInterfaces[no short name]Sendmailnormally finds the names of all interfaces active onyour machine when it starts up and adds their name to the$=wclass of knownhost aliases.If you have a large number of virtual interfaces or if your DNSinverse lookups are slowthis can be time consuming.This option turns offthatprobing. However, you will need to be certain to include all variant names in the$=wclass by some other mechanism.If set toloopback,loopback interfaces(e.g., lo0) will not be probed.



SMM:08-68 SendmailInstallation and Operation GuideDontPruneRoutes [R]Normally,sendmailtries to eliminate anyunnecessary explicit routes whensending an error message (as discussed in RFC 1123 § 5.2.6).Forexample, whensending an error message to<@known1,@known2,@known3:user@unknown>sendmailwill strip offthe “@known1,@known2” in order to makethe route asdirect as possible.However, iftheRoption is set, this will be disabled, and themail will be sent to the first address in the route, eveniflater addresses are known.This may be useful if you are caught behind a firewall.DoubleBounceAddress=error-address[no short name] If an error occurs when sending an error message, send the errorreport (termed a “double bounce” because it is an error “bounce” that occurswhen trying to send another error “bounce”) to the indicated address.The addressis macro expanded at the time of delivery.Ifnot set, defaults to “postmaster”.Ifset to an empty string, double bounces are dropped.EightBitMode=action[8] Set handling of eight-bit data.There are twokinds of eight-bit data: thatdeclared as such using theBODY=8BITMIMEESMTP declaration or the−B8BITMIMEcommand line flag, and undeclared 8-bit data, that is, input thatjust happens to be eight bits.There are three basic operations that can happen:undeclared 8-bit data can be automatically converted to 8BITMIME, undeclared8-bit data can be passed as-is without conversion to MIME (‘‘just send 8’’), anddeclared 8-bit data can be converted to 7-bits for transmission to a non-8BIT-MIME mailer.The possibleactionsare:sReject undeclared 8-bit data (‘‘strict’’)mConvert undeclared 8-bit data to MIME (‘‘mime’’)pPass undeclared 8-bit data (‘‘pass’’)In all cases properly declared 8BITMIME data will be converted to 7BIT asneeded.ErrorHeader=file-or-message[E] Prepend error messages with the indicated message.If it begins with a slash,it is assumed to be the pathname of a file containing a message (this is the recom-mended setting).Otherwise, it is a literal message.The error file might containthe name, email address, and/or phone number of a local postmaster who couldprovide assistance to end users.If the option is missing or null, or if it names afile which does not exist or which is not readable, no message is printed.ErrorMode=x[e] Dispose of errors using modex.The values forxare:pPrint error messages (default)qNomessages, just give exit statusmMail back errorswWrite back errors (mail if user not logged in)eMail back errors (when applicable) and give zero exit stat alwaysNote that the last mode, “e”, is for Berknet error processing and should not beused in normal circumstances.Note, too, that mode “q”, only applies to errorsrecognized before sendmail forks for background delivery.FallbackMXhost=fallbackhost[V] If specified, thefallbackhostacts likeavery lowpriority MX on every host.MX records will be looked up for this host, unless the name is surrounded bysquare brackets. Thisis intended to be used by sites with poor network connectiv-ity.Messages which are undeliverable due to temporary address failures (e.g.,



Sendmail Installation and Operation GuideSMM:08-69DNS failure) also go to the FallbackMXhost.FallBackSmartHost=hostnameIf specified, theFallBackSmartHostwill be used in a last-ditch effort for eachhost. Thisis intended to be used by sites with "fakeinternal DNS", e.g., a com-panywhose DNS accurately reflects the world inside that company’sdomain butnot outside.FastSplit [noshort name] If set to a value greater than zero (the default is one), it sup-presses the MX lookups on addresses when theyare initially sorted, i.e., for thefirst delivery attempt.This usually results in faster envelope splitting unless theMX records are readily available in a local DNS cache.To enforce initial sortingbased on MX records setFastSplitto zero.If the mail is submitted directly fromthe command line, then the value also limits the number of processes to deliverthe envelopes; if more envelopes are created theyare only queued up and must betaken care of by a queue run.Since the default submission method is via SMTP(either from a MUAorvia the MSP), the value ofFastSplitis seldom used tolimit the number of processes to deliverthe envelopes.ForkEachJob [Y]If set, delivereach job that is run from the queue in a separate process.ForwardPath=path[J] Set the path for searching for users’ .forward files.The default is “$z/.for-ward”. Somesites that use the automounter may prefer to change this to“/var/forward/$u” to search a file with the same name as the user in a systemdirectory.Itcan also be set to a sequence of paths separated by colons;sendmailstops at the first file it can successfully and safely open.Forexample, “/var/for-ward/$u:$z/.forward” will search first in /var/forward/usernameand then in˜user-name/.forward (but only if the first file does not exist).HeloName=name[no short name] Set the name to be used for HELO/EHLO (instead of $j).HoldExpensive [c] If an outgoing mailer is marked as being expensive,don’tconnect immedi-ately.HostsFile=path[no short name] The path to the hosts database, normally “/etc/hosts”.This optionis only consulted when sendmail is canonifying addresses, and then only when“files” is in the “hosts” service switch entry.Inparticular,this file isneverusedwhen looking up host addresses; that is under the control of the systemgethostby-name(3) routine.HostStatusDirectory=path[no short name] The location of the long term host status information.When set,information about the status of hosts (e.g., host down or not accepting connec-tions) will be shared between allsendmailprocesses; normally,this information isonly held within a single queue run.This option requires a connection cache of atleast 1 to function.If the option begins with a leading ‘/’, it is an absolute path-name; otherwise, it is relative tothe mail queue directory.Asuggested value forsites desiring persistent host status is “.hoststat” (i.e., a subdirectory of the queuedirectory).IgnoreDots [i]Ignore dots in incoming messages.This is always disabled (that is, dots arealways accepted) when reading SMTP mail.InputMailFilters=name,name,...Acomma separated list of filters which determines which filters (see the "X —Mail Filter (Milter) Definitions" section) and the invocation sequence are con-tacted for incoming SMTP messages.If none are set, no filters will be contacted.



SMM:08-70 SendmailInstallation and Operation GuideLDAPDefaultSpec=spec[no short name] Sets a default map specification for LDAP maps.The valueshould only contain LDAP specific settings such as “-h host -p port -d bindDN”.The settings will be used for all LDAP maps unless the individual map specifica-tion overrides a setting.This option should be set before anyLDAPmaps aredefined.LogLevel=n[L] Set the log levelton.Defaults to 9.Mxvalue[no long version] Set the macroxtovalue.This is intended only for use from thecommand line.The−Mflag is preferred.MailboxDatabase [noshort name] Type of lookup to find information about local mailboxes,defaults to ‘‘pw’’which usesgetpwnam.Other types can be introduced by addingthem to the source code, see libsm/mbdb.c for details.UseMSP [noshort name] Use as mail submission program, i.e., allowgroup writable queuefiles if the group is the same as that of a set-group-ID sendmail binary.See thefilesendmail/SECURITYin the distribution tarball.MatchGECOS [G]Allowfuzzy matching on the GECOS field.If this flag is set, and the usualuser name lookups fail (that is, there is no alias with this name and agetpwnamfails), sequentially search the password file for a matching entry in the GECOSfield. Thisalso requires that MATCHGECOS be turned on during compilation.This option is not recommended.MaxAliasRecursion=N[no short name] The maximum depth of alias recursion (default: 10).MaxDaemonChildren=N[no short name] If set,sendmailwill refuse connections when it has more thanNchildren processing incoming mail or automatic queue runs.This does not limitthe number of outgoing connections.If the defaultDeliveryMode(background)is used, thensendmailmay create an almost unlimited number of children(depending on the number of transactions and the relative execution times of mailreceiption and mail delivery). Ifthe limit should be enforced, then aDelivery-Modeother than background must be used.If not set, there is no limit to thenumber of children -- that is, the system load average controls this.MaxHeadersLength=N[no short name] The maximum length of the sum of all headers.This can be usedto prevent a denial of service attack.The default is no limit.MaxHopCount=N[h] The maximum hop count.Messages that have been processed more thanNtimes are assumed to be in a loop and are rejected.Defaults to 25.MaxMessageSize=N[no short name] Specify the maximum message size to be advertised in theESMTP EHLO response.Messages larger than this will be rejected.If set to avalue greater than zero, that value will be listed in the SIZE response, otherwiseSIZE is advertised in the ESMTP EHLO response without a parameter.MaxMimeHeaderLength=N[/M][no short name] Sets the maximum length of certain MIME header field values toNcharacters. TheseMIME header fields are determined by being a member ofclass {checkMIMETextHeaders}, which currently contains only the header Con-tent-Description. For some of these headers which takeparameters, the maximumlength of each parameter is set toMif specified.If/Mis not specified, one half ofNwill be used.By default, these values are 2048 and 1024, respectively.To



Sendmail Installation and Operation GuideSMM:08-71allowany length, a value of 0 can be specified.MaxNOOPCommands=NOverride the default ofMAXNOOPCOMMANDSfor the number ofuselesscommands, see Section "Measures against Denial of Service Attacks".MaxQueueChildren=N[no short name] When set, this limits the number of concurrent queue runner pro-cesses toN.This helps to control the amount of system resources used when pro-cessing the queue.When there are multiple queue groups defined and the totalnumber of queue runners for these queue groups would exceedMaxQueueChil-drenthen the queue groups will not all run concurrently.That is, some portion ofthe queue groups will run concurrently such thatMaxQueueChildrenwill not beexceeded, while the remaining queue groups will be run later (in round robinorder). See alsoMaxRunnersPerQueueand the sectionQueue Group Declara-tion.Notice:sendmaildoes not count individual queue runners, but only sets ofprocesses that act on a workgroup. Hencethe actual number of queue runnersmay be lower than the limit imposed byMaxQueueChildren.This discrepancycan be large if some queue runners have towait for a slowserver and if shortintervals are used.MaxQueueRunSize=N[no short name] The maximum number of jobs that will be processed in a singlequeue run.If not set, there is no limit on the size.If you have very large queuesor a very short queue run interval this could be unstable.However, since the firstNjobs in queue directory order are run (rather than theNhighest priority jobs)this should be set as high as possible to avoid “losing” jobs that happen to fall latein the queue directory.Note: this option also restricts the number of entriesprinted bymailq.That is, ifMaxQueueRunSizeis set to a valueNlarger thanzero, then onlyNentries are printed per queue group.MaxRecipientsPerMessage=N[no short name] The maximum number of recipients that will be accepted permessage in an SMTP transaction.Note: setting this too lowcan interfere withsending mail from MUAs that use SMTP for initial submission.If not set, there isno limit on the number of recipients per envelope.MaxRunnersPerQueue=N[no short name] This sets the default maximum number of queue runners forqueue groups.Up toNqueue runners will work in parallel on a queue group’smessages. Thisis useful where the processing of a message in the queue mightdelay the processing of subsequent messages. Such a delay may be the result ofnon-erroneous situations such as a lowbandwidth connection.May be overriddenon a per queue group basis by setting theRunnersoption; see the sectionQueueGroup Declaration.The default is 1 when not set.MeToo [m]Send to me too, evenifIaminanalias expansion. Thisoption is deprecatedand will be removedfrom a future version.Milter [noshort name] This option has several sub(sub)options.The names of the sub-options are separated by dots.At the first levelthe following options are avail-able:LogLevelLog levelfor input mail filter actions, defaults to LogLevel.macros Specifieslist of macro to transmit to filters.See list below.The ‘‘macros’’option has the following suboptions which specify the list ofmacro to transmit to milters after a certain event occurred.



SMM:08-72 SendmailInstallation and Operation Guideconnect Aftersession connection starthelo AfterEHLO/HELO commandenvfrom AfterMAIL From commandenvrcpt AfterRCPT Tocommanddata AfterDATA command.eoh AfterDATA command and headereom AfterDATA command and terminating ‘‘.’’By default the lists of macros are empty.Example:OMilter.LogLevel=12OMilter.macros.connect=j, _, {daemon_name}MinFreeBlocks=N[b] Insist on at leastNblocks free on the filesystem that holds the queue filesbefore accepting email via SMTP.Ifthere is insufficient spacesendmailgivesa452 response to the MAIL command.This invites the sender to try again later.MinQueueAge=age[no short name] Don’tprocess anyqueued jobs that have been in the queue lessthan the indicated time interval. Thisis intended to allowyou to get respon-siveness by processing the queue fairly frequently without thrashing your systemby trying jobs too often.The default units are minutes.Note: This option isignored for queue runs that select a subset of the queue, i.e.,“−q[!][I|R|S|Q][string]”MustQuoteChars=s[no short name] Sets the list of characters that must be quoted if used in a fullname that is in the phrase part of a ‘‘phrase <address>’’syntax. Thedefault is‘‘´.’’.The characters ‘‘@,;:\()[]’’are always added to this list.NiceQueueRun [noshort name] The priority of queue runners (nice(3)).This value must begreater or equal zero.NoRecipientAction[no short name] The action to takewhen you receive a message that has no validrecipient headers (To:, Cc:, Bcc:, or Apparently-To: — the last included for backcompatibility with oldsendmails). Itcan beNoneto pass the message on unmod-ified, which violates the protocol,Add-Toto add a To: header with anyrecipientsit can find in the envelope (which might expose Bcc: recipients),Add-Appar-ently-Toto add an Apparently-To: header (this is only for back-compatibility andis officially deprecated),Add-To-Undisclosedto add a header “To: undisclosed-recipients:;” to makethe header legalwithout disclosing anything, orAdd-Bcctoadd an empty Bcc: header.OldStyleHeaders [o]Assume that the headers may be in old format, i.e., spaces delimit names.This actually turns on an adaptive algorithm: if anyrecipient address contains acomma, parenthesis, or angle bracket, it will be assumed that commas alreadyexist. Ifthis flag is not on, only commas delimit names.Headers are always out-put with commas between the names.Defaults to off.OperatorChars=charlist[$o macro] The list of characters that are considered to be “operators”, that is,characters that delimit tokens. Alloperator characters are tokens by themselves;sequences of non-operator characters are also tokens. Whitespace characters sep-arate tokens but are not tokens themselves — for example, “AAA.BBB” has threetokens, but “AAA BBB” has two. Ifnot set, OperatorChars defaults to “.:@[]”;additionally,the characters “()<>,;”are always operators.Note that



Sendmail Installation and Operation GuideSMM:08-73OperatorChars must be set in the configuration file before anyrulesets.PidFile=filename[no short name] Filename of the pid file.(default is _PATH_SENDMAILPID).Thefilenameis macro-expanded before it is opened, and unlinked whensendmailexits.PostmasterCopy=postmaster[P] If set, copies of error messages will be sent to the namedpostmaster.Only theheader of the failed message is sent.Errors resulting from messages with a neg-ative precedence will not be sent.Since most errors are user problems, this isprobably not a good idea on large sites, and arguably contains all sorts of privacyviolations, but it seems to be popular with certain operating systems vendors. Theaddress is macro expanded at the time of delivery.Defaults to no postmastercopies.PrivacyOptions=opt,opt,...[p] Set the privacyoptions. ‘‘Privacy’’ isreally a misnomer; manyofthese arejust a way of insisting on stricter adherence to the SMTP protocol.Theoptionscan be selected from:public Allowopen accessneedmailhelo Insiston HELO or EHLO command before MAILneedexpnhelo Insiston HELO or EHLO command before EXPNnoexpn DisallowEXPN entirely,implies noverb.needvrfyhelo Insiston HELO or EHLO command before VRFYnovrfy DisallowVRFY entirelynoetrn DisallowETRN entirelynoverb DisallowVERB entirelyrestrictmailq Restrictmailq commandrestrictqrun Restrict−q command line flagrestrictexpand Restrict−bvand −v command line flagsnoreceipts Don’treturn success DSNs20nobodyreturn Don’treturn the body of a message with DSNsgoawayDisallowessentially all SMTP status queriesauthwarnings PutX-Authentication-Warning: headers in messagesand log warningsnoactualrecipient Don’tput X-Actual-Recipient lines in DSNswhich reveal the actual account that addresses map to.The “goaway” pseudo-flag sets all flags except “noreceipts”, “restrictmailq”,“restrictqrun”, “restrictexpand”, “noetrn”, and “nobodyreturn”.If mailq isrestricted, only people in the same group as the queue directory can print thequeue. Ifqueue runs are restricted, only root and the owner of the queue directorycan run the queue.The “restrictexpand” pseudo-flag instructssendmailto dropprivileges when the−bvoption is givenbyusers who are neither root nor theTrustedUser so users cannot read private aliases, forwards, or :include: files.Itwill add the “NonRootSafeAddr” to the “DontBlameSendmail” option to preventmisleading unsafe address warnings. Italso overrides the−v(verbose) commandline option to prevent information leakage.Authentication Warnings add warn-ings about various conditions that may indicate attempts to spoof the mail system,such as using a non-standard queue directory.20N.B.: thenoreceiptsflag turns offsupport for RFC 1891 (Delivery Status Notification).



SMM:08-74 SendmailInstallation and Operation GuideProcessTitlePrefix=string[no short name] Prefix the process title shown on ’ps’ listings withstring.Thestringwill be macro processed.QueueDirectory=dir[Q] The QueueDirectory option serves twopurposes. First,it specifies the direc-tory or set of directories that comprise the default queue group.Second, it speci-fies the directory D which is the ancestor of all queue directories, and which send-mail uses as its current working directory.When sendmail dumps core, it leavesits core files in D.There are twocases. Ifdirends with an asterisk (eg,/var/spool/mqueue/qd*), then all of the directories or symbolic links to directoriesbeginning with ‘qd’ in/var/spool/mqueuewill be used as queue directories of thedefault queue group, and/var/spool/mqueuewill be used as the working directoryD. Otherwise,dirmust name a directory (usually/var/spool/mqueue): the defaultqueue group consists of the single queue directorydir,and the working directoryDisset todir.Todefine additional groups of queue directories, use the configura-tion file ‘Q’ command.Do not change the queue directory structure while send-mail is running.QueueFactor=factor[q] Usefactoras the multiplier in the map function to decide when to just queueup jobs rather than run them.This value is divided by the difference between thecurrent load average and the load average limit (QueueLAoption) to determinethe maximum message priority that will be sent.Defaults to 600000.QueueLA=LA[x] When the system load average exceedsLAand theQueueFactor(q)optiondivided by the difference in the current load average and theQueueLAoptionplus one is less than the priority of the message, just queue messages (i.e., don’ttry to send them).Defaults to 8 multiplied by the number of processors online onthe system (if that can be determined).QueueFileMode=mode[no short name] Default permissions for queue files (octal).If not set, sendmailuses 0600 unless its real and effective uid are different in which case it uses 0644.QueueSortOrder=algorithm[no short name] Sets thealgorithmused for sorting the queue.Only the first char-acter of the value is used.Legalvalues are “host” (to order by the name of thefirst host name of the first recipient), “filename” (to order by the name of thequeue file name), “time” (to order by the submission/creation time), “random” (toorder randomly), “modification” (to order by the modification time of the qf file(older entries first)), “none” (to not order), and “priority” (to order by messagepriority). Hostordering makes better use of the connection cache, but may tend toprocess lowpriority messages that go to a single host overhigh priority messagesthat go to several hosts; it probably shouldn’tbeused on slownetwork links.Filename and modification time ordering savesthe overhead of reading all of thequeued items before starting the queue run.Creation (submission) time orderingis almost always a bad idea, since it allows large, bulk mail to go out beforesmaller,personal mail, but may have applicability on some hosts with very fastconnections. Randomis useful if several queue runners are started by hand whichtry to drain the same queue since odds are theywill be working on different partsof the queue at the same time.Priority ordering is the default.QueueTimeout=timeout[T] A synonym for “Timeout.queuereturn”. Usethat form instead of the “Queue-Timeout” form.



Sendmail Installation and Operation GuideSMM:08-75RandFile [noshort name] Name of file containing random data or the name of the UNIXsocket if EGD is used.A(required) prefix "egd:" or "file:" specifies the type.STARTTLS requires this filename if the compile flag HASURANDOMDEV isnot set (see sendmail/README).ResolverOptions=options[I] Set resolver options.Values can be set using+flagand cleared using−flag;theflagscan be “debug”, “aaonly”, “usevc”, “primary”, “igntc”, “recurse”, “def-names”, “stayopen”, “use_inet6”, or “dnsrch”.The string “HasWildcardMX”(without a+or−)can be specified to turn offmatching against MX records whendoing name canonifications.The string “WorkAroundBrokenAAAA” (without a+or−)can be specified to work around some broken nameservers which returnSERVFAIL (a temporary failure) on T_AAAA (IPv6) lookups.Notice: it mightbe necessary to apply the same (or similar) options tosubmit.cftoo.RequiresDirfsync [noshort name] This option can be used to override the compile time flagREQUIRES_DIR_FSYNCat runtime by setting it tofalse.Ifthe compile timeflag is not set, the option is ignored.The flag turns on support for file systems thatrequire to callfsync()for a directory if the meta-data in it has been changed.Thisshould be turned on at least for older versions of ReiserFS; it is enabled by defaultfor Linux.According to some information this flag is not needed anymore forkernel 2.4.16 and newer.RrtImpliesDsn [R]If this option is set, a “Return-Receipt-To:” header causes the request of aDSN, which is sent to the envelope sender as required by RFC 1891, not to theaddress giveninthe header.RunAsUser=user[no short name] Theuserparameter may be a user name (looked up in/etc/passwd)ora numeric user id; either form can have “:group” attached (wheregroup can be numeric or symbolic).If set to a non-zero (non-root) value,send-mailwill change to this user id shortly after startup21.This avoids a certain classof security problems.However, this means that all “.forward” and “:include:”files must be readable by the indicateduserand all files to be written must bewritable byuserAlso, all file and program deliveries will be marked unsafe unlessthe optionDontBlameSendmail=NonRootSafeAddris set, in which case thedelivery will be done asuser.Itisalso incompatible with theSafeFileEnviron-mentoption. Inother words, it may not actually add much to security on an aver-age system, and may in fact detract from security (because other file permissionsmust be loosened).However, itshould be useful on firewalls and other placeswhere users don’thav eaccounts and the aliases file is well constrained.RecipientFactor=fact[y] The indicatedfactor is added to the priority (thusloweringthe priority of thejob) for each recipient, i.e., this value penalizes jobs with large numbers of recipi-ents. Defaults to 30000.RefuseLA=LA[X] When the system load average exceedsLA,refuse incoming SMTP connec-tions. Defaults to 12 multiplied by the number of processors online on the system(if that can be determined).RejectLogInterval=timeout[no short name] Log interval when refusing connections for this long (default:3h).21When running as a daemon, it changes to this user after accepting a connection but before reading anySMTPcommands.



SMM:08-76 SendmailInstallation and Operation GuideRetryFactor=fact[Z] Thefactor is added to the priority every time a job is processed.Thus, eachtime a job is processed, its priority will be decreased by the indicated value. Inmost environments this should be positive,since hosts that are down are all toooften down for a long time.Defaults to 90000.SafeFileEnvironment=dir[no short name] If this option is set,sendmailwill do achroot(2) call into the indi-cateddirectory before doing anyfile writes.If the file name specified by the userbegins withdir,that partial path name will be stripped offbefore writing, so (forexample) if the SafeFileEnvironment variable is set to “/safe” then aliases of“/safe/logs/file” and “/logs/file” actually indicate the same file.Additionally,ifthis option is set,sendmailrefuses to delivertosymbolic links.SaveFromLine [f]Save UNIX-style “From” lines at the front of headers.Normally theyareassumed redundant and discarded.SendMimeErrors [j]If set, send error messages in MIME format (see RFC 2045 and RFC 1344 fordetails). Ifdisabled,sendmailwill not return the DSN keyword in response to anEHLO and will not do Delivery Status Notification processing as described inRFC 1891.ServerCertFile [noshort name] File containing the certificate of the server,i.e., this certificate isused when sendmail acts as server (used for STARTTLS).ServerKeyFile [noshort name] File containing the private key belonging to the server certificate(used for STARTTLS).ServiceSwitchFile=filename[no short name] If your host operating system has a service switch abstraction(e.g., /etc/nsswitch.conf on Solaris or /etc/svc.conf on Ultrix and DEC OSF/1) thatservice will be consulted and this option is ignored.Otherwise, this is the nameof a file that provides the list of methods used to implement particular services.The syntax is a series of lines, each of which is a sequence of words. Thefirstword is the service name, and following words are service types.The servicesthatsendmailconsults directly are “aliases” and “hosts.”Service types can be“dns”, “nis”, “nisplus”, or “files” (with the caveat that the appropriate supportmust be compiled in before the service can be referenced).If ServiceSwitchFileis not specified, it defaults to /etc/mail/service.switch.If that file does not exist,the default switch is:aliases fileshosts dnsnis filesThe default file is “/etc/mail/service.switch”.SevenBitInput [7]Strip input to sevenbits for compatibility with old systems.This shouldn’tbenecessary.SharedMemoryKey[no short name] Key touse for shared memory segment; if not set (or 0), sharedmemory will not be used.If set to -1sendmailcan select a key itself providedthat alsoSharedMemoryKeyFileis set.Requires support for shared memory tobe compiled intosendmail.Ifthis option is set,sendmailcan share some databetween different instances.Forexample, the number of entries in a queue direc-tory or the available space in a file system.This allows for more efficient programexecution, since only one process needs to update the data instead of each individ-ual process gathering the data each time it is required.SharedMemoryKeyFile[no short name] IfSharedMemoryKeyis set to -1 then the automatically selected



Sendmail Installation and Operation GuideSMM:08-77shared memory key will be stored in the specified file.SingleLineFromHeader[no short name] If set, From: lines that have embedded newlines are unwrappedonto one line.This is to get around a botch in Lotus Notes that apparently cannotunderstand legally wrapped RFC 822 headers.SingleThreadDelivery[no short name] If set, a client machine will nevertry to open twoSMTP connec-tions to a single server machine at the same time, evenindifferent processes.That is, if anothersendmailis already talking to some host a newsendmailwillnot open another connection.This property is of mixed value; although thisreduces the load on the other machine, it can cause mail to be delayed (for exam-ple, if onesendmailis delivering a huge message, othersendmailswon’tbeableto send evensmall messages).Also, it requires another file descriptor (for thelock file) per connection, so you may have toreduce theConnectionCacheSizeoption to avoid running out of per-process file descriptors.Requires theHostSta-tusDirectoryoption.SmtpGreetingMessage=message[$e macro] The message printed when the SMTP server starts up.Defaults to “$jSendmail $v ready at $b”.SoftBounce Ifset, issue temporary errors (4xy) instead of permanent errors (5xy).This can beuseful during testing of a newconfiguration to avoid erroneous bouncing of mails.StatusFile=file[S] Log summary statistics in the namedfile.Ifnofile name is specified, "statis-tics" is used.If not set, no summary statistics are saved. Thisfile does not growin size.It can be printed using themailstats(8) program.SuperSafe [s]This option can be set to True, False, Interactive,orPostMilter.Ifset to True,sendmailwill be super-safe when running things, i.e., always instantiate the queuefile, evenifyou are going to attempt immediate delivery.Sendmailalways instan-tiates the queue file before returning control to the client under anycircumstances.This should reallyalwaysbe set to True. TheInteractive value has been intro-duced in 8.12 and can be used together withDeliveryMode=i.Itskips some syn-chronization calls which are effectively doubled in the code execution path forthis mode.If set to PostMilter,sendmaildefers synchronizing the queue file untilanymilters have signaled acceptance of the message.PostMilter is useful onlywhensendmailis running as an SMTP server; in all other situations it acts thesame as True.TLSSrvOptions [noshort name] List of options for SMTP STARTTLS for the server consisting ofsingle characters with intervening white space or commas.The flag ‘‘V’’disablesclient verification, and hence it is not possible to use a client certificate for relay-ing. Currentlythere are no other flags available.TempFileMode=mode[F] The file mode for transcript files, files to whichsendmaildelivers directly,filesin theHostStatusDirectory,andStatusFile.Itisinterpreted in octal by default.Defaults to 0600.Timeout.type=timeout[r; subsumes old T option as well] Set timeout values. For more information, seesection 4.1.TimeZoneSpec=tzinfo[t] Set the local time zone info totzinfo—for example, “PST8PDT”.Actually,ifthis is not set, the TZ environment variable is cleared (so the system default is



SMM:08-78 SendmailInstallation and Operation Guideused); if set but null, the user’sTZvariable is used, and if set and non-null the TZvariable is set to this value.TrustedUser=user[no short name] Theuserparameter may be a user name (looked up in/etc/passwd)oranumeric user id.Trusted user for file ownership and starting thedaemon. Ifset, generated alias databases and the control socket (if configured)will automatically be owned by this user.TryNullMXList [w]If this system is the “best” (that is, lowest preference) MX for a givenhost, itsconfiguration rules should normally detect this situation and treat that conditionspecially by forwarding the mail to a UUCP feed, treating it as local, or whatever.However, insome cases (such as Internet firewalls) you may want to try to con-nect directly to that host as though it had no MX records at all.Setting this optioncausessendmailto try this.The downside is that errors in your configuration arelikely to be diagnosed as “host unknown” or “message timed out” instead ofsomething more meaningful.This option is disrecommended.UnixFromLine=fromline[$l macro] Defines the format used whensendmailmust add a UNIX-style From_line (that is, a line beginning “From<space>user”).Defaults to “From $g$d”.Don’tchange this unless your system uses a different UNIX mailbox format (veryunlikely).UnsafeGroupWrites[no short name] If set (default), :include: and .forward files that are group writableare considered “unsafe”, that is, theycannot reference programs or write directlyto files.World writable :include: and .forward files are always unsafe.Note: useDontBlameSendmailinstead; this option is deprecated.UseErrorsTo[l] If there is an “Errors-To:” header,send error messages to the addresses listedthere. Theynormally go to the envelope sender.Use of this option causessend-mailto violate RFC 1123.This option is disrecommended and deprecated.UserDatabaseSpec=udbspec[U] The user database specification.Verbose [v]Run in verbose mode.If this is set,sendmailadjusts optionsHoldExpensive(oldc)andDeliveryMode(oldd)sothat all mail is delivered completely in a sin-gle job so that you can see the entire delivery process.OptionVerboseshouldneverbe set in the configuration file; it is intended for command line use only.Note that the use of optionVerbosecan cause authentication information to leak,if you use a sendmail client to authenticate to a server.Ifthe authentication mech-anism uses plain text passwords (as with LOGIN or PLAIN), then the passwordcould be compromised.To avoid this, do not install sendmail set-user-ID root,and disable theVERBSMTP command with a suitablePrivacyOptionssetting.XscriptFileBufferSize=threshold[no short name] Set thethreshold,inbytes, before a memory-based queue tran-script file becomes disk-based.The default is 4096 bytes.All options can be specified on the command line using the −O or −o flag, but most will causesend-mailto relinquish its set-user-ID permissions.The options that will not cause this are SevenBitIn-put [7], EightBitMode [8], MinFreeBlocks [b], CheckpointInterval [C], DeliveryMode [d], Error-Mode [e], IgnoreDots [i], SendMimeErrors [j], LogLevel[L], MeToo [m], OldStyleHeaders [o], Pri-vacyOptions [p], SuperSafe [s], Verbose [v], QueueSortOrder,MinQueueAge, DefaultCharSet, DialDelay,NoRecipientAction, ColonOkInAddr,MaxQueueRunSize, SingleLineFromHeader,andAllowBogusHELO. Actually,PrivacyOptions [p] givenonthe command line are added to thosealready specified in thesendmail.cffile, i.e., theycan’tbereset. Also,M(define macro) whendefining the r or s macros is also considered “safe”.



Sendmail Installation and Operation GuideSMM:08-795.7. P—Precedence DefinitionsValues for the “Precedence:” field may be defined using thePcontrol line.The syntax of thisfield is:Pname=numWhen thenameis found in a “Precedence:” field, the message class is set tonum.Higher numbersmean higher precedence.Numbers less than zero have the special property that if an error occursduring processing the body of the message will not be returned; this is expected to be used for“bulk” mail such as through mailing lists.The default precedence is zero.Forexample, our list ofprecedences is:Pfirst-class=0Pspecial-delivery=100Plist=−30Pbulk=−60Pjunk=−100People writing mailing list exploders are encouraged to use “Precedence: list”.Older versions ofsendmail(which discarded all error returns for negative precedences) didn’trecognize this name,giving it a default precedence of zero.This allows list maintainers to see error returns on both oldand newversions ofsendmail.5.8. V—Configuration Version LevelTo provide compatibility with old configuration files, theVline has been added to definesome very basic semantics of the configuration file.These are not intended to be long term sup-ports; rather,theydescribe compatibility features which will probably be removedinfuture releases.N.B.:these versionlevelshave nothing to do with the versionnumberon the files.Forexam-ple, as of this writing version 10 config files (specifically,8.10) used version level9configurations.“Old” configuration files are defined as version levelone. Version leveltwo files makethefollowing changes:(1) Hostname canonification ($[ ... $]) appends a dot if the name is recognized; this givestheconfig file a way of finding out if anything matched.(Actually,this just initializes the“host” map with the “−a.”flag — you can reset it to anything you prefer by declaring themap explicitly.)(2) Default host name extension is consistent throughout processing; version levelone configu-rations turned offdomain extension (that is, adding the local domain name) during certainpoints in processing.Version leveltwo configurations are expected to include a trailing dotto indicate that the name is already canonical.(3) Localnames that are not aliases are passed through a newdistinguished ruleset five; this canbe used to append a local relay.This behavior can be prevented by resolving the local namewith an initial ‘@’.That is, something that resolves to a local mailer and a user name of“vikki” will be passed through ruleset five, but a user name of “@vikki” will have the ‘@’stripped, will not be passed through ruleset five, but will otherwise be treated the same asthe prior example. Theexpectation is that this might be used to implement a policywheremail sent to “vikki” was handled by a central hub, but mail sent to “vikki@localhost” wasdelivered directly.Version levelthree files allow#initiated comments on all lines.Exceptions are backslashescaped # marks and the $# syntax.Version levelfour configurations are completely equivalent to levelthree for historical rea-sons.



SMM:08-80 SendmailInstallation and Operation GuideVersion levelfive configuration files change the default definition of$wto be just the firstcomponent of the hostname.Version levelsix configuration files change manyofthe local processing options (such asaliasing and matching the beginning of the address for ‘|’ characters) to be mailer flags; this allowsfine-grained control overthe special local processing.Levelsix configuration files may also uselong option names.TheColonOkInAddroption (to allowcolons in the local-part of addresses)defaultsonfor lower numbered configuration files; the configuration file requires some additionalintelligence to properly handle the RFC 822 group construct.Version levelsev enconfiguration files used newoption names to replace old macros ($ebecameSmtpGreetingMessage,$lbecameUnixFromLine,and$obecameOperatorChars.Also, prior to version seven, theF=qflag (use 250 instead of 252 return value forSMTP VRFYcom-mands) was assumed.Version leveleight configuration files allow$#on the left hand side of ruleset lines.Version levelnine configuration files allowparentheses in rulesets, i.e. theyare not treated ascomments and hence removed.Version levelten configuration files allowqueue group definitions.TheVline may have anoptional/vendorto indicate that this configuration file uses modifica-tions specific to a particular vendor22.You may use “/Berkeley” to emphasize that this configura-tion file uses the Berkeleydialect ofsendmail.5.9. K—Key File DeclarationSpecial maps can be defined using the line:Kmapname mapclass argumentsThemapnameis the handle by which this map is referenced in the rewriting rules.Themapclassisthe name of a type of map; these are compiled in tosendmail.Theargumentsare interpreteddepending on the class; typically,there would be a single argument naming the file containing themap.Maps are referenced using the syntax:$(map key$@arguments$:default$)where either or both of theargumentsordefaultportion may be omitted.The$@ argumentsmayappear more than once.The indicatedkeyandargumentsare passed to the appropriate mappingfunction. Ifit returns a value, it replaces the input.If it does not return a value and thedefaultisspecified, thedefaultreplaces the input.Otherwise, the input is unchanged.Theargumentsare passed to the map for arbitrary use.Most map classes can interpolatethese arguments into their values using the syntax “%n”(wherenis a digit) to indicate the corre-spondingargument.Argument “%0” indicates the database key.For example, the ruleR$− ! $+$: $(uucp $1 $@ $2 $: $2 @ $1 . UUCP $)Looks up the UUCP name in a (user defined) UUCP map; if not found it turns it into “.UUCP”form. Thedatabase might contain records like:decvax %1@%0.DEC.COMresearch %1@%0.ATT.COMNote thatdefaultclauses neverdothis mapping.22And of course, vendors are encouraged to add themselves to the list of recognized vendors by editing the routinesetvendorinconf.c.Please send e-mail to sendmail@Sendmail.ORG to register your vendor dialect.



Sendmail Installation and Operation GuideSMM:08-81The built-in map with both name and class “host” is the host name canonicalization lookup.Thus, the syntax:$(hosthostname$)is equivalent to:$[hostname$]There are manydefined classes.dbm Databaselookups using the ndbm(3) library.Sendmailmust be compiled withNDBMdefined.btree Databaselookups using the btree interface to the BerkeleyDBlibrary.Sendmailmust be compiled withNEWDBdefined.hash Databaselookups using the hash interface to the BerkeleyDBlibrary.Sendmailmust be compiled withNEWDBdefined.nis NISlookups.Sendmailmust be compiled withNISdefined.nisplus NIS+lookups.Sendmailmust be compiled withNISPLUSdefined. Theargu-ment is the name of the table to use for lookups, and the−kand−vflags may beused to set the key and value columns respectively.hesiod Hesiodlookups.Sendmailmust be compiled withHESIODdefined.ldap LDAP X500 directory lookups.Sendmailmust be compiled withLDAPMAPdefined. Themap supports most of the standard arguments and most of the com-mand line arguments of theldapsearchprogram. Notethat, by default, if a singlequery matches multiple values, only the first value will be returned unless the−z(value separator) map flag is set.Also, the−1map flag will treat a multiple valuereturn as if there were no matches.netinfo NeXTNetInfo lookups.Sendmailmust be compiled withNETINFOdefined.text Textfile lookups.The format of the text file is defined by the−k(key field num-ber),−v(value field number), and−z(field delimiter) flags.ph PHquery map.Contributed and supported by Mark Roth, roth@uiuc.edu.Formore information, consult the web site “http://www-dev.cites.uiuc.edu/sendmail/”.nsd nsdmap for IRIX 6.5 and later.Contributed and supported by Bob Mende ofSGI, mende@sgi.com.stab Internalsymbol table lookups.Used internally for aliasing.implicit Reallyshould be called “alias” — this is used to get the default lookups for aliasfiles, and is the default if no class is specified for alias files.user Looksup users usinggetpwnam(3). The−vflag can be used to specify the nameof the field to return (although this is normally used only to check the existence ofauser).host Canonifieshost domain names.Givenahost name it calls the name server to findthe canonical name for that host.bestmx Returnsthe best MX record for a host name givenasthe key.The currentmachine is always preferred — that is, if the current machine is one of the hostslisted as a lowest-preference MX record, then it will be guaranteed to be returned.This can be used to find out if this machine is the target for an MX record, andmail can be accepted on that basis.If the−zflag is given, then all MX names arereturned, separated by the givendelimiter.



SMM:08-82 SendmailInstallation and Operation Guidedns Thismap requires the option -R to specify the DNS resource record type tolookup. The following types are supported: A, AAAA, AFSDB, CNAME, MX,NS, PTR, SRV, and TXT.Amap lookup will return only one record.Hence forsome types, e.g., MX records, the return value might be a random element of thelist due to randomizing in the DNS resolver.sequence Thearguments on the ‘K’ line are a list of maps; the resulting map searches theargument maps in order until it finds a match for the indicated key.For example,if the key definition is:Kmap1 ...Kmap2 ...Kseqmap sequence map1 map2then a lookup against “seqmap” first does a lookup in map1.If that is found, itreturns immediately.Otherwise, the same key isused for map2.syslog thekeyislogged viasyslogd(8). Thelookup returns the empty string.switch Muchlikethe “sequence” map except that the order of maps is determined by theservice switch.The argument is the name of the service to be looked up; the val-ues from the service switch are appended to the map name to create newmapnames. For example, consider the key definition:Kali switch aliasestogether with the service switch entry:aliases nisfilesThis causes a query against the map “ali” to search maps named “ali.nis” and“ali.files” in that order.dequote Stripdouble quotes (") from a name.It does not strip backslashes, and will notstrip quotes if the resulting string would contain unscannable syntax (that is, basicerrors likeunbalanced angle brackets; more sophisticated errors such as unknownhosts are not checked). Theintent is for use when trying to accept mail from sys-tems such as DECnet that routinely quote odd syntax such as"49ers::ubell"Atypical usage is probably something like:Kdequote dequote...R$− $:$(dequote $1 $)R$− $+$: $>3 $1 $2Care must be taken to prevent unexpected results; for example,"|someprogram < input > output"will have quotes stripped, but the result is probably not what you had in mind.Fortunately these cases are rare.regexThe map definition on theKline contains a regular expression. Anykey input iscompared to that expression using the POSIX regular expressions routines reg-comp(), regerr(), and regexec(). Referto the documentation for those routines formore information about the regular expression matching.No rewriting of the keyis done if the−mflag is used.Without it, the key isdiscarded or if−sif used, it issubstituted by the substring matches, delimited by$|or the string specified withthe the−dflag. Theflags available for the map are



Sendmail Installation and Operation GuideSMM:08-83-n not-f casesensitive-b basicregular expressions (default is extended)-s substringmatch-d setthe delimiter used for -s-a appendstring to key-m matchonly,donot replace/discard value-D performno lookup in deferred delivery mode.The−sflag can include an optional parameter which can be used to select the sub-strings in the result of the lookup.Forexample,-s1,3,4Notes: to match a$in a string, \$$ must be used.If the pattern contains spaces,theymust be replaced with the blank substitution character,unless it is spaceitself.program Thearguments on theKline are the pathname to a program and anyinitial param-eters to be passed.When the map is called, the key isadded to the initial parame-ters and the program is invokedasthe default user/group id.The first line of stan-dard output is returned as the value of the lookup.This has manypotential secu-rity problems, and has terrible performance; it should be used only when abso-lutely necessary.macro Setor clear a macro value. Toset a macro, pass the value as the first argument inthe map lookup.To clear a macro, do not pass an argument in the map lookup.The map always returns the empty string.Example of typical usage include:Kstorage macro...#set macro ${MyMacro} to the ruleset matchR$+ $:$(storage {MyMacro} $@ $1 $) $1#set macro ${MyMacro} to an empty stringR$* $:$(storage {MyMacro} $@ $) $1#clear macro ${MyMacro}R$− $:$(storage {MyMacro} $) $1arith Performsimple arithmetic operations.The operation is givenaskey,currently +,-, *, /, %, |, & (bitwise OR, AND), l (for less than), =, and r (for random) are sup-ported. Thetwooperands are givenasarguments. Thelookup returns the resultof the computation, i.e.,TRUEorFALSEfor comparisons, integer values other-wise. Theroperator returns a pseudo-random number whose value lies betweenthe first and second operand (which requires that the first operand is smaller thanthe second).All options which are possible for maps are ignored.Asimpleexample is:Kcomp arith...Scheck_etrnR$* $:$(comp l $@ $&{load_avg} $@ 7 $) $1RFALSE$# error ...



SMM:08-84 SendmailInstallation and Operation Guidesocket Thesocket map uses a simple request/reply protocol overTCP or UNIX domainsockets to query an external server.Both requests and replies are text based andencoded as netstrings, i.e., a string "hello there" becomes:11:hello there,Note: neither requests nor replies end with CRLF.The request consists of the database map name and the lookup key separated by aspace character:<mapname> ’ ’ <key>The server responds with a status indicator and the result (if any):<status> ’ ’ <result>The status indicator specifies the result of the lookup operation itself and is one ofthe following upper case words:OK thekeywas found, result contains the looked up valueNOTFOUNDthe key was not found, the result is emptyTEMP atemporary failure occuredTIMEOUT atimeout occured on the server sidePERM apermanent failure occuredIn case of errors (status TEMP,TIMEOUT or PERM) the result field may containan explanatory message.However, the explanatory message is not used anyfur-ther bysendmail.Example replies:31:OK resolved.address@example.com,56:OK error:550 5.7.1 User does not accept mail from sender,in case of successful lookups, or:8:NOTFOUND,in case the key was not found, or:55:TEMP this text explains that we had a temporary failure,in case of a temporary map lookup failure.The socket map uses the same syntax as milters (see Section "X — Mail Filter(Milter) Definitions") to specify the remote endpoint, e.g.,Ksocket mySocketMap inet:12345@127.0.0.1If multiple socket maps define the same remote endpoint, theywill share a singleconnection to this endpoint.



Sendmail Installation and Operation GuideSMM:08-85Most of these accept as arguments the same optional flags and a filename (or a mapname forNIS; the filename is the root of the database path, so that “.db” or some other extension appropriatefor the database type will be added to get the actual database name).Known flags are:−o Indicatesthat this map is optional — that is, if it cannot be opened, no error isproduced, andsendmailwill behave asifthe map existed but was empty.−N, −OIf neither−Nor−Oare specified,sendmailuses an adaptive algorithm to decidewhether or not to look for null bytes on the end of keys. Itstarts by trying both; ifit finds anykey with a null byte it nevertries again without a null byte and viceversa. If−Nis specified it nevertries without a null byte and if−Ois specified itnevertries with a null byte.Setting one of these can speed matches but are nevernecessary.Ifboth−Nand−Oare specified,sendmailwill nevertry anymatchesat all — that is, everything will appear to fail.−axAppend the stringxon successful matches.Forexample, the defaulthostmapappends a dot on successful matches.−TxAppend the stringxon temporary failures. For example,xwould be appended if aDNS lookup returned “server failed” or an NIS lookup could not locate a server.See also the−tflag.−f Donot fold upper to lower case before looking up the key.−m Matchonly (without replacing the value). Ifyou only care about the existence ofakey and not the value (as you might when searching the NIS map“hosts.byname” for example), this flag prevents the map from substituting thevalue. However, The −a argument is still appended on a match, and the default isstill taken if the match fails.−kkeycolThe key column name (for NIS+) or number (for text lookups).ForLDAPmapsthis is an LDAP filter string in which %s is replaced with the literal contents ofthe lookup key and %0 is replaced with the LDAP escaped contents of the lookupkeyaccording to RFC 2254.If the flag−Kis used, then %1 through %9 arereplaced with the LDAP escaped contents of the arguments specified in the maplookup.−vvalcolThe value column name (for NIS+) or number (for text lookups).ForLDAPmaps this is the name of one or more attributes to be returned; multiple attributescan be separated by commas.If not specified, all attributes found in the matchwill be returned.The attributes listed can also include a type and one or moreobjectClass values for matching as described in the LDAP section.−zdelimThe column delimiter (for text lookups).It can be a single character or one of thespecial strings “\n” or “\t” to indicate newline or tab respectively.Ifomittedentirely,the column separator is anysequence of white space.ForLDAPmapsthis is the separator character to combine multiple values into a single returnstring. Ifnot set, the LDAP lookup will only return the first match found.ForDNS maps this is the separator character at which the result of a query is cut offifis too long.−t Normally,when a map attempts to do a lookup and the server fails (e.g.,sendmailcouldn’tcontact anyname server; this isnotthe same as an entry not being foundin the map), the message being processed is queued for future processing.The−tflag turns offthis behavior,letting the temporary failure (server down) act asthough it were a permanent failure (entry not found).It is particularly useful forDNS lookups, where someone else’smisconfigured name server can cause prob-lems on your machine.However, care must be taken to ensure that you don’tbounce mail that would be resolved correctly if you tried again. Acommon



SMM:08-86 SendmailInstallation and Operation Guidestrategy is to forward such mail to another,possibly better connected, mail server.−D Performno lookup in deferred delivery mode.This flag is set by default for thehostmap.−SspacesubThe character to use to replace space characters after a successful map lookup(esp. useful for regexand syslog maps).−sspacesubForthe dequote map only,the character to use to replace space characters after asuccessful dequote.−q Don’tdequote the key before lookup.−LlevelForthe syslog map only,itspecifies the leveltouse for the syslog call.−A Whenrebuilding an alias file, the−Aflag causes duplicate entries in the text ver-sion to be merged. For example, twoentries:list: user1,user2list: user3would be treated as though it were the single entrylist: user1,user2, user3in the presence of the−Aflag.Some additional flags are available for the host and dns maps:−d delay:specify the resolver’sretransmission time interval (in seconds).−r retry:specify the number of times to retransmit a resolver query.The dns map has another flag:−B basedomain:specify a domain that is always appended to queries.The following additional flags are present in the ldap map only:−R Donot auto chase referrals.sendmail must be compiled with−DLDAP_REFER-RALSto use this flag.−n Retrieve attribute names only.−VsepRetrieve both attributes name and value(s), separated bysep.−rderefSet the alias dereference option to one of never, always, search, or find.−sscopeSet search scope to one of base, one (one level), or sub (subtree).−hhostLDAP server hostname.Some LDAP libraries allowyou to specify multiple,space-separated hosts for redundancy. Inaddition, each of the hosts listed can befollowed by a colon and a port number to override the default LDAP port.−pportLDAP service port.−HLDAPURIUse the specified LDAP URI instead of specifying the hostname and port sepa-rately with the the−hand−poptions shown above.For example,-h server.example.com -p 389 -b dc=example,dc=comis equivalent to-H ldap://server.example.com:389 -b dc=example,dc=comIf the LDAP library supports it, the LDAP URI format howevercan also requestLDAP overSSL by usingldaps://instead ofldap://.For example:OLDAPDefaultSpec=-H ldaps://ldap.example.com -b dc=example,dc=comSimilarly,ifthe LDAP library supports it, It can also be used to specify a UNIXdomain socket usingldapi://:



Sendmail Installation and Operation GuideSMM:08-87OLDAPDefaultSpec=-H ldapi://socketfile -b dc=example,dc=com−bbaseLDAP search base.−ltimelimitTime limit for LDAP queries.−ZsizelimitSize (number of matches) limit for LDAP or DNS queries.−ddistinguished_nameThe distinguished name to use to login to the LDAP server.−MmethodThe method to authenticate to the LDAP server.Should be one ofLDAP_AUTH_NONE,LDAP_AUTH_SIMPLE,orLDAP_AUTH_KRBV4.−PpasswordfileThe file containing the secret key for theLDAP_AUTH_SIMPLEauthenticationmethod or the name of the Kerberos ticket file forLDAP_AUTH_KRBV4.−1 Force LDAP searches to only succeed if a single match is found.If multiple val-ues are found, the search is treated as if no match was found.−wversionSet the LDAP API/protocol version to use.The default depends on the LDAPclient libraries in use.Forexample,−w 3will causesendmailto use LDAPv3when communicating with the LDAP server.−K Treat the LDAP search key asmulti-argument and replace %1 through %9 in thekeywith the LDAP escaped contents of the lookup arguments specified in the maplookup.Thedbmmap appends the strings “.pag” and “.dir” to the givenfilename; thehashandbtreemaps append “.db”.Forexample, the map specificationKuucp dbm −o −N /etc/mail/uucpmapspecifies an optional map named “uucp” of class “dbm”; it always has null bytes at the end of everystring, and the data is located in /etc/mail/uucpmap.{dir,pag}.The programmakemap(8) can be used to build anyofthe three database-oriented maps.Ittakes the following flags:−f Donot fold upper to lower case in the map.−N Includenull bytes in keys.−o Appendto an existing (old) file.−r Allowreplacement of existing keys; normally,re-inserting an existing key isanerror.−v Printwhat is happening.Thesendmaildaemon does not have toberestarted to read the newmaps as long as you changethem in place; file locking is used so that the maps won’tberead while theyare being updated.Newclasses can be added in the routinesetupmapsin fileconf.c.5.10. Q—Queue Group DeclarationIn addition to the optionQueueDirectory,queue groups can be declared that define a (groupof) queue directories under a common name.The syntax is as follows:Qname{,field=value}+wherenameis the symbolic name of the queue group under which it can be referenced in variousplaces and the “field=value” pairs define attributes of the queue group.The name must only consistof alphanumeric characters.Fields are:Flags Flagsfor this queue group.



SMM:08-88 SendmailInstallation and Operation GuideNice Thenice(2) increment for the queue group.This value must be greater or equalzero.Interval Thetime between twoqueue runs.Path Thequeue directory of the group (required).Runners Thenumber of parallel runners processing the queue.Note thatF=fmust be set ifthis value is greater than one.Jobs Themaximum number of jobs (messages delivered) per queue run.recipients Themaximum number of recipients per envelope. Envelopes with more than thisnumber of recipients will be split into multiple envelopes in the same queue direc-tory.The default value 0 means no limit.Only the first character of the field name is checked.By default, a queue group namedmqueueis defined that uses the value of theQueueDirectoryoption as path.Notice: all paths that are used for queue groups must be subdirectories ofQueueDi-rectory.Since theycan be symbolic links, this isn’tareal restriction, IfQueueDirectoryuses awildcard, then the directory one levelupisconsidered the ‘‘base’’directory which all other queuedirectories must share.Please makesure that the queue directories do not overlap, e.g., do not spec-ifyOQueueDirectory=/var/spool/mqueue/*Qone, P=/var/spool/mqueue/dir1Qtwo, P=/var/spool/mqueue/dir2because this also includes “dir1” and “dir2” in the default queue group.However,OQueueDirectory=/var/spool/mqueue/main*Qone, P=/var/spool/mqueue/dirQtwo, P=/var/spool/mqueue/other*is a valid queue group specification.Options listed in the ‘‘Flags’’field can be used to modify the behavior of a queue group.The‘‘f’’flag must be set if multiple queue runners are supposed to work on the entries in a queue group.Otherwisesendmailwill work on the entries strictly sequentially.The ‘‘Interval’’field sets the time between queue runs.If no queue group specific interval isset, then the parameter of the-qoption from the command line is used.To control the overall number of concurrently active queue runners the optionMaxQueueChildrencan be set.This limits the number of processes used for running the queues toMaxQueueChildren,though at anyone time fewer processes may be active asaresult of queueoptions, completed queue runs, system load, etc.The maximum number of queue runners for an individual queue group can be controlled viatheRunnersoption. Ifset to 0, entries in the queue will not be processed, which is useful to ‘‘quar-antine’’queue files.The number of runners per queue group may also be set with the optionMaxRunnersPerQueue,which applies to queue groups that have noindividual limit.That is, thedefault value forRunnersisMaxRunnersPerQueueif set, otherwise 1.The field Jobs describes the maximum number of jobs (messages delivered) per queue run,which is the queue group specific value ofMaxQueueRunSize.Notice: queue groups should be declared after all queue related options have been set becausequeue groups taketheir defaults from those options.If an option is set after a queue group declara-tion, the values of options in the queue group are set to the defaults ofsendmailunless explicitly setin the declaration.Each envelope is assigned to a queue group based on the algorithm described in section‘‘Queue Groups and Queue Directories’’.



Sendmail Installation and Operation GuideSMM:08-895.11. X—Mail Filter (Milter) DefinitionsThesendmailMail Filter API (Milter) is designed to allowthird-party programs access tomail messages as theyare being processed in order to filter meta-information and content.Theyaredeclared in the configuration file as:Xname{,field=value}*wherenameis the name of the filter (used internally only) and the “field=name” pairs defineattributes of the filter.Also see the documentation for theInputMailFiltersoption for more infor-mation.Fields are:Socket Thesocket specificationFlags Specialflags for this filterTimeouts Timeouts for this filterOnly the first character of the field name is checked (it’scase-sensitive).The socket specification is one of the following forms:S=inet:port@hostS=inet6:port@hostS=local:pathThe first twodescribe an IPv4 or IPv6 socket listening on a certainportat a givenhostor IPaddress. Thefinal form describes a named socket on the filesystem at the givenpath.The following flags may be set in the filter description.RReject connection if filter unavailable.TTemporary fail connection if filter unavailable.If neither F=R nor F=T is specified, the message is passed throughsendmailin case of filtererrors as if the failing filters were not present.The timeouts can be set using the four fields inside of theT=equate:CTimeout for connecting to a filter.Ifset to 0, the system’sconnect()timeout will be used.STimeout for sending information from the MTAtoafilter.RTimeout for reading reply from the filter.EOverall timeout between sending end-of-message to filter and waiting for the final acknowl-edgment.Note the separator between each timeout field is a’;’.The default values (if not set) are:T=C:5m;S:10s;R:10s;E:5mwheresis seconds andmis minutes.Examples:Xfilter1, S=local:/var/run/f1.sock, F=RXfilter2, S=inet6:999@localhost, F=T,T=S:1s;R:1s;E:5mXfilter3, S=inet:3333@localhost, T=C:2m5.12. TheUser DatabaseThe user database is deprecated in favorof‘‘virtusertable’’and ‘‘genericstable’’asexplainedin the filecf/README.Ifyou have a version ofsendmailwith the user database package com-piled in, the handling of sender and recipient addresses is modified.The location of this database is controlled with theUserDatabaseSpecoption.



SMM:08-90 SendmailInstallation and Operation Guide5.12.1. Structureofthe user databaseThe database is a sorted (BTree-based) structure.User records are stored with the key:user-name:field-nameThe sorted database format ensures that user records are clustered together.Meta-information isalways stored with a leading colon.Field names define both the syntax and semantics of the value. Definedfields include:maildrop Thedelivery address for this user.There may be multiple values of thisrecord. Inparticular,mailing lists will have onemaildroprecord for each useron the list.mailname Theoutgoing mailname for this user.For each outgoing name, there shouldbe an appropriatemaildroprecord for that name to allowreturn mail.See also:default:mailname.mailsender Changesanymail sent to this address to have the indicated envelope sender.This is intended for mailing lists, and will normally be the name of an appro-priate -request address.It is very similar to the owner-listsyntax in the aliasfile.fullname Thefull name of the user.office-address Theoffice address for this user.office-phone Theoffice phone number for this user.office-fax Theoffice FAX number for this user.home-address Thehome address for this user.home-phone Thehome phone number for this user.home-fax Thehome FAX number for this user.project A(short) description of the project this person is affiliated with.In the Uni-versity this is often just the name of their graduate advisor.plan Apointer to a file from which plan information can be gathered.As of this writing, only a fewofthese fields are actually being used bysendmail:mail-dropandmailname.Afingerprogram that uses the other fields is planned.5.12.2. Userdatabase semanticsWhen the rewriting rules submit an address to the local mailer,the user name is passedthrough the alias file.If no alias is found (or if the alias points back to the same address), thename (with “:maildrop” appended) is then used as a key inthe user database.If no matchoccurs (or if the maildrop points at the same address), forwarding is tried.If the first token of the user name returned by ruleset 0 is an “@” sign, the user databaselookup is skipped.The intent is that the user database will act as a set of defaults for a cluster(in our case, the Computer Science Division); mail sent to a specific machine should ignorethese defaults.When mail is sent, the name of the sending user is looked up in the database.If that userhas a “mailname” record, the value of that record is used as their outgoing name.Forexample, Imight have a record:eric:mailname Eric.Allman@CS.Berkeley.EDUThis would cause my outgoing mail to be sent as Eric.Allman.If a “maildrop” is found for the user,but no corresponding “mailname” record exists, therecord “:default:mailname” is consulted.If present, this is the name of a host to override the



Sendmail Installation and Operation GuideSMM:08-91local host.Forexample, in our case we would set it to “CS.Berkeley.EDU”. Theeffect is thatanyone known in the database gets their outgoing mail stamped as “user@CS.Berkeley.EDU”,butpeople not listed in the database use the local hostname.5.12.3. Creating the database23The user database is built from a text file using themakemaputility (in the distribution inthe makemap subdirectory).The text file is a series of lines corresponding to userdb records;each line has a key and a value separated by white space.The key isalways in the formatdescribed above — for example:eric:maildropThis file is normally installed in a system directory; for example, it might be called/etc/mail/userdb.Tomakethe database version of the map, run the program:makemap btree /etc/mail/userdb < /etc/mail/userdbThen create a config file that uses this.Forexample, using the V8 M4 configuration, include thefollowing line in your .mc file:define(`confUSERDB_SPEC´, /etc/mail/userdb)6. OTHER CONFIGURATIONThere are some configuration changes that can be made by recompilingsendmail.This sectiondescribes what changes can be made and what has to be modified to makethem. Inmost cases thisshould be unnecessary unless you are portingsendmailto a newenvironment.6.1. Parameters in devtools/OS/$oscfThese parameters are intended to describe the compilation environment, not site policy, andshould normally be defined in the operating system configuration file.This section needs a com-plete rewrite.NDBM Ifset, the newversion of the DBM library that allows multiple databases will beused. Ifneither NDBM nor NEWDB are set, a much less efficient method of aliaslookup is used.NEWDB Ifset, use the newdatabase package from Berkeley(from 4.4BSD).This packageis substantially faster than DBM or NDBM.If NEWDB and NDBM are both set,sendmailwill read DBM files, but will create and use NEWDB files.NIS Includesupport for NIS.If set together withbothNEWDB and NDBM,sendmailwill create both DBM and NEWDB files if and only if an alias file includes thesubstring “/yp/” in the name.This is intended for compatibility with SunMicrosystems’mkaliasprogram used on YP masters.NISPLUS Compilein support for NIS+.NETINFO Compilein support for NetInfo (NeXT stations).LDAPMAP Compilein support for LDAP X500 queries.Requires libldap and liblber fromthe Umich LDAP 3.2 or 3.3 release or equivalent libraries for other LDAPlibraries such as OpenLDAP.HESIOD Compilein support for Hesiod.23These instructions are known to be incomplete.Other features are available which provide similar functionality,e.g., virtualhosting and mapping local addresses into a generic form as explained in cf/README.



SMM:08-92 SendmailInstallation and Operation GuideMAP_NSD Compilein support for IRIX NSD lookups.MAP_REGEX Compilein support for regular expression matching.DNSMAP Compilein support for DNS map lookups in thesendmail.cffile.PH_MAP Compilein support for ph lookups.SASL Compilein support for SASL, a required component for SMTP Authenticationsupport.STARTTLS Compilein support for STARTTLS.EGD Compilein support for the "EntropyGathering Daemon" to provide better randomdata for TLS.TCPWRAPPERS Compilein support for TCP Wrappers._PATH_SENDMAILCFThe pathname of the sendmail.cf file._PATH_SENDMAILPIDThe pathname of the sendmail.pid file.SM_CONF_SHMCompile in support for shared memory,see section about "/var/spool/mqueue".MILTER Compilein support for contacting external mail filters built with the Milter API.There are also several compilation flags to indicate the environment such as “_AIX3” and“_SCO_unix_”. Seethe sendmail/README file for the latest scoop on these flags.6.2. Parameters in sendmail/conf.hParameters and compilation options are defined in conf.h.Most of these need not normallybe tweaked; common parameters are all in sendmail.cf.However, the sizes of certain primitive vec-tors, etc., are included in this file.The numbers following the parameters are their default value.This document is not the best source of information for compilation flags in conf.h — seesendmail/README or sendmail/conf.h itself.MAXLINE [2048]The maximum line length of anyinput line.If message lines exceed thislength theywill still be processed correctly; however, header lines, configura-tion file lines, alias lines, etc., must fit within this limit.MAXNAME [256]The maximum length of anyname, such as a host or a user name.MAXPV [256]The maximum number of parameters to anymailer.This limits the number ofrecipients that may be passed in one transaction.It can be set to anyarbitrarynumber above about 10, sincesendmailwill break up a delivery into smallerbatches as needed.Ahigher number may reduce load on your system, how-ev er.MAXQUEUEGROUPS [50]The maximum number of queue groups.MAXATOM[1000] Themaximum number of atoms (tokens) in a single address.Forexample, theaddress “eric@CS.Berkeley.EDU” is sevenatoms.MAXMAILERS [25]The maximum number of mailers that may be defined in the configuration file.This value is defined in include/sendmail/sendmail.h.MAXRWSETS [200]The maximum number of rewriting sets that may be defined.The first half ofthese are reserved for numeric specification (e.g., ‘‘S92’’), while the upper halfare reserved for auto-numbering (e.g., ‘‘Sfoo’’). Thus,with a value of 200 anattempt to use ‘‘S99’’will succeed, but ‘‘S100’’will fail.



Sendmail Installation and Operation GuideSMM:08-93MAXPRIORITIES [25]The maximum number of values for the “Precedence:” field that may bedefined (using thePline in sendmail.cf).MAXUSERENVIRON [100]The maximum number of items in the user environment that will be passed tosubordinate mailers.MAXMXHOSTS [100]The maximum number of MX records we will accept for anysingle host.MAXMAPSTACK[12]The maximum number of maps that may be "stacked" in asequenceclassmap.MAXMIMEARGS [20]The maximum number of arguments in a MIME Content-Type: header; addi-tional arguments will be ignored.MAXMIMENESTING [20]The maximum depth to which MIME messages may be nested (that is, nestedMessage or Multipart documents; this does not limit the number of compo-nents in a single Multipart document).MAXDAEMONS [10]The maximum number of sockets sendmail will open for accepting connec-tions on different ports.MAXMACNAMELEN [25]The maximum length of a macro name.Anumber of other compilation options exist. Thesespecify whether or not specific code should becompiled in.Ones marked with † are 0/1 valued.NETINET† Ifset, support for Internet protocol networking is compiled in.Previous ver-sions ofsendmailreferred to this asDAEMON;this old usage is nowincorrect.Defaults on; turn it offinthe Makefile if your system doesn’tsupport theInternet protocols.NETINET6† Ifset, support for IPv6 networking is compiled in.It must be separatelyenabled by addingDaemonPortOptionssettings.NETISO† Ifset, support for ISO protocol networking is compiled in (it may be appropri-ate to #define this in the Makefile instead of conf.h).NETUNIX† Ifset, support for UNIX domain sockets is compiled in.This is used for con-trol socket support.LOG Ifset, thesyslogroutine in use at some sites is used.This makes an informa-tional log record for each message processed, and makes a higher priority logrecord for internal system errors.STRONGLYRECOMMENDED—ifyouwant no logging, turn it offinthe configuration file.MATCHGECOS† Compilein the code to do ‘‘fuzzy matching’’onthe GECOS field in/etc/passwd. Thisalso requires that theMatchGECOSoption be turned on.NAMED_BIND† Compilein code to use the BerkeleyInternet Name Domain (BIND) server toresolveTCP/IP host names.NOTUNIX Ifyou are using a non-UNIX mail format, you can set this flag to turn offspe-cial processing of UNIX-style “From ” lines.USERDB† IncludetheexperimentalBerkeleyuser information database package.Thisadds a newlev eloflocal name expansion between aliasing and forwarding. It



SMM:08-94 SendmailInstallation and Operation Guidealso uses the NEWDB package.This may change in future releases.The following options are normally turned on in per-operating-system clauses in conf.h.IDENTPROT O†Compile in the IDENT protocol as defined in RFC 1413.This defaults on forall systems except Ultrix, which apparently has the interesting “feature” thatwhen it receivesa“host unreachable” message it closes all open connectionsto that host.Since some firewall gateways send this error code when youaccess an unauthorized port (such as 113, used by IDENT), Ultrix cannotreceive email from such hosts.SYSTEM5 Setall of the compilation parameters appropriate for System V.HASFLOCK† UseBerkeley-styleflockinstead of System Vlockfto do file locking.Due tothe highly unusual semantics of locks across forks inlockf,this should alwaysbe used if at all possible.HASINITGROUPS Setthis if your system has theinitgroups()call (if you have multiple groupsupport). Thisis the default if SYSTEM5 isnotdefined or if you are onHPUX.HASUNAME Setthis if you have theuname(2) system call (or corresponding library rou-tine). Setby default if SYSTEM5 is set.HASGETDTABLESIZESet this if you have thegetdtablesize(2) system call.HASWAITPID Setthis if you have thehaswaitpid(2) system call.FAST_PID_RECYCLESet this if your system can possibly reuse the same pid in the same second oftime.SFS_TYPE Themechanism that can be used to get file system capacity information.Thevalues can be one of SFS_USTAT (use the ustat(2) syscall), SFS_4ARGS (usethe four argument statfs(2) syscall), SFS_VFS (use the twoargument statfs(2)syscall including <sys/vfs.h>), SFS_MOUNT (use the twoargument statfs(2)syscall including <sys/mount.h>), SFS_STATFS (use the twoargumentstatfs(2) syscall including <sys/statfs.h>), SFS_STATVFS (use the twoargu-ment statfs(2) syscall including <sys/statvfs.h>), or SFS_NONE (no way toget this information).LA_TYPE Theload average type.Details are described below.The are several built-in ways of computing the load average.Sendmailtries to auto-configure thembased on imperfect guesses; you can select one using theccoption−DLA_TYPE=type,wheretypeis:LA_INT Thekernel stores the load average in the kernel as an array of long integers.The actual values are scaled by a factor FSCALE (default 256).LA_SHORTThe kernel stores the load average in the kernel as an array of short integers.The actual values are scaled by a factor FSCALE (default 256).LA_FLOAT The kernel stores the load average in the kernel as an array of double precisionfloats.LA_MACH UseMACH-style load averages.LA_SUBR Callthegetloadavgroutine to get the load average as an array of doubles.LA_ZEROAlways return zero as the load average. Thisis the fallback case.If typeLA_INT,LA_SHORT,orLA_FLOATis specified, you may also need to specify_PATH_UNIX(the path to your system binary) andLA_AVENRUN(the name of the variable containing the load



Sendmail Installation and Operation GuideSMM:08-95av erage in the kernel; usually “_avenrun” or “avenrun”).6.3. Configurationin sendmail/conf.cThe following changes can be made in conf.c.6.3.1. Built-inHeader SemanticsNot all header semantics are defined in the configuration file.Header lines that shouldonly be included by certain mailers (as well as other more obscure semantics) must be specifiedin theHdrInfotable inconf.c.This table contains the header name (which should be in all lowercase) and a set of header control flags (described below), The flags are:H_ACHECK Normallywhen the check is made to see if a header line is compatible withamailer,sendmailwill not delete an existing line.If this flag is set,send-mailwill delete evenexisting header lines.That is, if this bit is set and themailer does not have flag bits set that intersect with the required mailerflags in the header definition in sendmail.cf, the header line isalwaysdeleted.H_EOH Ifthis header field is set, treat it likeablank line, i.e., it will signal the endof the header and the beginning of the message text.H_FORCE Addthis header entry evenifone existed in the message before.If aheader entry does not have this bit set,sendmailwill not add anotherheader line if a header line of this name already existed. Thiswould nor-mally be used to stamp the message by everyone who handled it.H_TRACE Ifset, this is a timestamp (trace) field.If the number of trace fields in amessage exceeds a preset amount the message is returned on the assump-tion that it has an aliasing loop.H_RCPT Ifset, this field contains recipient addresses.This is used by the−tflag todetermine who to send to when it is collecting recipients from the mes-sage.H_FROM Thisflag indicates that this field specifies a sender.The order of thesefields in theHdrInfotable specifiessendmail’s preference for which fieldto return error messages to.H_ERRORSTOAddresses in this header should receive error messages.H_CTE Thisheader is a Content-Transfer-Encoding header.H_CTYPE Thisheader is a Content-Type header.H_STRIPVAL Stripthe value from the header (for Bcc:).Let’slook at a sampleHdrInfospecification:



SMM:08-96 SendmailInstallation and Operation Guidestruct hdrinfoHdrInfo[] ={/* originator fields, most to least significant*/"resent-sender", H_FROM,"resent-from", H_FROM,"sender", H_FROM,"from", H_FROM,"full-name", H_ACHECK,"errors-to", H_FROM | H_ERRORSTO,/* destination fields */"to", H_RCPT,"resent-to", H_RCPT,"cc", H_RCPT,"bcc", H_RCPT|H_STRIPVAL,/* message identification and control */"message", H_EOH,"text", H_EOH,/* trace fields */"received", H_TRACE | H_FORCE,/* miscellaneous fields */"content-transfer-encoding", H_CTE,"content-type", H_CTYPE,NULL, 0,};This structure indicates that the “To:”, “Resent-To:”, and “Cc:” fields all specify recipientaddresses. Any“Full-Name:” field will be deleted unless the required mailer flag (indicated inthe configuration file) is specified.The “Message:” and “Text:” fields will terminate the header;these are used by random dissenters around the network world. The“Received:” field willalways be added, and can be used to trace messages.There are a number of important points here.First, header fields are not added automati-cally just because theyare in theHdrInfostructure; theymust be specified in the configurationfile in order to be added to the message.Anyheader fields mentioned in the configuration filebutnot mentioned in theHdrInfostructure have default processing performed; that is, theyareadded unless theywere in the message already.Second, theHdrInfostructure only specifiescliched processing; certain headers are processed specially by ad hoc code regardless of the sta-tus specified inHdrInfo.For example, the “Sender:” and “From:” fields are always scanned onARPANET mail to determine the sender24;this is used to perform the “return to sender” func-tion. The“From:” and “Full-Name:” fields are used to determine the full name of the sender ifpossible; this is stored in the macro$xand used in a number of ways.6.3.2. RestrictingUse of EmailIf it is necessary to restrict mail through a relay,thecheckcompatroutine can be modified.This routine is called for every recipient address.It returns an exit status indicating the status ofthe message.The statusEX_OKaccepts the address,EX_TEMPFAILqueues the message for alater try,and other values (commonlyEX_UNAVAILABLE)reject the message.It is up tocheck-compatto print an error message (usingusrerr)ifthe message is rejected.Forexample,24Actually,this is no longer true in SMTP; this information is contained in the envelope. Theolder ARPANET protocols didnot completely distinguish envelope from header.



Sendmail Installation and Operation GuideSMM:08-97checkcompatcould read:intcheckcompat(to, e)register ADDRESS *to;register ENVELOPE *e;{register STAB *s;s=stab("private", ST_MAILER, ST_FIND);if (s != NULL && e−>e_from.q_mailer != LocalMailer &&to->q_mailer == s->s_mailer){usrerr("No private net mail allowed through this machine");return (EX_UNAVAILABLE);}if (MsgSize > 50000 && bitnset(M_LOCALMAILER, to−>q_mailer)){usrerr("Message too large for non-local delivery");e−>e_flags |= EF_NORETURN;return (EX_UNAVAILABLE);}return (EX_OK);}This would reject messages greater than 50000 bytes unless theywere local.TheEF_NORE-TURNflag can be set ine→e_flagsto suppress the return of the actual body of the message inthe error return.The actual use of this routine is highly dependent on the implementation, anduse should be limited.6.3.3. NewDatabase Map ClassesNewkey maps can be added by creating a class initialization function and a lookup func-tion. Theseare then added to the routinesetupmaps.The initialization function is called asxxx_map_init(MAP *map, char *args)Themapis an internal data structure.Theargsis a pointer to the portion of the configurationfile line following the map class name; flags and filenames can be extracted from this line.Theinitialization function must returntrueif it successfully opened the map,falseotherwise.The lookup function is called asxxx_map_lookup(MAP *map, char buf[], char **av, int *statp)Themapdefines the map internally.Thebufhas the input key.This may be (and often is) useddestructively.Theavis a list of arguments passed in from the rewrite line.The lookup functionshould return a pointer to the newvalue. Ifthe map lookup fails,*statpshould be set to an exitstatus code; in particular,itshould be set toEX_TEMPFAILif recovery is to be attempted by thehigher levelcode.6.3.4. QueueingFunctionThe routineshouldqueueis called to decide if a message should be queued or processedimmediately.Typically this compares the message priority to the current load average. Thedefault definition is:



SMM:08-98 SendmailInstallation and Operation Guideboolshouldqueue(pri, ctime)long pri;time_t ctime;{if (CurrentLA < QueueLA)return false;return (pri > (QueueFactor / (CurrentLA − QueueLA + 1)));}If the current load average (global variableCurrentLA,which is set before this function iscalled) is less than the lowthreshold load average (optionx,variableQueueLA),shouldqueuereturnsfalseimmediately (that is, it shouldnotqueue). Ifthe current load average exceeds thehigh threshold load average (optionX,variableRefuseLA),shouldqueuereturnstrueimmedi-ately.Otherwise, it computes the function based on the message priority,the queue factor(optionq,global variableQueueFactor), and the current and threshold load averages.An implementation wishing to takethe actual age of the message into account can alsouse thectimeparameter,which is the time that the message was first submitted tosendmail.Note that thepriparameter is already weighted by the number of times the message has beentried (although this tends to lower the priority of the message with time); the expectation is thatthectimewould be used as an “escape clause” to ensure that messages are eventually processed.6.3.5. RefusingIncoming SMTP ConnectionsThe functionrefuseconnectionsreturnstrueif incoming SMTP connections should berefused. Thecurrent implementation is based exclusively on the current load average and therefuse load average option (optionX,global variableRefuseLA):boolrefuseconnections(){return (RefuseLA > 0 && CurrentLA >= RefuseLA);}Amore cleverimplementation could look at more system resources.6.3.6. LoadAv erage ComputationThe routinegetlareturns the current load average (as a rounded integer). Thedistributionincludes several possible implementations.If you are porting to a newenvironment you mayneed to add some newtweaks.256.4. Configurationin sendmail/daemon.cThe filesendmail/daemon.ccontains a number of routines that are dependent on the local net-working environment. Theversion supplied assumes you have BSD style sockets.In previous releases, we recommended that you modify the routinemaphostnameif youwanted to generalize$[...$]lookups. Wenow recommend that you create a newkeyed mapinstead.25If you do, please send updates to sendmail@Sendmail.ORG.



Sendmail Installation and Operation GuideSMM:08-996.5. LDAPIn this section we assume thatsendmailhas been compiled with support for LDAP.6.5.1. LDAP RecursionLDAP Recursion allows you to add types to the search attributes on an LDAP map speci-fication. Thesyntax is:−vATTRIBUTE[:TYPE[:OBJECTCLASS[|OBJECTCLASS|...]]]The newTYPEsare:NORMAL Thisattribute type specifies the attribute to add to the results string.This isthe default.DN Anymatches for this attribute are expected to have a value of a fully qualifieddistinguished name.sendmailwill lookup that DN and apply the attributesrequested to the returned DN record.FILTER Anymatches for this attribute are expected to have a value of an LDAP searchfilter.sendmailwill perform a lookup with the same parameters as the origi-nal search but replaces the search filter with the one specified here.URL Anymatches for this attribute are expected to have a value of an LDAP URL.sendmailwill perform a lookup of that URL and use the results from theattributes named in that URL.Note howeverthat the search is done using thecurrent LDAP connection, regardless of what is specified as the scheme,LDAP host, and LDAP port in the LDAP URL.Anyuntyped attributes are consideredNORMALattributes as described above.The optionalOBJECTCLASS(| separated) list contains the objectClass values for whichthat attribute applies.If the list is given, the attribute named will only be used if the LDAPrecord being returned is a member of that object class.Note that if these newvalue attributeTYPEsare used in an AliasFile option setting, it will need to be double quoted to preventsend-mailfrom misparsing the colons.Note that LDAP recursion attributes which do not ultimately point to an LDAP record arenot considered an error.6.5.1.1. ExampleSince examples usually help clarify,here is an example which uses all four of the newtypes:OLDAPDefaultSpec=-h ldap.example.com -b dc=example,dc=comKe xample ldap-z,-k (&(objectClass=sendmailMTAAliasObject)(sendmailMTAKey=%0))-v sendmailMTAAliasValue,mail:NORMAL:inetOrgPerson,uniqueMember:DN:groupOfUniqueNames,sendmailMTAAliasSearch:FILTER:sendmailMTAAliasObject,sendmailMTAAliasURL:URL:sendmailMTAAliasObjectThat definition specifies that:•Any value in asendmailMTAAliasValueattribute will be added to the result string regard-less of object class.•Themailattribute will be added to the result string if the LDAP record is a member of theinetOrgPersonobject class.



SMM:08-100 SendmailInstallation and Operation Guide•TheuniqueMemberattribute is a recursive attribute, used only ingroupOfUniqueNamesrecords, and should contain an LDAP DN pointing to another LDAP record.The desirehere is to return themailattribute from those DNs.•ThesendmailMTAAliasSearchattribute andsendmailMTAAliasURLare both used only ifreferenced in asendmailMTAAliasObject.Theyare both recursive,the first for a newLDAP search string and the latter for an LDAP URL.6.6. STARTTLSIn this section we assume thatsendmailhas been compiled with support for STARTTLS. Toproperly understand the use of STARTTLS insendmail,itisnecessary to understand at least somebasics about X.509 certificates and public key cryptography. This information can be found inbooks about SSL/TLS or on WWW sites, e.g., “http://www.OpenSSL.org/”.6.6.1. CertificatesforSTARTTLSWhen acting as a server,sendmailrequires X.509 certificates to support STARTTLS: oneas certificate for the server (ServerCertFile and corresponding private ServerKeyFile) at leastone root CA (CACertFile), i.e., a certificate that is used to sign other certificates, and a path to adirectory which contains other CAs (CACertPath). Thefile specified via CACertFile can con-tain several certificates of CAs.The DNs of these certificates are sent to the client during theTLS handshake(as part of the CertificateRequest) as the list of acceptable CAs.However, donot list too manyroot CAs in that file, otherwise the TLS handshakemay fail; e.g.,error:14094417:SSL routines:SSL3_READ_BYTES:sslv3 alert illegalparameter:s3_pkt.c:964:SSL alert number 47Youshould probably put only the CA cert into that file that signed your own cert(s), or at leastonly those you trust.The CACertPath directory must contain the hashes of each CA certificateas filenames (or as links to them).Symbolic links can be generated with the following two(Bourne) shell commands:C=FileName_of_CA_Certificateln -s $C ‘openssl x509 -noout -hash < $C‘.0An X.509 certificate is also required for authentication in client mode (ClientCertFile and corre-sponding private ClientKeyFile), however,sendmailwill always use STARTTLS when offeredby a server.The client and server certificates can be identical.Certificates can be obtained fromacertificate authority or created with the help of OpenSSL.The required format for certificatesand private keysisPEM. Toallowfor automatic startup of sendmail, private keys(ServerKeyFile, ClientKeyFile) must be stored unencrypted.The keysare only protected by thepermissions of the file system.Nevermakeaprivate key available to a third party.6.6.2. PRNGforSTARTTLSSTARTTLS requires a strong pseudo random number generator (PRNG) to operate prop-erly.Depending on the TLS library you use, it may be required to explicitly initialize the PRNGwith random data.OpenSSL makes use of/dev/urandom(4)if available (this corresponds tothe compile flag HASURANDOMDEV).On systems which lack this support, a random filemust be specified in thesendmail.cffile using the option RandFile.It isstronglyadvised to usethe "EntropyGathering Daemon" EGD from Brian Warner on those systems to provide usefulrandom data.In this case,sendmailmust be compiled with the flag EGD, and the RandFileoption must point to the EGD socket. Ifneither/dev/urandom(4)nor EGD are available, youhave tomakesure that useful random data is available all the time in RandFile.If the file hasn’tbeen modified in the last 10 minutes before it is supposed to be used bysendmailthe content isconsidered obsolete.One method for generating this file is:



Sendmail Installation and Operation GuideSMM:08-101openssl rand -out /etc/mail/randfile -rand/path/to/file:...256See the OpenSSL documentation for more information.In this case, the PRNG for TLS is onlyseeded with other random data if theDontBlameSendmailoptionInsufficientEntropyis set.This is most likely not sufficient for certain actions, e.g., generation of (temporary) keys.Please see the OpenSSL documentation or other sources for further information about cer-tificates, their creation and their usage, the importance of a good PRNG, and other aspects ofTLS.6.7. Encodingof STARTTLS and AUTH related MacrosMacros that contain STARTTLS and AUTH related data which comes from outside sources,e.g., all macros containing information from certificates, are encoded to avoid problems with non-printable or special characters.The latter are ’\’, ’<’, ’>’, ’(’, ’)’, ’"’, ’+’, and ’ ’.All of these char-acters are replaced by their value in hexadecimal with a leading ’+’.Forexample:/C=US/ST=California/O=endmail.org/OU=private/CN=Darth Mail (Cert)/Email=darth+cert@endmail.orgis encoded as:/C=US/ST=California/O=endmail.org/OU=private/CN=Darth+20Mail+20+28Cert+29/Email=darth+2Bcert@endmail.org(line breaks have been inserted for readability).The macros which are subject to this encoding are{cert_subject}, {cert_issuer}, {cn_subject}, {cn_issuer}, as well as {auth_authen} and{auth_author}.7. ACKNOWLEDGEMENTSI’ve worked onsendmailfor manyyears, and manyemployers have been remarkably patientabout letting me work on a large project that was not part of my official job.This includes time on theINGRES Project at the University of California at Berkeley, atBritton Lee, and again on the Mammothand Titan Projects at Berkeley.Much of the second wav eof improvements resulting in version 8.1 should be credited to BryanCostales of the International Computer Science Institute.As he passed me drafts of his book onsend-mailIwas inspired to start working on things again. Bryanwasalso available to bounce ideas offof.Gregory Neil Shapiro of Worcester Polytechnic Institute has become instrumental in all phases ofsendmailsupport and development, and was largely responsible for getting versions 8.8 and 8.9 out thedoor.Many, manypeople contributed chunks of code and ideas tosendmail.Ithas proventobeagroup network effort. Version 8 in particular was a group project.The following people and organiza-tions made notable contributions:Claus AssmannJohn Beck, Hewlett-Packard & Sun MicrosystemsKeith Bostic, CSRG, University of California, BerkeleyAndrewCheng, Sun MicrosystemsMichael J. Corrigan, University of California, San DiegoBryan Costales, International Computer Science Institute & InfoBeatPa..r(Pell) EmanuelssonCraig Everhart, Transarc CorporationPer Hedeland, EricssonTomIvarHelbekkmo, Norwegian School of EconomicsKari Hurtta, Finnish Meteorological InstituteAllan E. Johannesen, WPIJonathan Kamens, OpenVision Technologies, Inc.



SMM:08-102 SendmailInstallation and Operation GuideTakahiro Kanbe, Fuji Xerox Information Systems Co., Ltd.Brian Kantor,University of California, San DiegoJohn Kennedy,Cal State University,ChicoMurray S. Kucherawy,HookUp Communication Corp.Bruce Lilly,SonyU.S.Karl LondonMotonori Nakamura, Ritsumeikan University & Kyoto UniversityJohn Gardiner Myers, Carnegie Mellon UniversityNeil Rickert, Northern Illinois UniversityGregory Neil Shapiro, WPIEric Schnoebelen, Convex Computer Corp.Eric Wassenaar,National Institute for Nuclear and High Energy Physics, AmsterdamRandall Winchester,University of MarylandChristophe Wolfhugel, Pasteur Institute & HerveSchauer Consultants (Paris)Exactis.com, Inc.Iapologize for anyone I have omitted, misspelled, misattributed, or otherwise missed.At this point, Isuspect that at least a hundred people have contributed code, and manymore have contributed ideas,comments, and encouragement.I’ve tried to list them in the RELEASE_NOTES in the distributiondirectory.Iappreciate their contribution as well.Special thanks are reserved for Michael Corrigan and Christophe Wolfhugel, who besides beingwonderful guinea pigs and contributors have also consented to be added to the ‘‘sendmail@Send-mail.ORG’’list and, by answering the bulk of the questions sent to that list, have freed me up to doother work.



APPENDIX ACOMMAND LINE FLAGSArguments must be presented with flags before addresses.The flags are:−AxSelect an alternative .cf file which is eithersendmail.cffor−Amorsubmit.cffor−Ac.Bydefault the .cf file is chosen based on the operation mode.For-bm(default),-bs,and-titissubmit.cfif it exists, for all others it issendmail.cf.−bxSet operation mode tox.Operation modes are:mDelivermail (default)sSpeak SMTP on input sidea† ‘‘Arpanet’’mode (get envelope sender information from header)dRun as a daemon in backgroundDRun as a daemon in foregroundtRun in test modevJust verify addresses, don’tcollect or deliveriInitialize the alias databasepPrint the mail queuePPrint overviewoverthe mail queue (requires shared memory)hPrint the persistent host status databaseHPurge expired entries from the persistent host status database−BtypeIndicate body type.−CfileUse a different configuration file.Sendmailruns as the invoking user (rather than root)when this flag is specified.−DlogfileSend debugging output to the indicatedlogfileinstead of stdout.−dlevelSet debugging level.−faddrThe envelope sender address is set toaddr.This address may also be used in the From:header if that header is missing during initial submission.The envelope sender address isused as the recipient for delivery status notifications and may also appear in a Return-Path: header.−FnameSets the full name of this user toname.−G Whenaccepting messages via the command line, indicate that theyare for relay (gate-way) submission.sendmail may complain about syntactically invalid messages, e.g.,unqualified host names, rather than fixing them when this flag is set.sendmail will not doanycanonicalization in this mode.−hcntSets the “hop count” tocnt.This represents the number of times this message has beenprocessed bysendmail(to the extent that it is supported by the underlying networks).Cntis incremented during processing, and if it reaches MAXHOP (currently 25)sendmailthrows awaythe message with an error.†Deprecated.Sendmail Installation and Operation GuideSMM:08-103



SMM:08-104 SendmailInstallation and Operation Guide−LtagSets the identifier used for syslog.Note that this identifier is set as early as possible.However,sendmailmay be used if problems arise before the command line arguments areprocessed.−n Don’tdoaliasing or forwarding.−NnotificationsTagall addresses being sent as wanting the indicatednotifications,which consists of theword “NEVER” or a comma-separated list of “SUCCESS”, “FAILURE”, and “DELAY”for successful delivery,failure, and a message that is stuck in a queue somewhere. Thedefault is “FAILURE,DELAY”.−raddrAn obsolete form of−f.−oxvalueSet optionxto the specifiedvalue.These options are described in Section 5.6.−Ooption=valueSetoptionto the specifiedvalue(for long form option names).These options aredescribed in Section 5.6.−MxvalueSet macroxto the specifiedvalue.−pprotocolSet the sending protocol.Programs are encouraged to set this.The protocol field can bein the formprotocol:hostto set both the sending protocol and sending host.Forexample,“−pUUCP:uunet” sets the sending protocol to UUCP and the sending host to uunet.(Some existing programs use −oM to set the r and s macros; this is equivalent to using−p.)−qtimeTrytoprocess the queued up mail.If the time is given, asendmailwill start one or moreprocesses to run through the queue(s) at the specified time interval to deliverqueued mail;otherwise, it only runs once.Each of these processes acts on a workgroup. Thesepro-cesses are also known as workgroup processes or WGP’sfor short.Each workgroup isresponsible for controlling the processing of one or more queues; workgroups help man-age the use of system resources by sendmail.Each workgroup may have one or morechildren concurrently processing queues depending on the setting ofMaxQueueChildren.−qptimeSimilar to −q with a time argument, except that instead of periodically starting WGP’ssendmail starts persistent WGP’sthat alternate between processing queues and sleeping.The sleep time is specified by the time argument; it defaults to 1 second, except that aWGP always sleeps at least 5 seconds if their queues were empty in the previous run.Persistent processes are managed by a queue control process (QCP).The QCP is the par-ent process of the WGP’s. Typically the QCP will be the sendmail daemon (when startedwith −bd or −bD) or a special process (named Queue control) (when started without −bdor −bD).If a persistent WGP ceases to be active for some reason another WGP will bestarted by the QCP for the same workgroup in most cases. When a persistent WGP hascore dumped, the debug flagno_persistent_restartis set or the specific persistent WGPhas been restarted too manytimes already then the WGP will not be started again and amessage will be logged to this effect. Tostop (SIGTERM) or restart (SIGHUP) persis-tent WGP’sthe appropriate signal should be sent to the QCP.The QCP will propagate thesignal to all of the WGP’sand if appropriate restart the persistent WGP’s.−qGnameRun the jobs in the queue groupnameonce.−q[!]XstringRun the queue once, limiting the jobs to those matchingXstring.The key letterXcan beIto limit based on queue identifier,Rto limit based on recipient,Sto limit based onsender,orQto limit based on quarantine reason for quarantined jobs.Aparticularqueued job is accepted if one of the corresponding attributes contains the indicatedstring.The optional ! character negates the condition tested.Multiple−qXflags are permitted,with items with the same key letter “or’ed” together,and items with different key letters“and’ed” together.−Q[reason] Quarantineanormal queue items with the givenreason or unquarantine quarantinedqueue items if no reason is given. Thisshould only be used with some sort of item



Sendmail Installation and Operation GuideSMM:08-105matching using−q[!]Xstringas described above.−R retWhat information you want returned if the message bounces;retcan be “HDRS” forheaders only or “FULL” for headers plus body.This is a request only; the other end isnot required to honor the parameter.If“HDRS” is specified local bounces also returnonly the headers.−t Readthe header for “To:”, “Cc:”, and “Bcc:” lines, and send to everyone listed in thoselists. The“Bcc:” line will be deleted before sending.Anyaddresses in the argument vec-tor will be deleted from the send list.−V envid Theindicatedenvidis passed with the envelope of the message and returned if the mes-sage bounces.−XlogfileLog all traffic in and out ofsendmailin the indicatedlogfilefor debugging mailer prob-lems. Thisproduces a lot of data very quickly and should be used sparingly.There are a number of options that may be specified as primitive flags. Theseare the e, i, m, and voptions. Also,the f option may be specified as the−sflag. TheDSN related options “−N”, “−R”, and“−V” have noeffects onsendmailrunning as daemon.



APPENDIX BQUEUE FILE FORMATSThis appendix describes the format of the queue files.These files live inaqueue directory.The indi-vidual qf, hf, Qf, df, and xf files may be stored in separateqf/,df/,andxf/subdirectories if theyare presentin the queue directory.All queue files have the namettYMDhmsNNpppppwhereYMDhmsNNpppppis theidfor this mes-sage and thettis a type.The individual letters in theidare:YEncoded yearMEncoded monthDEncoded dayhEncoded hourmEncoded minutesEncoded secondNN Encodedenvelope numberppppp Atleast fivedecimal digits of the process IDAll files with the same id collectively define one message.Due to the use of memory-buffered files,some of these files may neverappear on disk.The types are:qf Thequeue control file.This file contains the information necessary to process the job.hf Thesame as a queue control file, but for a quarantined queue job.df Thedata file.The message body (excluding the header) is kept in this file.Sometimes the df fileis not stored in the same directory as the qf file; in this case, the qf file contains a ‘d’ record whichnames the queue directory that contains the df file.tf Atemporary file.This is an image of theqffile when it is being rebuilt. Itshould be renamed to aqffile very quickly.xf Atranscript file, existing during the life of a session showing everything that happens during thatsession. Sometimesthe xf file must be generated before a queue group has been selected; in thiscase, the xf file will be stored in a directory of the default queue group.Qf A‘‘lost’’queue control file.sendmailrenames aqffile toQfif there is a severe (configuration)problem that cannot be solved without human intervention. Searchthe logfile for the queue file idto figure out what happened.After you resolved the problem, you can rename theQffile toqfandsend it again.The queue control file is structured as a series of lines each beginning with a code letter.The linesare as follows:VThe version number of the queue file format, used to allownewsendmailbinaries to read queuefiles created by older versions. Defaults to version zero.Must be the first line of the file if present.For8.12 the version number is 6.AThe information givenbythe AUTH= parameter of the “MAIL FROM:” command or $f@$j ifsendmail has been called directly.SMM:08-106 SendmailInstallation and Operation Guide



Sendmail Installation and Operation GuideSMM:08-107HAheader definition.There may be anynumber of these lines.The order is important: theyrepre-sent the order in the final message.These use the same syntax as header definitions in the configu-ration file.CThe controlling address.The syntax is “localuser:aliasname”.Recipient addresses following thisline will be flagged so that deliveries will be run as thelocaluser(a user name from the/etc/passwd file);aliasnameis the name of the alias that expanded to this address (used for print-ing messages).qThe quarantine reason for quarantined queue items.QThe ‘‘original recipient’’, specified by the ORCPT= field in an ESMTP transaction.Used exclu-sively for Delivery Status Notifications.It applies only to the following ‘R’ line.rThe ‘‘final recipient’’used for Delivery Status Notifications.It applies only to the following ‘R’line.RArecipient address.This will normally be completely aliased, but is actually realiased when thejob is processed.There will be one line for each recipient.Version 1 qf files also include a lead-ing colon-terminated list of flags, which can be ‘S’ to return a message on successful final deliv-ery,‘F’ to return a message on failure, ‘D’ to return a message if the message is delayed, ‘B’ toindicate that the body should be returned, ‘N’ to suppress returning the body,and ‘P’ to declarethis as a ‘‘primary’’(command line or SMTP-session) address.SThe sender address.There may only be one of these lines.TThe job creation time.This is used to compute when to time out the job.PThe current message priority.This is used to order the queue.Higher numbers mean lower priori-ties. Thepriority changes as the message sits in the queue.The initial priority depends on themessage class and the size of the message.MAmessage. Thisline is printed by themailqcommand, and is generally used to store status infor-mation. Itcan contain anytext.FFlag bits, represented as one letter per flag.Defined flag bits arerindicating that this is a responsemessage andwindicating that a warning message has been sent announcing that the mail has beendelayed. Otherflag bits are:8:the body contains 8bit data,b:a Bcc: header should be removed,d:the mail has RET parameters (see RFC 1894),n:the body of the message should not be returnedin case of an error,s:the envelope has been split.NThe total number of delivery attempts.KThe time (as seconds since January 1, 1970) of the last delivery attempt.dIfthe df file is in a different directory than the qf file, then a ‘d’ record is present, specifying thedirectory in which the df file resides.IThe i-number of the data file; this can be used to recoveryour mail queue after a disastrous diskcrash.$Amacro definition.The values of certain macros are passed through to the queue run phase.BThe body type.The remainder of the line is a text string defining the body type.If this field ismissing, the body type is assumed to be “undefined” and no special processing is attempted.Legalvalues are “7BIT” and “8BITMIME”.ZThe original envelope id (from the ESMTP transaction).ForDeliverStatus Notifications only.As an example, the following is a queue file sent to “eric@mammoth.Berkeley.EDU” and



SMM:08-108 SendmailInstallation and Operation Guide“bostic@okeeffe.CS.Berkeley.EDU”1:V4T711358135K904446490N0P2100941$_eric@localhost${daemon_flags}SericCeric:100:1000:sendmail@vangogh.CS.Berkeley.EDURPFD:eric@mammoth.Berkeley.EDURPFD:bostic@okeeffe.CS.Berkeley.EDUH?P?Return-path: <ˆg>H??Received: by vangogh.CS.Berkeley.EDU (5.108/2.7) id AAA06703;Fri, 17 Jul 1992 00:28:55 -0700H??Received: from mail.CS.Berkeley.EDU by vangogh.CS.Berkeley.EDU (5.108/2.7)id AAA06698; Fri, 17 Jul 1992 00:28:54 -0700H??Received: from [128.32.31.21] by mail.CS.Berkeley.EDU (5.96/2.5)id AA22777; Fri, 17 Jul 1992 03:29:14 -0400H??Received: by foo.bar.baz.de (5.57/Ultrix3.0-C)id AA22757; Fri, 17 Jul 1992 09:31:25 GMTH?F?From: eric@foo.bar.baz.de (Eric Allman)H?x?Full-name: Eric AllmanH??Message-id: <9207170931.AA22757@foo.bar.baz.de>H??To: sendmail@vangogh.CS.Berkeley.EDUH??Subject: this is an example messageThis shows the person who sent the message, the submission time (in seconds since January 1, 1970), themessage priority,the message class, the recipients, and the headers for the message.1This example is contrivedand probably inaccurate for your environment. Glanceoverittoget an idea; nothing can replacelooking at what your own system generates.



APPENDIX CSUMMARYOFSUPPORTFILESThis is a summary of the support files thatsendmailcreates or generates.Manyofthese can bechanged by editing the sendmail.cf file; check there to find the actual pathnames./usr/sbin/sendmailThe binary ofsendmail./usr/bin/newaliasesAlink to /usr/sbin/sendmail; causes the alias database to be rebuilt. Runningthis pro-gram is completely equivalent to givingsendmailthe−biflag./usr/bin/mailq Printsalisting of the mail queue.This program is equivalent to using the−bpflag tosendmail./etc/mail/sendmail.cfThe configuration file, in textual form./etc/mail/helpfile TheSMTP help file./etc/mail/statisticsAstatistics file; need not be present./etc/mail/sendmail.pidCreated in daemon mode; it contains the process id of the current SMTP daemon.If youuse this in scripts; use ‘‘head −1’’toget just the first line; the second line contains thecommand line used to invoke the daemon, and later versions ofsendmailmay add moreinformation to subsequent lines./etc/mail/aliases Thetextual version of the alias file./etc/mail/aliases.dbThe alias file inhash(3) format./etc/mail/aliases.{pag,dir}The alias file inndbm(3) format./var/spool/mqueueThe directory in which the mail queue(s) and temporary files reside./var/spool/mqueue/qf*Control (queue) files for messages./var/spool/mqueue/df*Data files./var/spool/mqueue/tf*Temporary versions of the qf files, used during queue file rebuild./var/spool/mqueue/xf*Atranscript of the current session.Sendmail Installation and Operation GuideSMM:08-109
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