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BBeneHnue

[Ipotokonm SNMP Obu1 pa3zpaboTaH ¢ 1EIbI0 TMPOBEPKH (HYHKIIMOHUPOBAHUS CETEBBIX
MapuIpyTU3aTopoB M MocToB B 1988 romy. BriocnenctBun cdepa neiicTBust mpoToKOIa OXBaTuiIa U
JpyTH€ CeTeBble YCTPOMCTBA, TaKhe Kak Xalbl, LUII03bl, TEPMUHAJIbHBIE CEpBEpa M Jaxe
YCTPOMCTBA, UMEIOIINE OTAANIEHHOE OTHOIICHHE K CETH: MPUHTEPHI, HCTOYHHUKHU OecriepeOoiHOro
nutanust, PLC u 1.1. KpoMme TOoro, mpoTokon J0mycKaeT BO3MOXHOCTb BHECEHUS W3MEHEHUU B
(YHKIMOHUPOBAaHUE  yKa3aHHBIX  ycTpoiicTB. Ha  ganHoe Bpems  mporokon  SNMP
cra”aaptusupoBan kak RFC-1157, -1215, -1187, -1089.

JlaHHBIN MOYJIb IPEIOCTABIISIET BO3MOXHOCTh cOOMpaTh MH(MOPMAIIMIO U BHOCUTh U3MEHEHUS Y
pasnuuHblX ycTtpoiictB mo SNMP mnporokony. Tawke wMoayneMm peanusyrorcs (QyHKIHS
TOPU30HTAJILHOIO PE3EPBUPOBAHMS, & UMEHHO COBMECTHAs paboTa ¢ yAaNEHHOH CTaHIMEW JTOro-
K€ YPOBH.



1. SNMP

OCHOBHBIMU B3aMMOJICHCTBYIOIUMH "MHUIIaMU" TIPOTOKOJIA SBIISIOTCS areHThl M CUCTEMBI YIIPaBICHUSI.
ECJ'II/I paCCManI/IBaTI) O9THU IBa ITOHSTHUS HA A3BIKC ((KJ'II/IeHT-CepBCp», TO pOJ'II) cepBepa BBIIIOJIHAOT arc€HTHI,
TO €CThb T€ CaMble YCTPOWCTBA, Ui OMpPOCa COCTOSHUS KOTOPBIX M ObUI pa3paboTaH MPOTOKOI.
COOTBCTCTBGHHO, pOJ'II) KIIMCHTOB OTBOIUTCA CHUCTCMaM praBJICHI/ISI — CCTCBBIM HpI/IJ'IO)KeHI/ISIM,
HE00X0IUMBIM T cOopa nHMopManuu 0 GYHKIIMOHUPOBAHUK areHTOB. [IoMUMO 3THX JIBYX CYOBEKTOB B
MOJIEJIA TPOTOKOJIA MOKHO BBIICIHUTH TAKXKE €IIE JIBA: YHPABISAIOMIYI0 MH()OPMAIMIO M caM MPOTOKOJ
oOMeHa JaHHBIMHU.

Bcst madopmanms 00 00beKTaxX CHCTEMBI-areHTa COJICPKUTCS B Tak HasbiBaeMoil MIB (management
information base) — 0a3ze ympasisitonieir uHGpopmanuu, apyrumu cioamu MIB mpencraBmser co0oii
COBOKYITHOCTh 00bekTOB (MIB-1IepeMeHHbIe), TOCTYIMHBIX JUIsl ONepaliii 3aUCH-YTCHHSI.

Ha naHHBII MOMEHT CyIIEeCTBYET 4eThIpe TUIOBBIX 6a3b1 MIB:
1. Internet MIB — 06a3a mgaHHBIX OOBEKTOB [Id OO€ECIIEYEHUS [UArHOCTHUKHU OIIMOOK U
koHurypanuii. Bkirodaet B cebs 171 00bexT (B ToM uucie u 00bektsl MIB I).
2. LAN manager MIB — 6a3a u3 90 00beKTOB — IMapoJii, CECCUH, TTOJIb30BATENH, OOIIHNE PECYPCHI.
3. WINS MIB — 6a3a 06bekToB, HeooxoaumsbIx Uit pyHkronuposanus WINS cepsepa.
4. DHCP MIB - 06a3a o0OwekroB, HeoOxomumbix it ¢yHkrnuonupoanus DHCP cepsepa,
CITy’Kalllero JJis AMHaMU4YecKoro Belenenus [P aapecos B cetu.

KpomMme BbIlIeyka3zaHHBIX TUIOBBIX 06a3, MIB MOryT AONOIHUTENBHO MOATPYKATHCA B BUIE MOJTYJICH.

1.1. MIB

Bce nmena MIB nmerot nepapxuueckyto cTpykrypy. CyliecTByeT JecsTh KOPHEBBIX aJINACOB:
1. System — pannas rpynmna MIB II comepkut B cebe ceMb OOBEKTOB, KaXIbI M3 KOTOPBIX
CILY’KUT JUTsl XpaHeHus nHpopmanuu o cucreme (Bepcust OC, Bpemst paboTHI  T.1.).
2. Interfaces — comepxxur 23 00BEKTa, HEOOXOMUMBIX JJIsi BEICHUS CTATUCTUKH CETEBBIX
uHTEepdeiicoB areHToB (konuyecTBO uHTepdeiicoB, pasmep MTU, ckopocTs mnepenauu,
dbu3nueckue aapeca u T.1.).
3. AT (3 oObekTa) — OTBEHaIOT 3a TPAHCIALMIO aapecoB. bonee He wucnomb3yercs. bbuia
Bkmouena B MIB I. B SNMP v2 »sta wuHbopmanus Obuta mnepeHeceHa B MIB  mis
COOTBETCTBYIOLIMX IPOTOKOJIOB.
4. 1P (42 obOwekta) — panHHble O mpoxoxaumx [P makerax (KOJMYECTBO 3ampOCOB, OTBETOB,
OTOPOLIEHHBIX ITaKETOB).
5. ICMP (26 o0bekToB) — uHGpOpMaLUs O KOHTPOJBHBIX COOOLICHUAX (BXOIAIIME/UCXOAIINE
COOOIIIEHUS, OIIMOKH U T.1.).
6. TCP (19) — Bce, uTOo KacaeTcsi OJHOMMEHHOTO TPAHCIOPTHOTO MPOTOKOJa (aJrOPUTMEI,
KOHCTAHTBbI, COEIMHEHUS, OTKPBITHIE MOPTHI U T.I1.).
7. UDP (6) — ananoruuso, Toiasko a1t UDP mpoTokona (BXOIAIIHE/UCXOISAINE AaTarpaMMBl,
HOPTBHI, OIIUOKH).

8. EGP (20) — nanmnmele o Tpaduke Exterior Gateway Protocol (ucnonb3yercs
MapIIpyTU3aTopaMu, OOBEKTHI XPaHAT HH(POPMAIMIO O IPUHATHIX/OTOCIaHHBIX/OTOPOIICHHBIX
KaJpax).

9. Transmission — 3ape3epBupoBaHa 1 cuenupuyecknx MIB.
10. SNMP (29) — craructuka mo SNMP — BXoasmume/ucXoasue nakeTbl, OTPAHUYCHHSI TAKETOB
0 pa3Mepy, OLINOKH, JaHHbIe 00 00pabOTaHHBIX 3alIPOCaX U MHOTOE APYTOE.
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1.2. Agpecauusn

Kaxxaplit 13 KOpHEBBIX aJIMAcOB MPECTABIIAETCS B BUJIE AepeBa, pacTyiero BHu3. Hampumep, k aapecy
aJIMUHUCTpAaTOpa MOXXHO OOpaTUThCA MocpeAcTBOM myTH: system.sysContact.0, ko BpemeHu paOOThI
cuctembl system.sysUpTime.0, k onmucanuio cucteMbl (Bepcus, sapo u npyras waopmarms o6 OC) :
system.sysDescr.0. C apyroil CTOpoHbI, T€ K€ JaHHbIE MOTYT 3a/1aBaThCsl U B TOYEYHOH HOTanuu. Tak
system.sysUpTime.0 coorBercTByeT 3HaueHue 1.3.0, Tak kak system umeet unaekc “1” B rpynmax MIB 11,
a sysUpTime — 3 B uepapxuu rpymisl system. Hosb B KOHIIE TTyTH TOBOPHUT O CKAJIIPHOM THIIE XPAHUMBIX
JaHHBIX. B mponecce paboThl CUMBOJIBHBIE MMEHA OOBEKTOB HE MCIIOJIB3YIOTCS, TO €CTh €CJIM MEHEKEp
3alpallirMBaeT y areHra cojepxumoe mapamerpa system.sysDescr.0, To B CTpoke 3ampoca cCbUIKa Ha
00BekT Oyzaet nmpeodpazoBana B “1.1.0”, a He OyIeT mepeaana «Kak ecThb.

B nenom, cymiecTByeT HECKOIBKO CIIOCO00B 3amnucu ajapeca k MIB-nepemenHoii:
1. ".1.3.6.1.2.1.1" — TIlpsamas xomoBas anapecarus sl oObekra "System" (kopHEBOH ammac
System). Ilpu Takoil agpecanuu kxaxngas MIB mepemenHas koaupyercss HIESHTHU(UKATOPOM, a
MOJIHBIM aJpec 3amMchbiBaeTCsl B BUJE IOCIEIOBATEIILHOCTH HIEHTU(PUKATOPOB pa3AenEéHHbIX
TOYKOM, cieBa Ha mpaBo. /laHHas 3amuch ajpeca SBISETCS OCHOBHOW M BCE JPYTHe CIIOCOOBI
3aIMCH NPUBOJATCA K HEM.

2. "1.3.0" — CoxkpamgénHas KoJoBas ajpecalusi, OTHOCHUTEILHO KOPHEBOro ayimaca (OOBEKT
"System.sysDescr").

3. '".iso.org.dod.internet.mgmt.mib-2.system" — TIlomHas cHUMBOJBHAs K TPSIMOU KOJOBOM
azpecauuu s oobekTa "System".

4. "system.sysDescr" — IIpocTas, He MONHBIM MyTEM, aapecanus OTHOCHTEIHBHO KOPHEBOTO
anunaca (00bexT "System").

5. "SNMPv2-MIB::sysDescr" — Anpecanus w3 MIB 06a3sl OT HWMEHH MOAYNS IS

"system.sysDescr".

1.3. BsamMmoaeucreume

B SNMP knueHT B3auMOIEHCTBYET C CEpBEpPOM IO HPUHIMILY 3arpoc-oTBeT. Cam mo cebe areHT
CIoco0eH MHULIMUPOBATh TOJIBKO OJIHO AEHCTBHE, Ha3bIBAEMOE JIOBYILKON npepbiBanueM. [Tomumo storo,
BCE JICUCTBHS arcHTOB CBOJAATCS K OTBETaM Ha 3aIIPOCHI, IOCBIIAEMBIE MEHEIKEPAMH.

CymiectByer 3 ocHoBHbIe Bepcuu mpotokoida SNMP (vl & v2 & v3), koTtopble HE SBISIFOTCS
coBMectuMbiMu. B SNMP v3 Brirrouena noanepxka mudpoBanus Tpaduka, s 4ero, B 3aBUCUMOCTH OT
peanuszanuu, ucnonas3yrores anroputMel DES, MDS. DT0o Beper k ToMy, YTO Ipu mepenade Haubolee
Ba)KHbIE JAaHHBIE HEJOCTYNHBI Ul MpoCiHylinBaHusi. B kadectBe TpaHcnmopTHoro mpotokona B SNMP
00bIyHO Hcnoib3yercs npotokosn UDP, Xots, Ha camom aene, SNMP nonnepkuBaeT MHOKECTBO JPYTUX
TPAHCIIOPTHBIX TPOTOKOJIOB HUYKHETO YPOBHSI.

1.4. ABTOpM3auumsa

OpuuMm u3 kimouyeBblXx moHATHH B SNMP gBnsercs rpymma (group). Ilpouenypa aBTopu3anuu
MEHeJ[Kepa MPeJICTaBIseT cO00M MPOCTY0 MPOBEPKY HAa MPUHAICKHOCTh €ro K ONpPE/IeTICHHON IpyIIe,
U3 CIMCKa, HaXOAsIerocs y areHta. Eciin areHT He HaxoIuT Ipymnibl MEHEKEpa B CBOEM CIIHMCKE, MX
JlanpHeiee B3auMoieicTBIE HEBO3MOXKHO. [1o yMorgaHuio nenosab3yoTes rpynmsl: public (11 4TeHus)
u private (s 3ammcu). B mporokone SNMP v3 ans ayreHTUUKAUKA HCHONB3YETCS TOHSATHE
HOJIB30BATEINS € APOJIEM ayTeHTH()HUKALUU U IPUBATHOCTH, B 3aBUCUMOCTH OT YPOBHS CEKPETHOCTH.
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2. MoayJanb

JlaHHBIN MOIYTH MOAEPKUBAET pabOTy co Bcemu Bepcusimu mpotokona SNMP (1, 2 u 3) B pexxumax
yTeHus U 3anucu MIB-napameTrpos.

2.1. KoHTponnep AaHHbIX

Jns nobasnenus ucrounuka gaHHbIX SNMP coznaérest u koHUrypupyeTcs KOHTpOJUIEp B CUCTEME
OpenSCADA. [Ipumep BKIaAKK KOHPUTYpALIUUA KOHTPOJLIEpA JAHHOTO TUIA H300pakeH Ha puc.l.

1 OpenSCADA QTCfg: llemo craHuma

- BEIMWCNUTENE HA jay

- NOrM4EckMA YpOBEHE
-ModBUS

-QPC LA

- MOHWTORHHT MaLLKH

daiin  PepaktwpoeaHwe Bug Momowes  QTStarter
KMma [_]
| e, Konmponnep: localhost
i WEB 2
... TecT ModBus KoHTponnep MapameTpbl
B é;;ﬁgﬁzcmpaucnc CTaTye: p:3amymweH. BLI20BLI ¢ NepHodoM: 1c. 3aTpadeHo BpeMeHi: 40.49Mc. E]
E-i, TpaHcnopTHEIE NPOTOKC BrnwoueH: [+ i
El =4 CHop naHHBIX —
ﬁ- Modyne: 3anyuen: v
" ;CTDUHCEEFENJ“-CW B KOHTpONMepa: [*.* |v]
B Mogynb
[} BNOYHBIA BBIMWCTTATE ~ KoHpurypauna
E}- WINW03 WETOYHWEOE 1, ID:
B DCOM KNMEHT B
B} Diamond nnatel ciid Ma: [
Bl OfopynoeaHuwe ICP
_ PyA OnncaHue:
&
78
B

EH SNMP KNMeHT
i ‘ielocalhost ,
B} Clop faHHer Sieme Brniouats: [
G- 3eykoBan kapTa Janyckars: ||
E- @ COop faHHsIX cy
|'ﬂ.. BLERUoMmERa watinoHo Talnuua napameTpoE: [ SNMPPrm_localhost ]

E [ ] Apxuebl

MnaHupoBaHne onpoca: [1 |v]

@ ChneunaneHele =

-9 Mons3osatenbekne MHT YPoBEHS NPUOPMTETa 33f34N CO0PA AakHe: (0 [T

:‘""Q" YNpaeneHWe MogynAmMA Afpec yoanéHHoro XocTa: [Incalhnst ]
IIJ Server

Monsroc (1 |3
BpemA 0MUOaHUA (Cek): _
SMMP gepensa; | SNMPYT v

’-' HDKYTCK % CoofwecTeo/NoNb30BaTENkL CEPREPA: [public
4 |> — OrpaHWYeHWE Ha KONWYeCTED aTpUEYTOE: E E
=]romar]

Puc.1. Briragka koH(pUTYpamuu KOHTPOJIIEpa.

C noMouib1o 3TOM BKJIAAKHA MOXKHO YCTAaHOBUTH:
+ CocrosiHue KoHTposuiepa, a umeHHo: Craryc, "Bximouen", 3anymen" u ums b/ coaepxarieit
KOH(pUTyparuro.
«  Wnentuduxatop, UMs U oMHcaHuE KOHTPOJLIEPA.
+ CocTosiHHE B KOTOPOE MEPEBOIUTH KOHTPOJUIEP MpH 3arpy3ke: "Bxmroyen" u "3amymien".
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Wmst Tabnunpl 114 XpaHeHus: KOHPUTypaluy napaMeTpoB KOHTPOJIEpa.

[TonuTHKa MUTAHUPOBAHMS U IPUOPUTET 3aa4u cOOpa JTaHHBIX.

Anpec ynan€HHOro XocTa areHra.

KonuyecTBO MOMBITOK OTIPaBKH 3aIpoca.

Bpewms oxxunanusa oTBeTa, B CEKyHAaX.

Hcnonb3yemyto Bepcuto nmpotokosia SNMP.

Co00111eCTBO MU TT0JIB30BATENS TOAKIIOUCHHS.

OrpanuyueHre Ha KOJIMYECTBO aTpUOYTOB B OJTHOM IapameTpe.

YpoBenb Oe3omacHoctu ans v3  (Her aBropus/Her mnpuBatH; ABTOpu3/HeT mpuBaTH;

Astopus/IIpuBarth).

[Tpotokon (MDS5, SHA) u naponb ayTeHTUPHUKAIMU 115 V3.
ITporoxon (DES, AES) u napons npuBatHocTH 114 V3.
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2.2. NapameTpbl

Monynes SNMP mnpenoctaBisieT TOJBKO OAWH TUM mapameTpoB — “Cranmapt”’. JlOMOJHHUTETHHBIM
KOH(UTYPAIIMOHHBIM TIOJIEM TapaMmeTpa JaHHOTo Moayis (puc.2) sBusercs cnucok MIB-mapamerpos,
BCTKH KOTOPLIX NOAJICKAT CUUTHIBAHUIO.

« [0 OpenSCADA QTCfg: leMo cTaHyms

@ain PepakTwpoBadwe Bwp [Momows QTStarter
B 0Q0 A &L 200 A

ma e

El- &MO CTaHU WA

z -y

-5 Ba3bl gaHHbx

% BezonacHocTk

? TpaHcnopThI

-l TpaHCNopTHeIE N

- =| Chop aanHeX Tvn: std

B Moayne: BrnioveH: (V|

E-YecTpohcTea AC

- Mogyns BFN ~KoHdurypauwa

El~ BNOYHEIA BRIMIAC ID: test

LWnws mcTodHW| |

&~ DCOMN KnueHT : Ims: ’

Diamond nnaty |-
ObopynosaHne| |

(- BeMWCAUT &Nk H

El- JTor M4ecknia yp

MapaMeTp: test

MapameTp [ ATpnbyThI | Apr1BaL WA ]

~CoCTOAHWE

o-5-5-5-8

i

OnncaHwe:

- ModBUS

- QPC U&
- SNMP KnueHT :

Bl localhost : BkniodaTh: (v
test L =
F1- C60p AaHHLX S z Cnwcok OID (pasgeneHwe chef. CTRPOKORA):
- 3BYKOBEA KapT system
& @ CBop AaHHb
- BUBAMOTEKS Wabn
[] ApruBbl

£

=

=

-3 CneuwansHole
- M| Nonb3cBaTenbCKW

‘- @ YnpaBneHne Mo gyl

B

=l¥roman] 4

Puc.2. Briagka koH(pUTypamnuu napamerpa.
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B cootBeTcTBUM € ykazaHHbIM criuckoM MIB-mapameTpoB BBIIIOJIHSETCS OIIPOC UX BETBEHM U CO3AaHUE
aTpuOyToB TapameTpa. B manmpHeiinieM BBITOTHSIETCS OOHOBICHHE 3HAYEHHUH MapamMeTpoB. ATpPUOYTHI
MMEHYIOTCS B COOTBETCTBHM C KOJIOBOH anpecarueit MIB-mapamerpoB, B kauecTBe waeHTHPUKATOPA, U
aapecaiuu ot 6a3sl MIB 00bekTOB, B UMeHU aTpudyTa (puc.3).

0 OpenSCADA QTCfg: leMo cTaHuna

@ain PepakTupoBaHue Bwa Nomows  QTStarter

AB8000 " L2000 DD

mA
: MapameTp: test
Ei OemMmo cTaHLWA P Tp
:ﬁ Baszkl gaHHBX
-4 BesonacHocTh MapameTp | ATPvOYTH | Apxusauyts
E- § TpaHcnopThl ID: test ]
H- @l TpaHCNOPTHEIE NPOT
B~ 2| CBop AaHH.Ix Wma: [
E-Mogyne: OnucaHme:
El-YcTpoicTea ACKY
B Mogyne BFN
BAOMYHBIA BEIMWCAA
LLINO3 MCTOYHWKD
>~ DCON KiueHT
- Diamond nnaTel ©
- 06opyA0BaHue IC Owwmbka: o
BhNHCMTe{'h Ha | SNMPw2-MIB::sysDescr.0: [Linux roman.localdomain 2.6.35-std-def-alt® #1 SMP Thu Deu]
- Nlor n4ecknii ypos
ModBUS SNMPV2-MIB:: sysObjectID.0: | NET-SNMP-MIB::netSnmpAgentOIDs. 10 |
El-OPC UA - |
; SNMP KnMeHT DISMAN-EVENT-MIB:: sysUpTimelnstance: | 1. 626592e+086
G- |0€|hst SNMPv2-MIB::sysContact.0: | root@localhost |
es
El- CHOp f4aHHLIX Sien SMNMPv2-MIB:: sysName.0: [roman.localdomain ]
B 3gyKoBan kapTa SNMPv2-MIB::sysLocation.0: | Sitting on the Dock of the Ba
- J§ CHop maHHbIX I - [ E Y ]
E- BubnuoTeka wWabnoH SNMPv2-MIB::sysServices.0: E
ﬁ CheLMansHbe SMNMPv2-MIB::sysORLastChange.0: | 2
: M NonezoRaTenkckue b SNMPv2-MIB::sysORID.1: [SNMPVJZ—MIB::snmpMIB
- go‘;ﬂpaanewe MOAYAAN | SNMPv2-MIB::sysORID.2: | TCP-MIB::tcpMIB
8 Loop SSL SNMPV2-MIB::sysORID.3: | IP-MIB::ip

SNMPw2-MIB::sysORID. 4: ’UDP—MIB::UdpMIB
SNMPw2-MIB::sysORID. 5 ’SNMPMEW—BASED-ACM—MIB::vacmBaSicGroup
4 Secer 4 |> SNMPw2-MIB::sysORID.&: lSNMP—MPD—MIB::SnmpMF’DMIBOb]ECtS.B.l.l

] ERIR AT S RAID . e e TP 7. | RN ST A C T Ch MAID s mnn AL i Limam o

Gy

<J[fromar] ]

Puc.3. Bxnagka arpu0OyToB nmapamerpa.
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